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Abstract This study aims to analyze problems and deduce improvement plans for information security
support policies for SMEs in Korea. To this end, an effective support policy necessary for reinforcing
cyber safety nets to enhance the level of information security of domestic SMEs based on the analysis
results by analyzing the status and problems of the previous research review and analysis, the current
status of information security of SMEs and the information security support policies of major SMEs at
home and abroad. I would like to suggest improvement measures. Reinforcement of awareness, legal
basis, voluntary capacity building, joint response system, professional manpower and budget support,
cyber security construction, untact era support, and regional strategic industry security internalization
were suggested. This can be used as the government's information security support policy to raise the
level of information security of SMEs in preparation for the post Covid19.

Key Words : Hacking, Technology leak, SMEs, Information Security Support Policy,
Raising awareness, Serity by Design, Cyber Security, Strategic industry.
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retention rate by size (%)

IT budget, Information security
budget retention rate (%)

845 907 368 252

202
615 1%0]2H
a5
207
r———"
22 17 29
142 508 201 2018 2019

10498 50-2498 2508 0l

Fig. 1. Information security(personal information)
budget retention rate
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Table 1. Number of technology leaks and damages

Total damage

Division ;rr?tilwber) é}venrwat?ei) amount (KRW
Y Y 100 million)

SME 78 1.5 1,022
Beneficiary
Company 56 1.37 924
Non-beneficia
ry company 22 2.0 98
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Table 2. Personal information leakage in the last 5 years

Admini Amount of
Year rNLéTbe strative Fine (10,000 f)n?gglstgd
cases ;ﬂéiposlt W0n> per
case(won)
21172, | 21172,
2016 2l 2 479,336 226.4
2017 00995 | 80705 1 474,805 288.0
2018 85400 | 82118 1 375 015 486.7
18,385, | 15361,
2019 18 o 282,337 1838
2020.9 4T | s3345 | 2,127 398.7
64,139, | 50,869,
Total el 50 1313620 | 2582
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Table 3. Reasons for requesting information protection
consulting service

ltems Answer(%)
Insider leak experience 11(6.1)
Security accident From outside 44(24.6)
Awareness of information security 77(43.0)
Difficult to manage information security 25(14.0)
Strengthenlng the level of information 22(12.3)
security

Total 179(100.0)
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Table 4. Difficulties in SME information security

activities
ltems Answer(%)
Not sure how to protect 47(17.1)
Difficult maintenance 22(8.0)
Difficult to manage information protection 33(12.0)
Difficulties in establishing and operating 26(9.5)
information protection policies :
Poor response to internal and external
intrusion 43(18.7)
Difficulty in hiring dedicated personnel and 39(14.2)
maintaining work .
Absence of professional service and burden
on price 13(4.7)
Difficulties in cognitive and professional
education 15(8.5)
_No room for information security 36(13.3)
investment
Total 179(100)
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Table 6. SME information protection support policy
priority demand survey

NO Questions answer(%)
3.25 X9 AfO|H ordal Zix 0| 2 7AAE| it =2 1 Raising awareness of information security 62(100)
X
~ _ _ 2 SMEs' own capacity building and incentives 56(90)
FRARATLS A2 10709 AR5
- Reinforcement of information security
%@H ‘,% ?“—-XT —8—%‘%0]] 31,9_]/]', 2020‘1’:_1 107H94 ﬁl]ﬂ e personnel and budget support 54(87)
L 2glA 3 Z=LA o] Alo vl A S = Establishment of a joint response system
2e =9 AR A=A AolH GAAAZS = 4 for small and medium business information 45(72)
Splofl g7k Slck. Bt Table 59 20] 4ERS protection
- _ ~ Establishment of cooperation system
X]%_ Xé;i],]g] 5]‘]4'91 -‘?—E XJEE_Q Zj’}—j_% /\'11311\.94 76‘ 5 between ministries 35(56)
ol 2o ALY WEAIUG WA BU AER [ | improvemen of ool systam bssadon | g
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J—HO]L} ‘?-7\]—7]- C}O]O = ‘—"] Z]—O]E ;"j‘_j- o E'-'q‘ Insufficient establishment of regional cyber
= = = 7 safety net and improvement of consultin 25((40)
of tigt ARl 9EE A7Iskal UCH10]. method b ¢
8 Preparing a support policy for the untact era | 20(32)
Table 5. Comparison of information security consulting I . . .
) 9 Strengthening linkage with regional strategic 18(29)
checklists for 2018~2019 industries
SME security consulting
Check list cip ISMS 10 | Other 5®)
A (2018) B (2019)
Managerial 46 16 95 63
Technical 159 64 251 115
web 28 14 14 B3 50 24 AT SAEAoNA 7V B AR
Privacy - 22 2 27 HZ QAAIRL FH(100%), T47199 A A7 &
Total 233 102 387 219
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9E Al et $4719 B8 A9 et viio] B
2ttt A FPLAT Ao JrRT A%
NS 95 A9 Aol PAY 735} welo] Wsjeh
RO 71E F41Y JEEE AU P ne
311 Alokg AU B4 PP Hgo] BR}e
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