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Abstract The IoT technology is a field that applies and converges the technologies in the existing industrial
environment, instead of new technologies. The IoT technology is releasing various application services
converged with other industries such as smart home, healthcare, construction, and automobile, and it is also
possible to secure the work efficiency and convenience of users of IoT-based technologies. However, the
security threats occurring in the IoT-based technology environment are succeeding to the vulnerability of the
existing wireless network environment. And the occurrence of new and variant attacks in the combination with
the ICT convergence environment, is causing damages. Thus, in the IoT technology-based environment, it would
be necessary to have researches on the safe transmission of messages in the communication environment
between user and device, and device and device. This thesis aims to design a safe communication protocol in
the IoT-based technology environment. Regarding the suggested communication protocol, this thesis performed
the safety analysis on the attack techniques occurring in the IoT technology-based environment. And through
the performance evaluation of the existing PKI-based certificate issuance system and the suggested
communication protocol, this thesis verified the high efficiency(about 23%) of communication procedure. Also,
this thesis verified the reduced figure(about 65%) of the issued quantity of certificate compared to the existing
issuance system and the certificate management technique.
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Table 1. The abbreviation of a paper

Abbreviation Description
Devicesy Serial number of device
Devicecer The authentication value of the
Deocecoge Code of device
Devicesjg Signature value of device
H(Device) Device authentication value hashed function value
Devicec-cer Signature value of device group
Deviceuuip universally unique identifier of Device User
Serveny-cer Signed value of server
Usercert The user's authentication value
Userinfo User's Information
Mscert The authentication value of the Management Server
MSsiq Signed value of Management Server
loT loT
Device N Device_i
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Table 2. Evaluation of Security of Proposed Communication
Protocols with Existing PKI-based Communication
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