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Abstract Safe security technology is required for the startup ecosystem according to the construction
and service of a joint open platform in the financial sector. Financial industry standard open API
recommends that payment-related fintech companies develop/apply additional security technologies
to protect core API authentication keys in the mutual authentication process. This study proposes an
enhanced API security protocol using multiple channels. It was designed in consideration of the
compatibility of heterogeneous platforms by further analyzing the problems and weaknesses of
existing open API related research. I applied the method of concealment to remove the additional
security channels into a single channel of the existing security protocols. As a result of the
performance analysis, the two-way safety of the communication session of the multi-channel and the
security of the man-in-the-middle attack of the enhanced authentication key were confirmed, and

the computational performance of the delay time (less than 1 second) in the multi-session was
confirmed.

Key Words : Open API, Open Banking, Open Platform, Open Authorization, Financial Security

1. M8 Ao} HHA He| 2 Aok 2l FE32 TlolE
4 @m, o1 oL, delet £ )
EIP E co 6@ 9 Ho]: u}o]q]O]H(MyData) =g %‘5}3 ol E}L mlEHS] e ﬂﬁ Ao =0z
/\]'% EC\’:]E'_ “_1‘1_??5]‘-1— Mq-[l] /\]'—Q—Z]'—’] E]]O]H %%}- Ql—aﬁ _—Dl_s_ ‘% é ﬂ }\]7(]—0 E?l— ?l£ ‘34 7H91XJE “{1’
MulAE= FE A7 AMARE SHoE Mg o] A . -
A TR BT AR ojEAe Hu = 2ol tigt A7t o]l k. HlolE & AH|
“Corresponding Author : Sang-Geun Kim(sgkim@sungkyul.ac.kr)

Received October 14, 2020 Revised November 6, 2020
Accepted November 20, 2020 Published November 28, 2020




41 83™E=2X| H10E 115

A G2 B 71 AR Beats e 449
AE wtgsty| wizo] ol gt t-g-&o] a7
QTH4]. FEHOHY Q= APT Heot AA Joj=gele
HE APL HRF A3HE flof 2 Atdell ook dAlE
o] F714Rl Bt 7l& Nd/A8e AL dirstal 9l
5], & =RoAE EE API Q57| HEE 73t
= o QY 76 Hot TR EES Aosh) B =

o] AL et At 24 T A4 7E

APl B23} HQF QAR AHEY, 7]E Het
EZ9 EAME AnEc) 34 AQtels oF g 7]
g O E APl ZREEE At 48 45 24004
HOMIT m&AS St 5% A80R uhld

il

—_

N
e

b

ol

2.1 @E APl EZEo} HOt QARG

=Y 27] 93 492 Z8H APl A ZBS
A& AP, Thgt WA GAOA o & 7idst
I 8ok 9ATIA] $ith @E APIE EF| A
o] EAE Ao AXEGo] 7k9] B4 95t QlE |
o|AE oJu]gtt}e). Fig 13} o] AREA} A 34 7]
HEHI FANS Sl 2ol a3t A o8
o= FHE ST F6HS SACE HHkd ¢
& Aot WEA AuART ZA, S5/,

Hy, A4 5)7F 2 H1%E RSk SloHsL.

lnl

Bank 1

API
access

Customer

FinTech app

Bank 2

Fig. 1. Banking and Fin—tech Open APl Access
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Fig. 2. OAuth2 Security Protocol Process
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Table 12 Y QZ AP] 59 OAuth Hot =2
EE AT AHEY BAREES UErdh

Table 1. Comparative Analysis of Research problems

Proposed Problem

Server Construction cost Problem,
difficulty in implementing the
proposed Model

B2B2C Model[13]

OTP bypass technique

Hash chain based . - ; .
exists(decryption, reverse engineering,

OTP[14]
reuse, etc.)
Blockchain based trading | Double Spending, Mining/Pool, Wallet
system([15] Threat

Blockchain based
business model[16]

POSCAL Certification
Framework[17]

POC(Proof of Concept) Stage: Lack of
technology Maturity

Difficulty in building/development of
PKI infrastructure, Wallet Threat

New token method verification
Problem, non-compliance with
standard specifications

IUWT-based token
authentication[18]

Server Construction Cost, Safety

OAuth2.0 modified[19] problem for SSO Server

New Token method verification
Problem, non-compliance with
standard specifications

Stateless token
authentication[20]
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Table 2. Open API protocol security requirements

No. Security List Requirements
Between users and fintech

companies

1 Core security area

. Enhanced authentication token
2 Internal token security

security
3 Standard protocol Complementing known bypass
vulnerability techniques
4 Functl.ona.l Modular extension model design
modularization
5 Core Security Local encrypted storage, MITM

verification (Man-In-The-Middle attack)
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Table 3. Open API Protocol Security Requirements

No. Security Solution

Separation and hiding of Secure Session channels using
Internal APP

Insertion of external Session passphrase (enhanced
Authentication Token Security)

1

3 URL checks, Tokens updates, limited number of Tokens

4 Standard Security Protocol extension and Modularization

5 Security verification against MITM attacks
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Table 4. Performance Analysis Environment

Description
Ubuntu Linux 16.04(x64), Apache Tomcat 8
Server
Server
Framework, API Spring Security OAuth2.0, Google Cloud
Service Platform
Encryption, Hash ECDHE, RSA, SHA256
Algorithm
Intel(R) Core(TM) i7-5700Q CPU @
CPU, Memory ntel(R) Core(TM) i Q

2.70GHz, 16GB
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Table 5. Security Comparison Analysis

OAuth2 Proposed
Multi . . . . .
Sesstion Single Session Session Multiplexing
SSL/TLS SSL/TLS
Security Session K ECDHE(Key Exchange)
ession Key
token safety Dependent RSA/ECB(Mutual

Authentication)
Session 1, 2 Associated
Verification
Limit the Number of Session

Possibility of Stealing
MITM the Authentication
Attack Code of Session 1
(Redirect URI)

Verifications

Session Verification Time
Limit

Service Authsentlcatlon Resource Server
Client e
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