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Design and implementation of Android obfuscation technique using
layout file transformation
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Abstract Android apps are mostly distributed as an apk files, and when the apk file is uncompressed,
resource files such as xml files, images, and sounds related to app design can be extracted. If the
resources of banking or finance-related apps are stolen and fake apps are distributed, personal
information could be stolen or financial fraud may occur. Therefore, it is necessary to make it difficult
to steal the design as well as the code when distributing the app. In this paper, we implemented a tool
to convert the xml file into Java code and obfuscate using the Proguard, and evaluated the execution
performance. If the layout obfuscation technique proposed in this paper is used, it is expected that
the app operation performance can be improved and the illegal copying damage caused by the theft

of the screen design can be prevented.
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Fig. 1. Example of the web site phishing attack
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Fig. 2. Example of the mobile application phishing attack
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(?xml version="1.0" encoding="utf-8"?)
{LinearLayout
orientation="horizontal"
background="@color/bg_white"
clickable="true"
layout_width="fill_parent"
layout_height="fill_parent"
xmlns:"http://schemas.android.com/apk/res/android")
{RelativeLayout
orientation="vertical"
background="#ffdddddd"
paddingTop="@dimen/dp_13"
layout_width="64.0dip"
layout_height="fill_parent")

Fig. 3. Layout file extracted from bank application
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2xml version="1.0"
LinearLayout
xmins:android="http://schemas.
android.com/apk/res/android"
android:layout_width="match_parent"
android:layout_height="match_parent"
android:orientation="vertical"y
(TextView
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:text="Hello World!"/)
/LinearLayout)

My Application encoding="utf-8"?)

Hello World!

Fig. 4. Activity screen and layout xml file

Fig. 4= F=R0|E9] A2l #ojoRxel AF =
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£83lE et xml TLQ] AAjolct,

oublic LinearLayout initLayout(Context context) {
LinearLayout root = new LinearLayout(context);
ViewGroup.LayoutParams root_LayoutParams =
new ViewGroup.LayoutParams (
ViewGroup.LayoutParams.WRAP_CONTENT,
ViewGroup.LayoutParams.WRAP_CONTENT);
root_LayoutParams.width =
ViewGroup.LayoutParams.MATCH_PARENT;
root_LayoutParams.height =
ViewGroup.LayoutParams.MATCH_PARENT;
root.setOrientation(LinearLayout. VERTICAL);
root.setlayoutParams(root_LayoutParams);

TextView textView = new TextView(context);
LinearLayout.LayoutParams textView_LayoutParams =

new Linearlayout.LayoutParams (

LinearLayout.LayoutParams.WRAP_CONTENT,

LinearLayout.LayoutParams. WRAP_CONTENT);
textView.setText("Hello World!");
root.addView(textView);
textView.setlLayoutParams(textView_LayoutParams);
return root;

LinearLayout linearLayout_875 = new Linearlayout(this);
linearLayout_875.setOrientation(VERTICAL);
LayoutParams layout_169 = new LayoutParams();
layout_169.width = LayoutParams.MATCH_PARENT;
layout_169.height = LayoutParams.MATCH_PARENT;
linearLayout_875.setLayoutParams(layout_169);

TextView textView_547 = new TextView(this):
textView_547.setText("Hello World!");
LayoutParams layout_234 = new LayoutParams();
layout_234.width = LayoutParams.\WRAP_CONTENT;
layout_234.height = LayoutParams.WRAP_CONTENT;
textView_b47 setLayoutParams(layout_234);
linearLayout_875.addView(textView_547);

Fig. 6. Translated Java code by XmlToJava
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Fig. 8. Sample android applications for runtime
performance evaluation
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xml java xml java xml java
TextView Button EditText

100 1053.1 803.7 1680.2 1401.1 1954.2 1805.8
200 1585.6 1194.0 2553.4 2093.5 2968.0 2665.6
k300 1998.6 1457.6 3054.8 2501.2 3509.5 3072.8

Fig. 9. Layout initialization performance comparison
between xml and Java
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TextView Button EditText
100 14,517 39,094 14,317 42,364 14,517 43,966
W 200 28,217 77,594 27,817 84,064 28,217 87,266
W 300 41,917 116,094 41,317 125,764 41,917 130,566

Fig. 10. The source file size comparison between xml
and Java
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Fig. 11. The apk file size comparison between xml and
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