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[Abstract]

Cloud computing technology provides economic and efficient system operation and management
features to deal with rapidly changing IT technologies. However, this is less used in institutes and
companies due to low security of cloud computing service. It is recognized that storing and managing
important information, which is confidential in external systems is vulnerable to security threats. In
order to enhance security of this cloud computing service, this paper suggests a system and user
authentication reinforcement model. The suggested technology guarantees integrity of user authentication
information and provides users with convenience by creating blocks for each cloud service and
connecting service blocks with chains. The block chain user authentication model offers integrity
assurance technology of block chains and system access convenience for SSO users. Even when a

server providing cloud computing is invaded, this prevents chained invasions not to affect other systems.
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II. Literature Review

1. Cloud Computing
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2. Block Chain

2.1 Block chain introduction
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2.2 Block chain technology
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Fig. 1. Blockchain Structure
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3. Distributed user authentication technology
3.1 DID
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Fig. 3. Distributed SSO Authentication Model
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V. Conclusions
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