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[Abstract]

Recently, cybercrime has become increasingly difficult to track by applying new technologies such as

virtualization technology and distribution tracking avoidance. etc. Therefore, there is a limit to the

technology of tracking distributors based on malicious code information through static and dynamic

analysis methods. In addition, in the field of cyber investigation, it is more important to track down

malicious code distributors than to analyze malicious codes themselves. Accordingly, in this paper, we

propose a next-generation malicious code information collection architecture to efficiently track down

malicious code distributors by converging traditional analysis methods and recent information collection

methods such as OSINT and Intelligence. The architecture we propose in this paper is based on the

differences between the existing malicious code analysis system and the investigation point's analysis

system, which relates the necessary elemental technologies from the perspective of cybercrime. Thus, the

proposed architecture could be a key approach to tracking distributors in cyber criminal investigations.
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I. Introduction
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II. Preliminaries

1. Related works

1.1 Malware distribution methods
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Fig. 1. Drive—by download attack

1.2 Malware analysis - intelligence
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1.3 Malware analysis - machine learning
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1.4 Malware analysis - dynamic method
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2. Information Required for Cyber Investigation
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2.1 Malware Information
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III. The Proposed Scheme
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Composition of a step-by-step malicious code analysis architecture based on cyber investigation
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IV. Conclusions
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