SHAFIILE A HEHE| =27

Journal of The Korea Society of Computer and Information

J KS I Vol. 25 No. 11, pp. 105-114, November 2020
C https://doi.org/10.9708/jksci.2020.25.11.105

Security Threats and Potential Security Requirements in

5G Non-Public Networks for Industrial Applications

TaeKeun Park*, Jong-Geun Park** Keewon Kimk*

*Professor, Dept. of Computer Engineering, Dankook University, Yongin, Korea
*+Principal Researcher, Information Security Research Division, ETRI, Daejeon, Korea
*Professor, Dept. of Computer Engineering, Dankook University, Yongin, Korea

[Abstract]

In this paper, we address security issues in 5G non-public networks for industrial applications. In
contrast to public networks that offer mobile network services to the general public, 5G non-public
networks provide 5G network services to a clearly defined user organization or groups of organizations,
and they are deployed on the organization’s defined premises, such as a campus or a factory. The main
goal of this paper is to derive security threats and potential security requirements in the case that 5G
non-public networks are built for discrete and process industries according to the four deployment models
of 5G-ACIA (5G Alliance for Connected Industries and Automation). In order to clarify the scope of this
paper, we express the security toolbox to be applied to 5G non-public networks in the form of the defense
in depth concept. Security issues related to general 5G mobile communication services are not within the
scope of this paper. We then derive the security issues to consider when applying the 5G-ACIA
deployment models to the industrial domain. The security issues are divided into three categories, and they

are described in the order of overview, security threats, and potential security requirements.
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I. Introduction

5G (Fifth-Generation)= thokst A 4 A}3] Hotoj
A" 712 2US KA st ARl 940} Hls
AAER7] tizol 2etd FTY &4l Als= A9t 4Gt
At Alo]A g ZhaIct [1-3]. o]efgt 5GL 4%} ATl

A Qlmet Ve 2A Al WyolE 5 ofg} oF
A 7lesat Agsto] et RofollA AR Au|AE
AlEsh=tl 7198 202 o= ot [1-4].

crget dA 2 ARl 2of BolA 2 =2 A =
91 (Industrial Domain)of] 5G 7|&< A LstuA5H= A
of x4 GEC At} E0IQle ASAL WEA] 59 o
AF A (Discrete Industry)dt 5, 24 59 574 AF
A (Process Industry)S Z3FsHt o]2{sh Al =9l
of 5G& Al&stuAt & o 12d LUt Qe Ve,
Al WAUA 59 Sof distel e 2 BhE Sast
223 mTH0oF 5G-ACIA (Alliance for Connected
Industries and Automation)’} 9Jct. 5G-ACIAE= AHd
Tl 5GY Ag&= sl Wl 7Kl 5G NPN
(Non-Public Network) 4+& 222 AA|tYTE [5].
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A, AR Hot QAR AR ]edith

!

SHAl
l

[Sx]

II. 5G NPN Deployment Models of
5G-ACIA

WH o2 oS EA HEIE W thxg thios
Al A2 ABSHA, 56 NPNS 2459 APY YlEYa
(Private Network)=2A] HehstA| ol AREAL RA] &
= 240 150 56 HulAg AFsts HEYIE o
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A B e B ZolHAl 5 O 59 olf=, o
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o tiet M= A 5= = & A [5].
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Fig. 1. 5G NPN Deployment Models of 5G-ACIA
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III. Our Approach
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Fig. 3. Conceptual Structure Change of Industrial
Automation and Control Systems
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Fig. 4. OT Security Toolbox in the Form of Defense in
Depth
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2 =2 A =0Qlof] 5G 7]eS A8 o 1)
of & WOt A ut ANAIQl Hot @ AR E&she A
S z2d02 sty Q7] wjRo] 1™ 49 “5G NPN
Security” 22 2t} Aleatd Bt Qo
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Ait g zolA Al AMYIAZ AlEstr] st ZiEE AL
dXg]o] gith wbA 5G A]AERISl EES AASH=
3GPP= YYHAQl o]F-54l A A Ao Basgh Hot 7]
sE== BT wAE APYIsto] Algstal Q. of2igh gyt
ARl 5G BAl AB|AE Y3t HOt 7[s52 19 49 @
220] “5G System Security” 2 E3E|ICH 5G NPN=
712421 5G 41 AH|AE ZEop7] milzol 1Y 404
“5G NPN Security 7} “5G System Security’ & ZL3}s}
+ PH=Z BA=QS. 22 AR =Rl 5G 7]eZ
Mg of 27MRor usfoltt st WOt V52
2 404 “Additional Security for 5G NPN
Deployment Scenarios”2 BT/ QIC}. o]goflA A&sh
2 A7) AoHE Alget 1d et At

Express the OT Security Toolbox
in the Form of Defense in Depth

|

Divide 5G NPN Security into Two Parts:
5G System Security and
Additional Security for 5G NPN Deployment Models

Derive Additional Security Issues
in 5G NPN Deployment Models

Fig. 5. Qutline of Our Approach

3GPPOJ %= &l 5G NPN 4150 Bk F7HAQl B
QF olqrofl thet Ard2 Als¥staL It [10]. w2t 2 =
wollA= Vol 3GPP #EOj|A Tl Q1= 5G NPN
B olp=0fl tisto] =] ViRt H, & =wold F
7PHoz =E3F 5G NPN HoF oS0 tfsto] VoA
ZHQ, Heb g, AR 2ot aAe] A= A

5] A&,

IV. Security Issues in 3GPP 5G System
for Vertical Services

H o= 3GPP TR 33.819 [10]oA] T}&1 Q)
5G NPN 89} o]#-50] tfsto] 71eks] 47)gtct. A7)
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1. Security for SNPNs

1.1 Completing AKA based Authentication and
Calculating Ksear for SNPNs

PNOJA] A/d =)= 7] (Key)2} SNPNOA A== 715
A=z th27| sto] UE (User Equipment)’} 45171 4
St HEY IR AZAE =5 stojof gt 7o ot
olgolct,

2. Security Aspects on Interworking between
NPN and PLMN

2.1 Authentication and Authorization for
Interworking, Roaming between NPN and PLMN

o] o]#+= UE”’F NPNg &5l PLMN (Public Land
Mobile Network)of|A] Al5-st= Ad]20] skl AFE-t
L Ao gt 7 Hge] 42, 9= (Authentication)y} Q1
7} (Authorization)E #{5to] £33 sfjof sh-Lfo]] A=
Zolt}. 2 =woflAl PNt PLMN2 54gt Y EQ Fo|ch.

2.2 Security and Privacy Aspects of Service
Continuity and Session Continuity

o712 UE7} NPNS &3l PLMN M| A0] FZ5kA
PLMN2 &5l NPN Aju]2of FIg off, Au]a 2 Ald
A& (Service and Session Continuity)e] HOF &H
A oot

2.3 Independent Credentials for Authentication
and Authorization with NPN and PLMN

o] o]+ UE7} NPNZ ‘&3l PLMNOJA] A|-55= AfH]
A0 Aokl AREst & o, QI5f QI7tof AREE A}
7 5% (Credential)2] A|d offe} eio] 9t

3. Security for 5GLAN services

3.1 Authentication and Authorization of UE in
5GLAN Communication

o]712 5GLAN & &4l st ?15 % QI7HE A4
317] ¢fat wr AlsAlel ok Axp} W asiohe 2o of
gh o]srolct. ot T2fet HOb FAP} AlEEA] e
%, el U7} 915 9 97} glol 5GLAN 3] A

vl2o] FEE 4 7 "o

3.2 UP Security Policy for the 5GLAN Group

o] ol#= shte] 53t 5GLAN 150] 45k UEZ}
ARSE of2] PDU A|Mof sl 5G Core Network’} UP
(User Plane) Bt ZgAoflA A2 ot UP B 744&

A&she 45 AT 4 e wAlll dieh Zlolo
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4. Security for TSC and 5GS interaction
4.1 Protection of Interfaces that 5G System
Interacts with a TSN Network
5G A|AES [EEE 802.1Q7} A9

— o

9

TSN (Time
Sensitive Networking)dt £3te 4 9t} 3GPP TS
23.501 [15]of] A9J=l  TSC (Time Sensitive
Communication)+= 5G A|AElo] @]X [EEE TSN HE$
S0) walrlzA Eweh] 9 4 YEE st o] of
4 56 AlABIo] TSN Bl A AlFshs QlEHo)A
£ Agst) wssio dicke 2l Bl ok

4.2 TSC Time Synchronisation
TSC MBIAS A|&dl= 5G AJARINA ARF 571817}
—»aAolct, o] o] gPTP(Generalized Precision

Time Protocol) HIAIX]Q] F& Hsof st Zo|ct.

5. Authentication on NPNs

5.1 Key Hierarchy for NPNs

3GPP9] 7] A5 & (Key Hierarchy)= UEZ Q1&5}
+= Zlof] AKA (Authentication and Key Agreement)
o] ARgEIcty 7Pgstct. J2fut oj2fst 7ol NPNO
A= Abdolghal T = itk o] o= H|-AKA

X<} 7] A7dofl gt 2ol

5.2 Authentication and Authorization of NPN
Subscribers by an AAA

SNPN2 AHASt 01% Wigoll Alekg FA] ¢4l 9l
k. of ol¢ NPN 29217} 71711} ALGAT Q1% 3 Q1)
£ 25t d¥rdor AF2s5H= AAA (Authentication,
Authorization, Accounting)?} &%l Zlojch

6. Security for PNiNPNs

6.1 (D)DoS Attack by Large Number of
Registration Requests to CAG Cell

3GPPojlAX] PNiNPN (PN integrated NPN)2 CAG
(Closed Access Group) ¥/F= YUEQ I &to]AlS
A[§8t= PLMNS| Aghg wop 255k NPNE ojujgh
Ch. CAGE UE/F AH8E 4 gl NPN g YES3 &
gfo]2o] st s 7] Hstod =d" WAHUSE
o|c}. o] uf, th49] otojAQl UEZF Al ™, 1 UE=
< CAG A& &l LEYZ A&st Al=g 4 o
o] O]f= oJollA Aaer ’iHe S5l 5G AlAH0] of
sto] A== & 9= DoS (Denial of Service) =
DDoS (Distributed DoS) 341} #ao] Qlct,

6.2 CAG ID Privacy
0|72 CAG ID7} 55 273 WAIX|o] HZ (Plaintext)
Bl ZREchs AT BRI Bt ojgolrt,

odk

6.3 DoS Attack by Unauthorized Removal of
Entries from the UE's Allowed CAG ID List

o7 55 AR HAIRIE B2EX] k2 B 584
AL M-gt g M 52 AR UAAE UE
H#o2) UER stolg AHil9) 51& CAG FE0M &4
CAG IDE 2~ 2 Aot S ol Azt Tid o olct,

V. Additional Security Issues in 5G
NPN Deployment Models of 5G-ACIA

 AofAf= 5G NPN 1% 20| xS H}st j
AHEE] = 3GPP 2] AH|A 47 [5] 3 5G-ACIAZE 417
Qb Ul 71X OT Mot 479 [9]h wrdsto] 24 7heet B
o olfE =&Y =Y HOl olfE2 Al 7IA] A
2 WHAIY, Z4749] olra2 718, B A AN
Het gAY M2 Madt

1. Device Connectivity and Isolation via
Network Perimeter Protection

loT YEYFAQ] Ato]d] 5AZ Al
Ft 379 7154 5] ¢
SYES Tdoleirt

=2 A0=2

A [11]o]
of 13 63}

EE?

A
z

flo rr

loT Node
(compromised
or malicious)

P
1oT Node
(RPL Root) loT Node

(RPL Leaf)

Access Network

loT Network

Fig. 6. A Small IoT Platform lllustrating a
Man-In-The—Middle Attack
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EEE R 3ARPT BF¥S WE w7 AR
T9l ZAY SRR 71ggtc) o] ool = A
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gitt. Aabt Ad3AolH ARl -t AP Hst
+ AR AAIEA] AL 34 A= & U

ol gollA dgeh YA &
ofsl AAEAY =2 238E FFR]of| 9fs]
7Festth gutslog [oTeh #2 UE
Closed-Source Firmware’l 29d&0] 9l= Lt Eo0] I
g2 4 7] gzl ol2it /Y WA 342 AN
A Hgor AR Qltt [11].

I3 62 fASHA 13 19] 5G NPN -5 2Hof & of
oMl =E7b EAE 4 i, et Rt 9RO
C&C (Command and Control) A¥o]] H&st] 534 &
B pAlE AR & T

ol2{st Jefo] ¥ 5G NPN 7= 2wl 2 3GPP
740} Al 47991 “Device Connectivity” 2 5G-ACIA
7F ARst OT E9QF £2491 “Isolation via Network
Perimeter Protection”y} J#EIct o]Q} wedste] the

B e A 7] B9 o5 masirY,

1.1 Security for UEs Authorized to Access
Services External to NPN in Aspects of Global
Connectivity

5G-ACIAZ} MAst OT BQF £491 “Isolation via
Network Perimeter Protection”of] @t2% OT Y EY A
+ ¢ 7ot Ae|Eofof gt} [9]. T8 5G NPN 45 2
2 W 3GPP A9 AulA &24Q1 “Device
Connectivity o] 43+ “Global Connectivity of] w}=™
NPNO] UE7} NPN @] F Ad]Aof F&a 4 Qlct [5].

1.1.1 Security Threats

SNPNO 2 A==ty stH2te [5]of Th=2H PLMNO]
ZIUEIA] e UBZ} el g 54t ofneto] MeiHQl o
A 28T 4 Ik 5 33 19 ()] BAIE Wspeg
5ol UE7F NPN 2}5-0] AMu]20] &5h= Zl0] 7+ttt

E3 NPNZ} PLMNO| 25 718l (5, o5 71g)
UEE NPN Uho] 91x]5teiA atelg 54 ofnote] A
25 AL AR e NPN 93 Afu)2 o] 7
S5ttt & PLMNZ &3l UE7} NPN 2]F2] Au]Ao] 7
&3 20| Zhssict.

o]} 2¢o], UEZ} NPN 950} Aju]2d] A4 7}5slc
% NPN ujfo] ofojxel UE= NPN ©fof Exfish=
C&C Aey SARA F&5E 4 Tk

1.1.2 Potential Security Requirements

NPNe| UEZ} 43 4 Qe NPN 92 AulAc] 8
oF HPE B ofE 1L HejEofof gt

NPNO| UE7} 43 4 9l NPN 9% Ajs| At Abd
U Zlofofof 5Ht, AR SRIE]R] 942 NPN 2J7 Afd]A
H42 NPNOJ Wafe! % PLMNO| ofsto] Afgtelojof s,

NPN 9§ Au]A & Al=7} Afde UESS 9eh &
o] o Axpyl Wasit 5 NPNo2ue sid UE)
w2l/AA S0l digt APt B ast.

1.2 Security for UEs Authorized to Access NPN
Services Outside NPN in Aspects of Global
Connectivity

5G-ACIAZ} AAsH OT HQF £491 “Isolation via
Network Perimeter Protection”oj @t29H OT YEY 3
£ e} Aejxjojof st} [9]. TRAH 5G NPN 1% =
2 # 3GPP Ao AulA &9l “Device
Connectivity o] ©}2™ NPNe] UE= NPN QJ8& o]=
gk 9o = NPN AH|AZ o] 8& 4 Qlt} [5]. o] 7 =1
(Roaming)?] 7320 AMu|A H4/39] Fe& o] A3
2150 2 4 9lck. WA 299 A9 tEck

1.2.1 Security Threats

I3 19 (d)g At YHA] Al 7HA] 5 LHIoM =
NPN 2.2 o] 54 U/} waslg gt ojxefo] Metx)
HES &&stol PLMNOzRE| NPN Aju|2of] F&S
% Qirk (5]

UEZF PLMNC.2 2RJ51917] mizof oofAlQl w=col
UE= NPN ] %0f] Exfist= C&C Ay FAR1A
£3t3 37 FHG 2413 0] F NPN Au|20] F4-g 4]

(¢}
—O"_ AN O
=2 T ;u]\q

1

1.2.2 Potential Security Requirements

PLMNo| 71}l UESl chelol UEZ} B4 4 9
NPN 9]% Aju]20] EFot welst Hatsh| Aojela
2]=jojof it

PLMNo| 71} UES] thstol UEZH B4 4
NPN 9} 5 Au]Ae= AP 5918 Zlojojof 5t AP
SR 2 NPN )5 Au]A 2442 PLMNO] ©]stof A}
Ejojo} gt

PLMNO|| $Jx]3F (%, NPNZ Hlojd) NPNC| UE7}
NPN Afd]20f F&st2] Al=st7] Alof PLMNOJA 84
AlEgt Mul AR50 oigt o]zl #ej7} Bestch NPNS
ylojd o]& Mu|A & Al=7F A Aol gl UEY]
NPN Afd]20f thgh 44 ARINE AJAto] 5]-8&foof oitt.
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1.3 Security for UEs in Aspects of Service
Continuity

12014 2%0of| tiste] ohqleng oj7]oA= NPN
ol ARt AE|A7F UEQ] ol Fole A& ARE: 7hs
& 2 oojste AulA A4yl Heg ched

1.3.1 Security Threats

VA4 A E "ol o] &0 “2.2 Security and
Privacy Aspects of Service Continuity and Session
Continuity’2l= o]a7F 9ick o] o]i: N3IWF
(Non-3GPP InterWorking Function)& AFEsto] AH|A
A4492 AZShe A9l U3t ololct

0 olet Pstel o7lold oheaAt st YL
NIWFS Z85H AulA @40l B9t Bxlglo] oiatst
A AZECL stejete, ool el UBE NPN A
A5 AHgSH Qo] ofHis] NPN ool EAfshe C&C
Al BARIA B4 4 ok 2t Belo] Qlck &
112 NPNQ| UE7} PLMNCO.2 o]5stHA A A AL/
Aleal I, o]= NPNo] N3IWFE &3l PLMNC]
RAN2} AZAE| o] Ql= FEN7F "ot T2tA 2 o]0l 9]
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Fig. 8. Example of Sharing a Network Slice
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