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[Abstract]

In this paper, we propose a random number generator PP(PingPong256) and a shuffle technique to
improve the problem that the encrypted image is damaged due to a lot of noise by the channel coding
of wireless communication recommended in the special environment of space. The PP can constantly
generate random numbers by entering an initial value of 512 bits. Random numbers can be encrypted
through images and exclusive logical computations. Random numbers can be encrypted through images
and exclusive logical computations. The shuffle technique randomly rearranges the image pixel positions
while synchronizing the image pixel position and the random number array position and moving the
random number arrangement in ascending order. Therefore, the use of PP and shuffle techniques in

channel coding allows all pixels to be finely distributed and transmit high-quality images even in poor

transmission environments.

» Key words: CCSDS, Channel coding, Gaussian noise, Synchronize error, Random number generator,
Shuffle technique
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I. Introduction
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II. Relation works

1. CCSDS data link channel coding problem
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CCSDS overall structure
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2. Image comparison and verification method
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ITII. Symptoms of link synchronization
error rate

1. CCSDS channel coding experiments
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Fig. 2. Apply gaussian noise of different variances to the

AES image (a)0.1, (b)0.2, (c)0.3
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Fig. 3. Applying the ratio of synchronization error for each AES

image according to the height (a)10%, (b)20%, (c)30%

2. Random number generator and Shuffling
technique
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Fig. 4. PingPong256 Structure
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Algorithm 1. Shuffle function

def shuffle(img, rand):
height, width, channel =
shuffle_img=np.zeros((height,
dtype=np.uint8)
count_x, count_y = 0, 0

img.shape

width, channel),

for i in range(len(rand)):
y = math.floor(rand[:,0][i]/ width)
x = rand[:,0][i] % width
shuffle_img[count_y,count_x] = imgly,x]

if (count_x+1) == width:
count_y = count_y + 1
count_x = 0

else:

count_x = count_x + 1

return shuffle_img
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Fig. 5. Compare Original image to Shuffle image
(a) Original image, (b) Shuffle of Original image

3. Experimenting with image encryption
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Fig. 6. Apply gaussian noise of different variances to the
PP and Shuffle image (a)0.1, (b)0.2, (c)0.3

Fig. 7. Applying the ratio of synchronization error for each PP

and Shuffle image according to height (a)10%, (b)20%,

(c)30%
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Table 1. The result of applied only Gaussian noise

PSNR SSIM CORR
01 AES | 28.7979 0.9568 0.9859
' PP 45.2461 0.9982 0.9997
AES | 17.0576 0.5567 0.8059
Color 0.2
PP 39.5520 0.9948 0.9988
03 AES | 13.1811 0.3010 0.5697
' PP 38.2899 0.9920 0.9984
01 AES | 30.7474 0.9645 0.9904
’ PP 49.0278 0.9984 0.9999
AES | 19.1343 0.6253 0.8625
Gray 0.2
PP 42.8132 0.9954 0.9994
03 AES | 15.2387 0.3826 0.6634
' PP 40.7103 0.9926 0.999

Table 2. The result of applied both Gaussian noise
and synchronization error

PSNR SSIM CORR
1o | AES | 182863 | 07084 | 08532
° PP | 168086 | 05299 | 08182
AES | 14.6687 | 03941 | 0.6579
Color 20%
PP | 137259 | 03765 | 0.6847
s0 |AES | 132676 | 03094 | 05759
PP | 119308 | 02927 | 05806
10 | AES 120130 | 0752 | 08934
PP | 166697 | 05113 | 08057
AES | 16.4771 | 04617 | 07335
Gray 20%
PP | 135876 | 03577 | 0.6681
0 | AES | 153051 | 0.3899 | 0.4675
PP [ 117934 | 02761 | 05633
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IV. Pixel rearrangement

1. Restore image redundancy
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Fig. 8.
accumulation count in an environment where Gaussian
variance is 0.1 and synchronization error is 30% of image

Image quality change between AES and image

height (a) 1time, (b) 2time, (c) 3time, (d) 4time

Table 3. Accumulate images with PP and shuffling
techniques

Accumulation count PSNR SSIM CORR
1 time | 11.9505 0.2889 0.5831

Color 2 time | 16.8647 0.5334 0.8192
3 time | 24.0017 0.8404 0.95%90
4 time | Inf 1.0000 1.0000
1 time | 11.8113 0.2720 0.5657
2 time | 16.7262 0.5145 0.8066

Gray 3 time | 238664 | 08315 | 0.9554
4 time | Inf 1.0000 1.0000
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Fig. 9. Image quality change between the cumulative number

of images using PP and shuffling in an environment with a

Gaussian variance of 0.1% and a sync error of 30% image
height (a) 1time, (b) 2time, (c) 3time, (d) 4time

Table 4. Accumulate images with AES and shuffling
techniques

Accumulation count PSNR SSIM CORR
1 13.5026 0.3769 0.6124

Color 2 10.6347 0.2626 0.5131
3 9.2914 0.2160 0.4634
4 8.6359 0.2003 0.4440
1 15.3905 0.4562 0.6987

Gray 2 11.7969 0.3116 0.5777
3 10.3394 0.2693 0.5375
4 9.6436 0.2623 0.5316

2. Correction and restoration according to
pixel average and initial value

O oJulx]9] o|2E AAshks W 7ted &9
HAS o]&ste WA WS blurring TE2fal oF
t}{15]. blurring low-pass BEE ©[u|x]of| A]-&5}o]
FutdAs AATeRZN wol=F AASHAY FAA
27 & 4 lek 71RA 02 3x3%Ee] utag
2 WES ALg
tgog 22| oulx|o] AR T} Ao 2713k th
Al AAtsto] TALS 9HRl5] 002 Tte:= 24|12 i AsHH
PSNR} SSIMo| 5713t 4 Qlr}. o] BE-2 odu2]E 1o
A AFE R AV dapof] A2 OE 245 5519] oJulA]
HUE 26HH x=0,y=09] Y|z EE2e Aoz Akt
5o} ARESiTt. blurring H+t “BEet AN £717F B S
AESt At 1 5ef o] PP7} AESH T} =2 ZAntE WYl

=

Sl



Study to safely transmit encrypted images from various noises in space environment 103

C} ® 504 blurringg &8st AES= J= 9 J2]1
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Table 5. The result of applied both Gaussian noise
and synchronization error

PSNR SSIM CORR

10% AES | 21.0737 0.6564 0.9189

PP 20.8219 0.6612 0.9296

Color 20% AES | 18.7897 0.5405 0.8658
PP 17.8421 0.5641 0.8948

30% AES | 17.1612 0.4593 0.8122

PP 15.4603 0.4823 0.8545

10% AES | 21.5311 0.6705 0.923¢9

PP 21.4469 0.7049 0.9424

Gray 20% AES | 19.4132 0.5673 0.8806
PP 18.3233 0.6197 0.9232

30% AES | 17.8166 0.4946 0.8369

PP 15.7734 0.5419 0.899¢9

Fig. 10. Applying the ratio of synchronization error for each
AES image according to the height (a)10%, (b)20%, (c)30%

Fig. 11.
PP image according to the height (a)10%,

Applying the ratio of synchronization error for each
(b)20%, (c)30%

V. Conclusions
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