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[Abstract]

To transfer files between nodes on network based on Ethernet, file transfer protocol (FTP) on TCP/IP and trivial file transfer
protocol (TFTP) on UDP/IP are mostly used. Due to the lack of resources (processor, memory and so on) in the embedded system
where we generally use for simple works with small firmware like ones; many of the systems implement only UDP/IP for their
network stacks. Thus, TFTP is greatly to be preferred. For examples, environmental sensor devices for sensor networks, Boot
Loader for general embedded device and preboot execution environment (PXE) boot for PC provide the TFTP. The logic of TFTP
is simple for file transmission but, there is Stop-And-Wait problem during the process which occurs long blocking time. In this
paper, we propose an algorithm which called QuTFTP(Quick UDP Trivial File Transfer Protocol) to reduce the length of the
blocking time and to be compatible with the legacy TFTP.

Key word : QuTFTP, FTP, TFTP, File transfer protocol, Trivial file transfer protocol.

https://doi.org/10.12673/jant.2020.24.5.438 Received 28 September 2020; Revised 29 September 2020
Accepted (Publication) 14 October 2020 (30 October 2020)

This is an Open Access article distributed under
s the terms of the Creative Commons Attribution *Corresponding Author; Byoung-Kug Kim

Non-CommercialLicense(http://creativecommons

.org/licenses/by-nc/3.0/) which permits unrestricted non-commercial i
use, distribution, and reproduction in any medium, provided the Tel: +82-43-868-6280
original work is properly cited. E-mail: byoungkugkim@koreanair.com

Copyright (© 2020 The Korea Navigation Institute 438 www.koni.or.kr pISSN: 1226-9026  elSSN: 2288-842X



.M 2

HEYIE 48 =S (node) ZF A HAES 9lal ol
X O =2 FTP(file transfer protocol)[1]19} TFTP(trivial file
transfer protocol)[2][3]7} AH-8-# T}, FTP= TCP/IPE 7| HES.2
&9 ¥ L TFTP= UDP/IPE 7|REO. = -8 22718 3T
R2EFEo|th 3 dE] A Aaldke] Hioly o ghAAd
HIEA] B s ofof ghtt, o] of] ZFH|o|E o] A& B
T TCPIP7} & 285t} o] & 8l TCPo 7% HE¥ =
A Z2H E(segment)ol] U] FtI A B(F] 4 2010 E)S 2b
=t} wEbA A2 Hlo]E & SDU(service data unit)S 28
AIZIHE A Al TCP= &t o] 4] A71= 18) Blaf

2~
49 % gk

r ol

&
G s S T Helol 7o AZEY A E
&R A 2=E o] - AL(ZEAAM 0] AT =
o] FHAIR <l WESLT ~"e] S
UDPY] Z3to 2 13l 2971 ). upeba] st A4 A o
S 7|9 o 2 S TFTP7} Wol M S ¥ AL Q). ol & 5of #43
A& R MU ES A0 A 9] 74 Al ==, HE EA 2
H ol Adelw A the 2 H A A& F-E 2T (boot loader),
9] PCEACAM dEST HFHEE 93 CMOS
(complementary metal oxide semiconductor) BIOS (basic input /
output system)-&- PXE (preboot execution environment) Boot 7]
5 del Ahg s gl

TFTP(trivial file transfer protocol)= IS
7|2 o] AlIHEE £AA o 2 s
B2o) A4 A AAQ] SA1S Helalr] $18) 44
) ACK AR E B4 Wt o) F e B5g
ACK B1419] 22 uhA o 25 0] 541 744
o] ] 9] X4-& Stop-And-Wait 2] 0 2 2] 2]t}

120

2
b
r
it

2 8| A5 8l 4=8(data throughput)©] SoFxI ).
HolA= o] AE 7|ARES Hastele] HEAoR V&
TFTPREU} ¢ W& 3t Fo] o]FX]= QuTFTP(Quick
UDP TFTP)Z #|¢t&i}.,

o] Z gaf £ =l A& 110 TFTPE 1|53k F-AF th %<

439

QuUTFTP: UDP 7|tte] #He mT&

TFTP+ RFC-1350(request for comments - 1350)[2] 2.2 5=
oigit}. UDPE 7|Hte 2 3} &/4218l7] flgt 7152
Al AR & A o2 T Z7EA 2 A o) gt 3kl o] Fala
2 e As e 1719 (@9 (b)9F 22 RRQ(read
request) 2} WRQ(write request) 3|7, &53}H v} o] -85
A7) 918k diole izl (- ollA (o)l ), 2H2+e] 4l
7o gk ACK 31418 A (272 (d)oll 3D, 1 9 AF
LF Y €& sz Brror 37 0.2 A o] gir].

Z7] TFTPE= Hlo|E|9] £5-5 S120lo] ER 1g3}3 o,
oltYl 74 o] Mol W f-A/43& A T3] <1l
o 59 A7E $AH R ¥ UL RFC2348[3]
&3l AP ATk o] & gk A7) o= 19 19] (b)o} 2ol
719 (a)2] S-Eell E52] 2715 13 5(8%: blksize)
o] F7}=] ATt

Z1% 2= TFTPE &3t sender®} receiver {1+ 3t A E-2] o &
HoJE Sender= HE ddolES EFT WRQ H7l&
receiverol| Al Btk WRQ #F-& vk S EARRSI !
Al 7 LNl Y-S A T oy E S FH 7
HASE g YuE ACK FHHE senderdll Al ]41gHT]
ACK FZ& 5418 sender= 3Fd 2] U85 559 7|9
tlo]E] s§Zlel]l Tl receiverol| Al 541 3 S dlolg o
Ulgh ACKE WH=th ACKE ¥tow thd 55 doe & 4l
St 75 & HHs A o 2 4283t} sender®} receiver 7F 5]
+ dlole] 7ol tiste] upxekels Adsh= 7S E59
A7]oltk receiver= AIRE HlolH 7o E5717F A
A7 8} 22 A9- v dlolH sl o= 7hEatal o] % &)
e 9AS FIALTFIP 755 R dth

UDP A|ZLH E = best effort A]H] 20l ©]&35}7] wjio) z1<
o] QAo A HlolE o] AlEAdE BAFsHA| b=t
Wb TFTP= o] & Hekshe #ijto g 7hzhe] FAlu|o|E o
gk ACK HIXAE FAlREE 22 FAgT dRkdos
ACKE 7] 913l 7|8k AlRRS RTT < 1.5 gt} o] of
7IAZEE ol 79 sendert= 2171 9] S41E-5l thaf loss=
staL A A E A EEhe A o8 FAbete] HEA
o8 HAEH ol this) A= Ad-s BAgth

A %7

uju

pu

receiver—

O-

2 bytes string 1 byte string 1 byte

| Opcode | Filename | 0O | Mode |0 | (@)

| opc Ifilename|l O | mode | O | blksize|l O | #octets| O | (b)
2 bytes 2 bytes n bytes

| Opcode |  Block # | Data | ()
2 bytes 2 bytes

| Ozcode | Block # | (d)

32 1. TFTP mz e
Fig. 1. TFTP Packet Formats.
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Fig. 4. DTFTP Message Formats.
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- S/W : Raspbian Linux 10
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Table 2. Test Results.
Block Size | 512 | 1024 | 2048 | 4096 | 8192 | 16384 | 32768

TFTP 989.27| 518.8 |314.71| 173.3 [106.37| 69.83 | 52.69

QuTFTP |351.04(190.04| 1194 | 65 |42.54 | 33.73 | 27.63

Ratio 2.818 | 2.730 | 2.636 | 2.666 | 2.500 | 2.070 | 1.907
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Fig. 8. Completion Time for transmission of 1GB.



— nterval —Siots

Slots & Interval
s
[;
==

Eir A eyt S et T R e e et e i o O

b gl e et T

. B42T} A PARAHRE

L—T=2XaT=E J_"|’74|
. Relationship between Intervals and Window Slots.

=R M= 7152 TFTPY Stop-And-Wait ¥
w2 Holy AEES ti7|xRke 9=
ﬂﬂ%ﬁﬂﬂm/ﬂﬂﬂi%&
Z TFTPOIA £ =7
TFTPS] <4<l Tzﬂ H
B =olAE olE S55] %
283} Ao HAFEES EWHE‘O 04 iﬂﬂ_i
5 Aloleh= QUTFTPE AlQFsISith 18]l TFTP9L &3t
Z30 M 2~3ule] B WkE vlolH AFES TS HYEE F
3 < iﬁ}oﬂi‘r okee, 71 TFTPOA A ole aL-2] wA1#]
o] A1§-3}7] wliEel & A9k DTFTPS} UDTSR=

Zheth o] BAolx} 2 ARlolt.

o] o
%2 98l AEY B2
Zo|t}, E =R A= 7]
ZA3lglont o] wale

sS4

> IR

of 1o

A

Z ¥ 3 (Byoung-Kug Kim)
2004 88 : DE{t SAAAHT|ESHS
2011 8¢ : it MAAFE I (B
20114 9% ~ 20134 88 : Sz
20134 8% ~ A : O
Al Eok: MMUEQIZ

IO

Edloige

A|AE{I7|.|

RTI=INES=1}

443

By
S

QUTFTP: UDP 7|gte| k2 ol

References

[1] FTP : File Transfer Protocol, IETF RFC — 765.

[2] TETP : Trivial File Transfer Protocol (Rev. 2), IETF RFC —
1350.

[3] TFTP Blocksize Option, IETF RFC —2348.

“ARINC 615A data loader using

In of
Telecommunication Forum, Vol. 26, Belgrade, Serbia, Nov.
2018.

[5] Sumit Jain et al., “THMU: Remote installation of OS/ system

[4] Anja Veslinovic et al.,

ethernet interface for aircrafts,” Proceeding

software/ application software/ patch installation/ version

anomaly detection and system health monitoring in
distributed In
Conference Computational
Communication Technology(CICT), Vol.
India, Feb. 2017.

[6] J. S. Park, M. K. Noh, and S. H. Kim, “Performance

measurement and evaluation of open source based parallel

of International
Intelligence &
3, Ghaziabad,

system,” Proceeding

on

transfer tools for end to end transfer -efficiency

maximization,” The Journal of Korean Institute of
Communications and Information Sciences, Vol. 42, No. 10,
pp.1999-2011, Oct. 2017.

[71 M. A. Mat, N.N. Mohamed and H. Hashim, “A lightweight
and secure TFTP protocol for smart environment,” In
Proceedings of 2012 International Symposium on Computer
Applications and Industrial Electronics, Kota Kinabalu:
Malaysia, pp. 302-306, Dec. 2012.

[8] J. Li, W. Yang, and G. Wang, “A cross layer design for
improving trivial file transfer protocol in mobile transparent

In of 2013 IEEE 10th

International Conference on High Performance Computing

& 2013 IEEE International
Conference on Embedded and Ubiquitous Computing,
Zhangjiajie: China, pp. 1872-1877, Nov. 2013.

[9]1 Y. Gu and R. L. Grossman, “UDT: UDP based data transfer
for high-speed wide area networks,” Computer Network,
Vol. 51, No. 7, pp. 1777-1799, May 2007.

computing,” Proceedings

and Communications

Hap

s

El
YA, U ES olS90f

www.koni.or.kr



