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Abstract The Internet of things (IoT) is the extension of Internet connectivity into various devices and
everyday objects. Embedded with electronics, Internet connectivity and other forms of hardware. The IoT
poses significant risk to the entire digital ecosystem. This is because so many of these devices are
designed without a built-in security system to keep them from being hijacked by hackers. This paper
proposed a mutual authentication protocol for IoT Devices using symmetric-key algorithm. The
proposed protocol use symmetric key cryptographic algorithm to securely encrypt data on radio
channel. In addition, the secret key used for encryption is random number of devices that improves
security by using variable secret keys. The proposed protocol blocked attacker and enabled legal deives
to communicate because only authenticated devices transmit data by a mutual authentication protocol.
Finally, our scheme is safe for attacks such as eavesdropping attack, location tracking, replay attack,
spoofing attack and denial of service attack and we confirmed the safety by attack scenario.
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Table 1. Type of Security Threats
Type Cause of Security Threats

Absence of Authentication Protocol,
Weak Password,

Multimedia Firmware Update Vulnerabilities,
Physical Security Vulnerabilities
Absence of Authentication Protocol,
Household - e
) Firmware Update Vulnerabilities,
Appliances

Physical Security Vulnerabilities

Absence of Access Control,
Network Absence of Radio Data Security,
Physical Security Vulnerabilities

Absence of Authentication Protocol,
Weak Password,

Absence of Access Control,
Physical Security Vulnerabilities,
Non-encrypted Authentication Information,
absence of radio data security,

Control

Absence of Radio Data Security,
Sensor Absence of Data Integrity,
Physical Security Vulnerabilities
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Fig. 2. Configuring Sensors and Devices
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Table 2. The Notations of proposed Protocol

Variable Definition
Key Secret Key
Data Non-encrypted Data
Ra Random Number generated by device A
Rs Random Number generated by device B

[l Concatenation

EQ Encryption
D) Decryption
Query Request Message
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Fig. 5. The Proposed Protocol
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- Step 1.
Device A : generates Query

Device A — Device B : Query

- Step 2.
Device B @ generates Rg
e = BRp) with Key
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Device B — Device A | «

- Step 3.
Device A ' generates Ra
Di(@) with Key
B = ExRallRs) with Rs
Device A — Device B : 8

- Step 4.
Device B : Ra and Rg = Di(8) with Rs
if Ra and Rg then
authenticates Device A
r = ExRs|IRs) with Ry
else
exit

Device B — Device A : y

- Step 5.
Device A : Rg and Ry = Di(y) with Ra
if Rs and Ry then
authenticates Device B
else

exit

e Step 6. ~ Step n.
Device A : use Rg to encrypt data
Device B : use Ra to encrypt data
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Table 3. The Security Analysis of proposed protocol

Description
Type of Attacks (Solution)
; Safe
Eavesdropping (Encryption)
. . Safe
Location Tracking (Variable Data)
Safe
Replay Attack (Authentication)
’ Safe
Spooing Attack (Authentication)
Safe
DoS Attack (Authentication)
Authentication Mutual Authentication
Steps 3 Step
Encryption 3 Times
Decryption 3 Times
Symmetric Key Variable
Data Transmission 384 bits
Random Number 2
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