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ABSTRACT

According to the recent statistics of the National Industrial Security Center, about 80% of the confidential leak are caused
by former and current employees in the case of domestic confidential leak accidents. Most of the information leak incidents
by these insiders are due to poor security management system and information leak detection technology. Blocking
confidential leak of insiders is a very important issue in the corporate security sector, but many previous researches have
focused on responding to intrusions by external threats rather than by insider threats. Therefore, in this research, we design
an internal information leak scenario to effectively and efficiently detect various abnormalities occurring in the enterprise,
analyze the key indicators of the leak symptoms derived from the scenarios by using data analytics and propose a model
that accurately detects leak activities.

Keywords: Internal information leak, scenario, data analytics, anomaly detection, risk indicators

.M B2 a=stE 3 Qlek. 718 8] Tleely A
ARl A7 -3 FElole Ak Eolbeld A

AR FA7 Eo] WA ] wet AHGES Fre] AL A & A ohE A A= EE A3
== “Hxﬂﬂ} & AR7F deFslAa, f5 wel 715l 719 Hghol| ik 71X 5o gk &8
= puleiti(1). 719 ARAE Al B3E B 7

Received (09, 04. 2020), Accepted(09. 29. 2020) S A7l = TR ' Ak S
t 42}, hyunchul.park@pwc.com sl 9lom Ea z-dA AY3p 72 UlRzlel ¢

¥ A1}, jdkimsac@cau.ac.kr(Corresponding author)



958 WEAE f% Ave] 29t Data Analytics 712 &

=
ol

BfrE Akae] diokerh sedt mel A
ot ARAE HA71E olfr2 HASAL Sl Ak
ZIREZAE ] FA ofshd s 7R ARl
745 A-8A A of3l 1471 REe of 80%E
AAsta A o7 f-F =3 Esl St

< 9

Kl
32
lo |
.l
Y
o
I
S
AN
4l
=
N
=
lo
lz
=

rie o oY ok

Al EARSE, oldd FA J,
N AT 2 AN 2aE a8l 2UEE g
(3). vt o=] AlzgledlA 33 219 ofo] W
aka, Alegl estst Wipake] meke-3]7t wop 7
UAR G55 Aasta AL 24 9 Adsle
Al AL Qo w3 J171E 7ES A
AWEA o] FojA]7] wiiel] EAAQ] RUEE AA
Mol AEIHA FEAFE Folla 83| &L
wepa] B AFelAs 719 el BAEkE thF
g nAA A9E 2Rl BEAoR A
s WHAR = AV es At Aue] e
A EE " A5 I APARE deoly &
A (Data analytics)¥d o224 AuspA|at 2143}7
FrZq90E FA8e 2yS Al st} g

I 23 o7

P % weslge] vg Aeh WAL 7)Y
ol sl Azds wek B4S 9)¥al wrh

2}
Z 9 el d@ He4 ATE wel AdHL
oleh. AA(6)e AgAe o4 AFE YA
slal 719 el vl mek 54 W kel A
d9) A8A A9 21E BAsn AR A
o% EEeslch AT Y AP nol £
Azslvtel Ml 2o Qo) elale] AA7ke.

2 AN AF @ 4 ddla Ao g
AR A5z i) RAlste] Akl ee] B2 A
o] ¥ER AT noleh upee} o)eled(7)e
Hel £ R 2oE 2y Yued
Adeeg Adehs A7E sdssd. BAue
(DRM), §3lAlo] = apst A28 wlalojo} 2-&
Bel 2464 S48 =g B 2870 Ate
0% AYYPT $AE 2oE B Ul =3

pe]
el et A A7k AN Adel e o
133

BYE A0 olgete] A4 S A
Agiske] folvl WAE YA wPgAlo|
de VAL G WEse zeeA el
ool SmalAE FARE AT oleh HAH(9)
& nek 159e B S8 4 AL Avele
A Thol ekl e Alkalgith. o] Q- 7]g nek
Azeeld ek 200 AR o] AR
WA ek Al AAE 0% BEe AAA
o2 YA §59A Yl Fo] FAs] el
A7) ke 8l Bgsi] AR Ame 2] ol
Folx|x) R Wk ohe} 2% )71 &wAls
Azdeld $A5E 22% A7 ofd Akl 4
Foz YT FPAA Aol s ulaanel
@A sk



A ¥R 583 =wA] (2020. 10) 959

[e]
= m
A% AE Al felnd g AFsa £
Aol whe S1PE 2R} SUshy] e mapHel
ol S o)7)Fe] Wk £ Az
A AL dog ofe] 28 Albe] dde] Est
sz #Ashe AL Ams shewdel wg &3
Aol et w3t & 12] Fe ol 2]
So] A2l A Bl AL 2 22 B

o 2x exsy] e &74] (=
2.2 HI0|E| 24{(Data Analytics)

dole] EA2 vz x| FAS GAEr] 9138
719 dHolelE Mkl AAAE I o] E
AAAE 3 ZEA|Zzolth Z]EA <l SHeA
dlofE] #A4& AMAL dlo|E| 24-E
o] AEL 7EA7L ole dHlolelE AEdhe 71Eolvt
ZRAAE r|giel. dolel #49 fYoE= A
AR, FA, A5 2 FAE APEs] 93 dE ol
olE1E EF3sl= dlelE] wlo]Yd(Data mining)e]
9\11 E’VHE :17‘71-]‘,] GHE' XH:]] _’70]' Ui] 7]]'—;]— E]EH
APAE o|&sl= ol & 24 (Predictive analytics)

o] oltt. 3 AR /\]——S—Z]-ﬂ- 7|2 FEoRE
¥4 Bdge St A o A%a) dold AE
§ 54 aed e A5 2 e 52

3= 714 <5 (Machine learning)e] it} dlo]
Bl A2 dolE mheld, olF 4 % 7 5
ETE olgste] 724 9 nl2A deolHE X3
sz wi=ke] dlolE AlEelA ARgARL 2wzt s
om) sl HolHE A sk ol

dlole] £4& 53 WAkl 7IEfE 2Ael
g 5ol G 515“5]_’ °‘EP 471 %[IOJL

o e

R A N A e R e
G 7l WA el A RAsslch aw
AFE A WA e Wy Agle] 3
A, AR, A, Sk, A, WaAel w
o ARge 2SR WA ALeE 94
AT FAA e AARA et g

} |5t QHT;L o:]:,L—« Elz]
£57] whtel Al &

32 &Ad gk o
A, S F3E AT 1)

e
=2
2
ofo
ok
=
—z
)
o,
N
in=}
2 m1o
m{}ll NE{

oIt w7 %s}m W AR Stk A1E AT
S0 AgAe) AT F D91 BAS) Aol o
A9l sgAe] WolAr ¥AA sl o
AL FEW9 57 A 9 E At A
9% o B2 PAse] WA AFAF Lol
A% 2AE AT 4+ A e FAEE A
sedeh, s AgdTe) Age Adele W

2 7} N Ax 2w

o

A% 918 dole Al vhp 4 S 7 7]
W) A A T BAE olgsa 24 Hlele
4 el @AE A e Y 7lwe] w9
oo Al QARSH FHE dEelokely] WE
o wlEgAels AR e s1qel iR A7
SIgakh BA N gAE N g )
ool B vkl wlold FA3 e ALkl
gaseh ARG P dndee Tk &
7] wlge] wh$ 2 daelEe] AHgHE WS A

e ] ol T Wi S 1A

N wajel Yss
Bsel A4E A es Aska AEsE @
sx FEE 93 A e 9} A



960 WEAE f% Ave] 29t Data Analytics 712 &

Table 1. Types of Data Analytics for Information
Leak Detection

Division Feature

¢ Rapid detection by
predefined threshold criteria

Rule-based | * Incomplete detection of

method unknown threats

¢ Detection does not consider
user characteristics

¢ Rapid change detection based
on normal behavior

¢ Can detect unknown threats

Statistical | | Required large amounts of
-based . .
method dgta & 1earn1r?g. time
¢ High false positives
compared to rule-based
method
o Self detection by analyzing
Machine user behavior
learning ¢ Inadequate implementation
-based complexity and validation

method ¢ Difficulty in obtaining
training data

. AF2E JH

U e ol GVE g
| FEIEE Agsh Sl ddel 2
_]

" - Busi Syst & Busil Systs
1) Design Internal Information usiness Systems usiness Systems

DRM, e-mail control, website access
control, storage media control,
= 5W1H standard based on leak access control

behavior attribute _v
- 3) Data Collection & Analysis
2) Extraction of Key Indicators Environment Construction
for Leak Symptoms - Identify, collect, refine log data
+ Build analytical database & loading data

Leak Scenario

4) Data Analysis & Leak Signer

+ Use data analytics (anomaly detection)
« Leak signer extraction by scenario

6) Identify Internal 5) Perform Actual Investigation
Information Leak Issues &
Establish Countermeasures 2 Wk imiee it

Fig. 1. Model for Detection of Internal Information
Leak Symptom
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Table 2. Design Criteria for Internal Information
Leak Scenario
¢ Who wants to leak internal
information
Who * (Examples: Internal
employee, outsourcing)
* When you want to leak
When internal information
¢ (Examples: Work hours,
document discard time)
* Where you want to leak
5W | Where internal 1nf0rmafulon
¢ (Examples: Business
computer, restricted area)
¢ Internal information you
want to leak
What | | (Examples: Electronic
information, document)
¢ Reason to leak internal
information
Why * (Examples: Malice,
ignorance)
* How to leak internal
information
1H | How ¢ (Examples: E-mail, portable
storage)




A M 583 =7

(2020. 10) 961

4 ﬂ: 2 A }WOl opdd
Apgrel si9] Fgow AzE A der) 9t}
AR §30] FAE= ARRel7] e ), "o
AT, ol ARET oA, ToH A" AL e e
AWI1H iﬂ-xﬂ%_oi FEARE A Hﬂa‘]__‘:_ A9 AA
7} st WEAR §E Adele AANES
(& 2y} 7},

322 Holef £ U 2MEY 25

M
 do e 1
of,

o= T ox

Data analytics% g4sle] dlojHE
AR % A%
2 Alde]20lA 7] A" FEAF A

o wel = dolelE $Ask dole #4

TEEol gk UIRAHRE §F & ssAe

A g ody fE28 98 HIee B

A

28 Ak oleh Jdd 2o dlolH

rﬂJ
e Hl o N fm

o

10 o> S > o o l:’l
N2
%
=2
m.mim
Ty
-5'&
BN
oL
EPU‘-
jﬁzi
R
E
-|—'r::1,
fit
31@3
yi
= 2
ﬁjﬁl

F—.~ }‘0_1

< Az
w4 2 A, FEEA £RAY 2o 5
2 rd

e}, ojsh o] Al o] we 3

ri‘i o
EJ <
2

= £33 & DBel HAA3] Yl 21 25
Héi ] ] 1&“ 1}\ E'" ]Eg /‘u/w‘]g]._,__ T3] 3—]_ il—/]
Helo} A7+ ZF3sl= dole] AHA7 z2hde] B

U

ko

bt 24 ﬂOlEiﬂﬂf’V\E TS & AL 01—5317%1

1) Selection of i _
Relevant Al 3) Collect Data
Departments & 5 for Analysis
ystems
Personnel
= |dentify relevant = |dentify relevant = Collect log data
departments & security systems according to
personnel by by scenario preservation
scenario type (DB table,
text etc.)
) 5) Pre- 4) Analysis &
s’l;':;di:t';ag;'s Processing Database
Analysis Data Configuration
= Upload * Standardization = |dentify key fields
preprocessed of data format for analysis
logs to DB * Standardization * Create DB table
of log time with selected
fields

Fig. 2. Data Collection & Constructing Analysis
Environment
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Risk Indicator Analysis Data

Scenario®1: Imternal Document Leak Through Mail

Scenario#? : Internal Material Leak Through Mail

Scenario#3 @ Information Leak Through Primt

Scenario#4 : Information Leak Through Multiple Paths

‘

Leak Signer Extraction

Result of Model Application By Scenarno

~ Leak Signer #1

- Leak Signer #2

E¥. N, .
= TR . Leak Signer #3
oy
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Employee Number Name
1 LU e e lalel
2 L0050 olslel
3 LU e o lelel
4 UL e e lalel
5 L0050 olslel

Fig. 3. Data Analysis & Leak Signer Extraction
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Scenario#1: Internal Document Leak Through Mail

Drawing Secunty Decryption Over Request Store
Drawing Secunty Decryption Over Approval Store
Increased Storage of Documents in a Short Period Store
Increase in File Retention with Important Keywords Store
Increase in Critical Information Downloads Store
Excessive Document Storage Contrast Decoding Store
Increase Access to External Mail Transfer
Send Email vath Impaortant Keywords Transfer
Transfer Important Information with Email Transfer
Send Excessive Mall to External Email Address Transfer

Fig. 4. Key Risk Indicators of Leak Symptom
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Table 3. Modeling Results of Internal
Information Leak through Mail
Rank | Employee Number Name
1 16129X A Researcher
2 15014X B Researcher
3 33167X C Researcher
4 73155X D Researcher
5 73045X F Researcher
Number of E o E
System . .
Access = o} :
= A Researcher
Apply SVM : *
Y Luuuuiuu:
y
c " f \ Heterogeneity
e Check
F 9 (Classify as a
‘ Risk Group)
o il N

Number of
External Mail Leaks

Fig. 5. A Researcher's Modeling Results of
Internal Information Leak through Mail

Table 4. Results of the Risk Indicator of the A
Researcher

Risk Indicator Result
Excessive document storage Caution
Excessive download of Dange

r

confidential documents

Storage of external .
Caution
documents
Accessing external mail Danger
Critical keyword mail Caution
Excessive attachments in
. Danger
mail

Excessive external mail

Danger
address
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Table 5. DB Access Record of the A Researcher

DB
No Individual Verification Access
Results Query
Counts
1 Automatically query 34
application execution
2 Master Query 1
A month inquiry of
3 comprehensive information 1
table
4 Access to bulk data outside 51
of business hours
5 Create dataset for delivery 4
test operation
6 Computerized management 10
operation
Sum 101
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Table 6. A Case of Internal Information Leak

Division Description
Who Contract employee
(Scheduled to leave, high authority)
When Off business hours
External storage medium,
Where business PC
Business information,
technology development
What information etc. more than 100
cases
How Self cancelled DRM
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