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ABSTRACT

CFI(Control Flow Integrity) is a mitigation mechanism that protects programs by verifying control flows. IFCC(Indirect
Function Call Checks) and SCS(Shadow Call Stack), CFI supported by LLVM Clang compiler, were introduced to protect
applications in Android. IFCC protects function calls and SCS protects function returns. In this paper, we propose attacks to
bypass CFI on the application environment with IFCC and SCS. Even if IFCC and SCS were applied to user applications,
it was confirmed that there were many code segments not protected by IFCC and SCS in the application memory. We
execute code in CFI unprotected segments to construct 1) bypassing IFCC to call a protected function, 2) modulating return
address via SCS bypass. We identify code segments not protected by IFCC and SCS in Androidl0 QP1A. 191005.007.A3.
We also implement proof-of-concept exploits to demonstrate that modulation of control flow is possible in an environment
where IFCC and SCS are applied.
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Forward-edge CFI violation
- O 1 attack() :
1 caller() : ; 2
2 fp=calleg; EF s
i Forward-edge
3 fpO; = ' SN callee() :
4 . ﬁ 2 .
5 return; Backward =991 3 return;

R
1 attaCk() . Backward-edge CFI violation
2

Fig. 1. Examples of forward and backward-edge.
CFl provides verification of the destination
address in each branch.
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libshared.so Wl dummy 4% 7K 3% A 4
= 84 I8 AYsl(Fig2. ©). H5 84 ¥

1 main():
2 ..
3 fp = &dummy;
4 _ cfi_slowpath(); |
15 fpl;
@.
@ 1 _ cfi_slowpath() : <
2
3 _ cfi_check(); -
—— 4 return; ®
@
| libshared.so
1 _ cfi_check() : <
2 // verify address;
3 // verify identifier;
—l 4 return;
1 dummy() :
2 ..

Fig. 2. When IFCC Cross-DSO mode is applied,
the destination address and identifier are
compared to verify.
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Function() :
SUB SP SP #0x20
STR X30, [X18], #8
STP X229, X30, [SP#0x10+var_s0]

LDP X29, X30, [SP#0x10+var_s0]
LDR X30, [X18, #-8]!
RET

Fig. 3. When SCS is applied, codes are inserted
to store and recover the return address in the
shadow stack.
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CFI protected

1 func(: CFI unprotected IFCC protected

2 fp = ex_fung skip 1
..//fp overwrite |verification | 5

library_func() : f 1 core_func():
2
fptr(); B 3 return;

return;

3

4 _cfisl h(; 3
. fp?);l slowpat % A
6 <

7

return;

(a) Bypassing IFCC to call a protected function

CFI protected

func() :
fp = ex_func; Skip

CFI unprotected

library_func() :

_ et
.. //fp overwrite | Yleaten

1

2

3

4 __cfi_slowpath(); Q
> fel:

6

7

return; —>| Attack Code 1 H Attack Code 2

1
2
3 x18=8&uvalue;
4 return;

(b) Modulating return address via SCS bypass

Fig. 4. We propose attacks to bypass IFCC, SCS using code gadgets in CFl unprotected segments.
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Table 1. A number of indirect call gadgets and X18 modulation gadgets were identified in CFl
unprotected segments. The system libraries display only four, considering the quantity of gadgets.

System codes

System libraries

boot.oat app_process64 | libhwui.so libandroid_runtime.so | libfrsdk.so | libc.so
Indirect call
N 48859 92 18814 10902 9644 835
X18
modulation - - - 2 - 1
gadget

A R O R EE PR

=R
L

A F42E s & 5 ol CFI vlRE JoelA
X18 dAlzele] ke HEshs F= 7l S

A Z%e CFT #lRs 9o o] gl ==

7

AL Y 5% A A% A} Agdel A4 5%
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= T
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A ~EE #HAxd BAsid A7) AR FA4

7}

YA AnHen SCSE $dla A 42
23 4 olrh. AR F 744 CFL 33 3474
E3) IFCC, SCSe] m¥f A48 A=A £
o 9]

3.3 QIER0|S10 82 & 23 2F Jisy B

3.2¢0114 Akl CFI $-3] ¥4714S 3]
28 ofZEjAle]Ad WEE W CFI vlRE <o)
9lar dl Ao TAL 98 T shAlo] ZAs o}

u

Bl 95 34 Jbed A0S 919 ARMG4 715
Pixel XL 7171¢] 341 W4 QkE20]=10 QPIA.
191005.007.A3 F7ellA CFI v]®3 <39 S4&

libcallee.so
| callee() |
® Indirect call @ Return

e m— libealler.so @ File read

| caller() :

@ Native call ® Return

Application code
| com.test.app |

Fig. 5. A test application consists of

an

application codes written in java and two user

libraries written in C.
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By Register &Register
% values Padding setting @ Create file for exploit
gadget 1
N A
I ____________________ =
_____________________ 11
libcaller.so(CFI protected) libc.so(CFI unprotected) H libcallee.so(IFCC protected)
1 caIIer() . Register setting gadget 1 I alloc memory @
5 id *‘f ADD P, SP, ®ax3e :l __unwind {
yord (et g BEERERIG EFiogm s,
3 ftpr = &callee; o T Erracenar el | 00 issj[zs);gexéé N -
- XS+var , , #0x10+var_
4 char buf[128]; or Yoo, war, Farvonsorar sorwessol[ 1| || tow ¥o, [SP,#0x10svar 5]
5 RET I BL .malloc
\J/ | STR X0, [SP,#8x18+var_18]
6 read(fd,buf168); | @ Trigger overflow Register setting gadget 2 | LoR X, [SP,#0x10+var_10]
! ! ! LDR X8, [X21,# ] LDP X29, X3@, [SP,#8x18+var_s0]
7 (*fptl")o; LOR X9, [SP,¥oxse+var_28] = ADD SP, SP, #0x20
(<1 X8, X9 RET
8 see B.NE loc_E2EF4
) t . LoP X29, X3@, [SP,#@x48+var_sa]
return; Lop X20, X19, [SP,#exae+var_1e] @ Execute IFCC protected function
LDR X21, [SP,#@xae+var_20]
ADD SP, SP, #@x50
RET
Indirect call gadget \J/
BLR X9 -
Hov Wo, #1 = = > Gontrol flow
LoP X29, X30, [SP],#0x10
RET ———> Reference
(3 Execute gadgets to indirect call
gadg
Fig. 6. Indirect call gadgets in CFl unprotected segment allow calls to IFCC protected functions by

bypassing verification.
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3 Regist Fake
egister Padding shadow
values

stack

Padding

&Register i %
setting @ Create file for exploit
gadget

libcaller.so(CFI protected)

libc.so(CFI unprotected)

Register setting gadget

X29, X308, [SP,#8x56+var_s6]
%20, X19, r

x22, X21,
x24, X23,
X26, X25, a0]
X28, X27, [SP+@x58+var_5],%#ex6e

|
|
|
P, 5P, #0X30 |
|
a

X18 modulation gadget \I,

1 caller(): =
2 void *(fptn(); I
3 ftpr = &callee; o
4 char buf[128]; el
5 " RET
6 read(fd,buf,lGS); @ Trigger overflow -
7 (*fptn0; Lo
8 .. e
9 return; o
LDP

LDR
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°
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SP, SP, #3x50

= 2 Gontrol flow

—— — > Reference

(@ Execute gadgets to modulate X18

H Attack code 1 H Attack code 2 | -

@ Hijack control flow

Fig. 7. The return address can be modulated by bypassing SCS using X18 modulation gadget.
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