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Perceptual Ad-Blockings 13X 71uke] #Fa o|n|x] 7 2dl& o]gsle] 2ekel #uE @x|sle A=
% 3 2tk 7o)t} o]#dt Perceptual Ad-Blockinge 3T o]vw|x] &7 xdlo] o]v|x & E|A] ER{3H
2 o d vl

T ool ko]|=E Frlel= AtA oAl (adversarial example)E ©|&¥ AHwA  F7(adversarial
attack)el Fesicte A7 AL AAE wh ook B il dhekst A °4]Zﬂ% %3] 7]& Perceptual
Ad-Blocking 719 #AJAS £33t MNIST, CIFAR-10 52 dlo]H 2ol WhelE $3fgh
Defense-GAN® MagNeto] #x olv|xlolx &xpHoz =43-S wWolch O]% %38 Defense-GANZ}
MagNet 7|H< o]&-3] AtfA FA Axugt HE2L B o] +5 s AAg) 71E chefgt AdjA 34
7L o] 83 AY Al :;}Euq _HL_ oA Algksls 71 AdlA Ao Aad olwx| EF &S
7 o|Ae] ol B mdle] AHIwel Aes R 4 glon ] vopr} wpe] Yo AlFARE ofe
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ABSTRACT

Perceptual Ad-Blocking is a new advertising blocking technique that detects online advertising by using an artificial
intelligence-based advertising image classification model. A recent study has shown that these Perceptual Ad-Blocking models
are vulnerable to adversarial attacks using adversarial examples to add noise to images that cause them to be misclassified.
In this paper, we prove that existing perceptual Ad-Blocking technique has a weakness for several adversarial example and
that Defense-GAN and MagNet who performed well for MNIST dataset and CIFAR-10 dataset are good to advertising
dataset. Through this, using Defense-GAN and MagNet techniques, it presents a robust new advertising image classification
model for adversarial attacks. According to the results of experiments using various existing adversarial attack techniques, the
techniques proposed in this paper were able to secure the accuracy and performance through the robust image classification
techniques, and furthermore, they were able to defend a certain level against white-box attacks by attackers who knew the
details of defense techniques.
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Zol| 7138+ Perceptual Ad-Blocker 7]

BN EA A2 wEw 2]l
3 Ak 2015448 AR 7R Al 78k 9l
(9). o]ol wzgl Ad-Blockel w3 Ht= 3l
AAsNgkar vebdlolelE &-83 7]& Ad-block}
27 Bz olmr] Al QlFAH W (neural
network)< &8 Perceptual Ad-Blocker(3)
olg}i= A2 Ad-Block 7IHel SAslsch.
skAwk  o]2gt  Perceptual Ad-Blocker®]
classifier 92| AEH o&& EYI}LEZF o|n|X|
o AAG wol=ET  Hrlsle quﬁ;gl 24
(adversarial attack)ell #Fslehl= A+(3)7} Al
A= et qF E=EeMe perceptual
Ad-Blocker&& AtHA FAe ¢ FHeksiH,
Ad-Blocker<] E}"H’ Akx7d o ukelo] AA
= B9 Welrt ¥ u% ZFsksich.
2 =godAe (3)ellA] Bl T4 olefdm ik
b A 3| Ad Blockerso] #g-S Hol
. olel H3te] adversarial attackell =&t ZHx
% =4 4 9l Perceptual Ad-Blockers ¢
ol RES  AgsaA b fEe
Ad-Blocker®] tfgt Zﬂ“"ﬁ'é% a1 slod
MNIST(18]), CIFAR-10(17) 5<] dle]efellA] A
A4 "ol A5ES 1H3l Defense-GAN(4]%}
MagNet(5)& 48 o] RES classifiersl] &
ANepRar, hFgt FA tafA] A3 A3 o] 5
classifier 2929 55 IA HolEgA] oA
WEAQl FA et welrt rbsele, 7l o
AF H]$-(computational overhead)e] ZA] %o}

o

I

o o
T

FollA  MagNet=}
Ho] 7y o] Hrt

wgh (14, 16) =9 =
3 —3—
daptive attack)el =zl 3

Defense-GANS %33 &
(a

gl

7 A-e4 34

S Rt} B =EellA AAsE Bl o]z
gk FAe ik AE A} 8- FHe] o= A
= frEsh, (14, 1604 F3at nle} 7ol Hlef
= ozl 73 ArE opdS Fald = 9lgl
o} g A FAE v g2 Azl &

o, E3 transferability(1,2)5 o]

B Azte] agE7] el A oAl A
Aol *17&01 A AeES 1T o HEE

sleleh. Wbl QAR ol

8
4+
gray-box attack modelédlAE 5 Ao o
3
A
&

Perceptual Ad-Blocker 3734 HdiA 340
gk wej ol - whekel] dig AT o) Fasitt

2 & S ik
O|2X Hi&d
2.1 Adversarial attack

AA 34 (adversarial attack)e]gt o]w|%]
zoll 2HA|ut ejeH o7 Fete| perturbation(d)E
F7tste] AA oA ' & s Ador, 2d
o] & AlFER XY & YA & 5 olot

olgg AA AqAE 2= daElEE 5 PGD(
Projected Gradient Descent) (10,11,
DeepFool(12], CW(Carlini&Wagner’s
attack)(16)S Ao A3},

m1o

e
(o3

2.1.1 FGSM

Goodfellow (2] °l"A|¢} [ distance®
7HRE Hdd oAlE AAslE untargeted
FGSM<E &= Agkstsdct. FGSM2 tixA<l
one-step 24 dzyEer A suE
(steepest) WS 2  optimization  loss

J0,z,9) S 271117171 4l losse] gradient wHEk
< upe} oA & sAlgic) AHA oA 2’2 ok
7} zro] A=}

¥ =x+e « sign(Vv,J(0,2,y))

o] W e perturbation® Z7)S Yei, 6
< model®] weight, z+ input image, y+ =
o & labelS e J(Gw,y)%
optimization loss 2~ adversarial loss2bi
e

untargeted FGSM< optimization loss¥&
$Aslo] targeted FGSMOZ A gAAA &
3ltl. True labelel w8t optimization loss&
Sd)3ksl= untargeted FGSM3F 22, target
label y ol W& optimization loss J(6,z,y )&
437 WAl e R targeted FGSME A <3t
4 glth. Wb targeted FGSMS o] &3t
adversarial example 2’2 ths3} zro] A=

2~
T 9l
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¥ =x—ec e« sign(Vv, J(0,2,y))

FGSME oo & 3 s A7) e
2, W A oA 44T 5 Stk Aol
e,

21.2 PGD

PGD(10,11)= 1101, < 5 "3 l.:O]ZE
A3el4 loss function®] gradient®] WiFoz
HHEgon FGSM dae]Es ]88k 6% HJ
st Hotel 65 2 daEgolrh

2.1.3 DeepFool

Moosavi-Dezfooli 5(12)e] A|gket DeepFool
< el mdo] Aoleta sPAsta AiA oA
2’ & 2=tk Input image z¢ M JPke-
decision boundarys 2, o] WEke g 2’ & 7
Algke} 2’7} decision boundary® W{elZd w7}
2 &8 S dbEstn, e 72719
perturbation®® AA A= S 5 Q).

214 CW attack

Carlini®} Wagner(16)2 1y, 1,0, A 71¢]
metricE o]gste] HuA cAlE A H= A
3t 7be] Aeld AL Alskeslch. A48t 543
= o3 2

ming D(x,x+0)+c « flx+6)
subject to z+6<10,1]

3714 §&  perturbation, D(e.,e)S

distance metric, f(+)< loss term2Z,

classifier’} 98& A £F3tAS o 00]3le

e i) f(2") 2 vtk 2ol AejEr
f&') =max(Za"), —maxZ(z’), i #1,— K)

2z )= classifierﬂ logit(softmax 3 3
9] vector)& YeERW, A= confidenceE 2|7l
v, CW attack °] 3& A3t 349 7=

rulm o e

24% 5 ke el k. K9] o] F4%
classifier7}F Ji# oAAE o =2 confidence®

e R

2.2 Perceptual Ad-Blocker

Perceptual Ad-Blocker+ 2248l #19] A7
7 w2 (visual context)S o]gsle] FuE X
gl Tramer $(3)2 Perceptual Ad-Blocker
< classifier’} F3E 83t el wel (1)
element-based, (2)  page-based. (3)
frame-based Al ZHAE  ERIRch Ad
Highlighter 5] element-based ad-blocker
& 4 Ho]x]e] DOM treedl HZstel 79
HTML 2458 E3tato] a
ad-disclosure(Sponsered logo 5 #xYS
g 245)S X segments: FHe
Sentinel, Adblock plus %2 page—based
ad-blocker<- 1 de]x] AHAL 2zRIAkA
object detection® o]-83le FuE AA =t}
Percival %9 frame-based ad-blocker<
element-based®} fAlstA Holx| & #atsje] 2t
segmentES AR classifiers o|43te] %
25 AR 2ZAY object detections o]&3|
ad-disclosures Z&=t},

Tramer S APE F3 okt FRHe
Perceptual Ad-Blockere] =% AHdld F4
PGD of Hghs Bgow diFE 100%e o=

211 /H—'E 0 ECF‘\:]—

°19P 7o) perceptual Ad-blockerEe] A thA
ol w9 Fekak wbd | o] wigh wel= A
= AN, 1) #4271 223 Fxd
o] 7}53}7] 'IH—r°ﬂ classifier 2o WF-+x=
F74¢] Whitebox-attacke] 7}53b,
A= e Lxzeslela] HiA xS FH
Je1} Ad-Blocker ZollAlE 2elelew 3
slof o] A|ZEA <l Aloko] &A= A F
2 ola] ek g4 SeS FAskdeh 3) =3k
classifier RS AA oAAES 23t A
FA7 = Hlo] 719l adversarial
training(1,11)& 3R ol= FAA}L A=
o AYA dAE A ARc o we H)gol
=9, dA7A] Ak 2 9l el ZYES A’
= FAA A & 5 oA, B g 34

lo

—'Qruﬁl of\

4 de m

o
_?1_,‘

o

B o
o_lgmﬂ

X

o Rl ongt 2y o 82 of
i
M
U :im

ol




874 A2 FA ol 78k Perceptual Ad-Blocker 71

o ol el A slel Fsslne
(14.16) & ol ool A7} 9l-& FAsieie

2.3 Adversarial Defense

dEss Ak AdA FAA i3 o] ZH
1) Training dataset< 43l= Wi 2) Model
o Fx25 FAse WY 3) BEAd =T
(auxiliary tool) & AHgsls WHoz =4 A &
2 vm ook (15)

2= °] F Ad-blocker®] AloFz} vkt 54
55 s 3ol sldsleE MagNetd)
Defense-GANS Hrolo] Algsigitt. o5& 7|&
classifierd W% +%2 5431 92, o8 do]
Ej Aol thgh shgro] Abdel] o] Foix]7] ulitel mwwl
o] Aol A vAA Wt Al ok &
geled  AAzter  FaFE  gHHel =
Perceptual Ad-Blockere] &4 wlolz} 71&
classification Bde] A|ZHAH]] 55 Ho|ER|A|
Wolel  FmE  He]  JIHOoR  MagNet}
Defense-GANS Al=isleic}.

I, A
3.1 HIOIEA

2dl Fo AM-gE dle]el Al Hussain 5(7)
o] a/lg & dlolelAl 21,94570 (ad 8.3487,
non-ad 13,59771)E °]-&3k3ict. 3.22] ResNet
o] &3 3.3¢0141¢] uie] muele] FElo o] dlol¥]
A& A3l

Classifier?] 7 A& FA] S dz=
dlo]el A& Tramer 5(3)o] ¥70& dlo|e| A& A}
43ttt (3)9 wielx=E aE deolg s i
° 355 &4
Fonl st dole| e Alexa rankingelAl A
10749 %‘rb— A Aol EollA A5 AA Far o]
gEolth & 59709 Fa ouAEE A= 9
t}(ad 397H non-ad 207).

Percival®] 7% 100*100 o]kl =7]¢] o]u]x]|
gk A2)5b7] wtell percival®] A5 SAlE ol
gldE= dolel Rt A3

3.2 Classifier

Tramér, Florian %2 element-based,
frame-based, page-based A T
ad-blocker 87MIA& dAreZ  adversarial

attacks Faetglon, 871x19] ad-blocker &F
A6 FHekl Aow ettt ek o] F

classifiers

% 7F4 ResNet(13)%
scheme(7)3} Percivalel2l= modeld ©]-4-3

Percival(8) ¢
t}. Percival
v ResNet

A AF

H =2
T

o] 43t frame-based ad-blocker

0]-4-3 Hussan et al's

o] digh Wl s 5383k
pre-trained model& AHg-3}912
3.1.19] Holg s o]g3le] =A

7} classifier? A5 Table 13 #t}, Z2e]
=dd| th3l False Discovery Rate(Fiz 2%

ot Bzt

ohd

olm|z]e] H|E), False

Omission Rate(3a7} olJetz EFsiglon %
28] o]wx]9] H]E), Accuracy(TP+TN/Total)

= jt‘ﬂ-%\ 91 ResNet2 80%, Percivals
grg P o|uA S EFil}

Table 1. Classifier accuracy

Classifier FDR FOR Acc.
ResNet 5/1 3/33 80%
Percival 2/7 0/33 95%

3.3 34 7Y

-4 74

DeepFool(12],

A 30e 34

attackd 7%

PGD(10,11),  FGSMI(2],

CW

(e}
rde T

Lo

attack(16)8 AR&-slaict.

Table.2.9} #Zow CW

34 wdg AHgshelon

confidence K=1, learning rate=0.001% %]
10000M9] iterations 71X F4L Fasigir).

sl &= 5’_750 o

R A

o2 Psr]

RER RS S ES SR
Y Axolet,

Table 2. Attack algorithm and parameter

algorithm

attack parameter

PGD

1, <2/255

DeepFool

l

oo
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)3+ False Positive, False Negative,
Accuracys =43l

3.4 d0f 7Y

3.3 Ar Ao ALH oA E W]
Eo] ®AlE classifierdl 132 o] False
Positive, False Negative, Accuracys =43}
Adrk. A ¥laE §18 FAe] ALEHA o Fx
ojulx]e]l thalA e 7 Aes A

Ho]  2EL MagNetE o83 A
Defense-GANS ] 8q 71 7 FFl dsix Ad

sttt

3.4.1 MagNet

Reformer® detector® AH&3F autoencoder
o] Fxo} ¥4 delvlel= 42 Table 3, Table
48} 2t} autoencoder?] el 3.1.19] dlol¥
AL 8:29 vIEE F4 doleel A= dolg & o
ol A3t

s Al 1™ olWAlel volume=0.19]
Gaussian noise® 71 ¥+ (0, 19 H=
clipdte] AHg-3slsict.

MagNet& A¢kt =F(5)3 22| detector
network® wWeole] $x2 FAF] ARSI
Ad-Blockerdl|A] A3l classifiere 4%, (5)

Table 3. Structure of Magnet auto-encoder

Auto-encoder
Conv(3,3x3)
Sigmoid
Conv(3,3x3)
Sigmoid
Conv(3,4x4,2)
Sigmoid
ConvT(6,4x4,2)
Sigmoid
Conv(3,3x3)
Sigmoid

o] &=%#olx A¥E multi-labael classifier”} o}
. Ad/Non-ad®he #H83}+= binary classifier
o]7] wlZell, detector network”} Ztz oAz
bl olm|x]2] 4 labeld o2 label2 A3s}
= ez detectors s AUA oS
Ashs $57) ofd, mrfE oo Wi oZ R8s}

st

Table 4. Magnet auto-encoder parameter

Parameters -
Optimization Method Adam
Learning Rate le-3
Batch Size 256
Epochs 100
Regularization Noise

3.4.2 Defense-GAN

AHg3F Defense-GAN +x¢ F# sejvjgs
Z}zy Table 5, Table 6% Ztl E51o] AR ol
olE} = MagNets} Es}e},

Table 5. Defense-GAN structure
Generator Discriminator
FC(200704) Conv(3,3x3.2)
ReLL.U LeakyReLU(0.2)
ConvT(256,2x2,2) Conv(64,3x3,2)
ReLU LeakyReLU(0.2)
ConvT(128.2x2.2) Conv(128,3x3.2)
ReL.U LeakyReLU(0.2)
ConvT(64,2x2.2) FC(1)
Tanh -
Table 6. Defense-GAN parameter
Parameters -
Input Latent 64
Lambda 10
Optimization Method Adam
Optimization 0.5. 0.9)
parameter
Learning Rate le-4
Batch Size 32
Epochs 100
Critic Iters 5
Initial Epoch 0
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V. A& Table 9. Result of Defense-GAN for adversarial
attack
4.1 HOiH S0 Cist 2ol 85 Attack | Classifier | FDR | FOR | Acc.
_ . ResNet 4/7 4/33 80%
$A, FHo] A4= olu|R|d HF classifiers] (None) ese i
BB Mo Taple T3 7t} =S AES sAw Percival 2/1 1/33 | 92.5%
A classifier< g4°] 3" ov|A|o] wsf A ResNet /7 | 9/33 | 60%
WO R el dl- shdl ulE Feld 4 gle PaD

Percival 2/7 13/33 | 62.5%

v}, PGD$} DeepFool& &3to 4% o|v]#]e] -
AL s o]ul A S el wrtelch Deep | ResNet | 6/7 | 10/33 | 60%
wlo] RES eAEt classifier® 283 Az Fool Percival 5/7 | 11/33 | 60%
Table 8, Table 99} Zt}. FAo] A-&%

o]n]%| ResNet 6/7 6/33 70%
ek ophe} 17301 ﬂﬁﬂ%l o2 o] ofmlA|el W Percival /7 | 10/33 | 72.5%
g des o .7 o] AH4Hl oln
2o sl Er%% ‘Fsﬂd 7éj Aeo] Aubdow A7+ MagNet2 A9 313, Defense-GANS
A= (40~90%). A% AR 14 3 BT 2, 4 4R classifier]
FA0] HLEA| o2 o]W|R|¢] A o] BES Aol Ao Z oJske n x| ok}
SASHA doks wiol vlwelS o) 7] A Ik
of e, 2 Aka ol fefriehl] 27 e, 4.2 HS™ BHo O3t wof M5
o] BES §AES o WAsE Sl A
Table 7. Result of « for olassifi (14,16)l14 AlAgF MagNet# Defense-GAN
able 7. Result of attack for classifiers
o gt adaptive attack® Ad Z3}+= Table
Attack | Classifier FDR FOR Acc. 10, Table 113} 3tc},

ResNet 77| 2833 | 12.5% Defense-GANS 1 F%9 ZEAEZ 9l

PGD Percival 77 | 33/33 7 adaptive attacke] & #8o] it =y
ereva 7 MagNete A48k autoencoder?] T2+ AHA
Deep ResNet /7 | 33/33 0% o7 thesle] (Table.3. 1) adaptive attack
Fool Percival | 7/7 | 33/33 | 0% o] & AFESL Rt webA  adaptive
ow ResNet /7 30/33 7.5%
Percival /7 31/33 5% Table 10. Result of MagNet for adaptive attack

Classifier | FDR FOR Acc.
without | ResNet 5/1 3/33 80%

Table 8. Result of MagNet for adverarial attack

Attack | Classifier | FDR | FOR | Acc. defense | Percival | 3/7 | 3/33 | 85%
ResNet 4/7 4/33 0% with ResNet 7/7 33/33 0%
(None) defense | Percival | 2/7 | 30/33 2%
Percival 2/7 1/33 92.5%
ResNet 2/17 6/33 80% Table 11. Result of Defense-GAN for adaptive
PGD attack
Percival 0/7 1/33 97.5%
Deep | ResNet | 4/7 | 5/33 | 77.5% . C;assl\i]ﬁff F;f 1;/031; ‘;;30/
Fool Percival | 2/7 | 1/33 | 92.5% without | HesTe ’
defense | Percival | 2/7 0/33 95%
ow ResNet | 4/7 | 4/33 | 80% with | ResNet | 6/7 | 9/33 | 62.5%
Percival 2/7 5/33 82.5% defense Percival 1/7 10/33 72.5%
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attackel Xt} robustd defensed A=
Defense-GANe| A 3g}s}c},

4.3 S84~ ZAH0| st &0 45

Blackbox attackell W& defense®] A3 ZAz}
Table 129} %t} Blackbox attackZE 7}
BHAQ PGD WAlS AP, attackel A&
substitute classifier2 ResNet2=Z A3}
Agslgdel. Defensed ®AIHA ¢9ks o +
S Eebd accuracy’b AFwE] "oix|A|uH
defense-GANZ} MagNet-& #A31 4%
el 2ol Aol ZA "oixA] =ch wEt
A B =gl FA38l= defensex black-box
attackol= AFA el wolo] F3o] 7lsghs &

% slet.

RIoweh o fr

iy

Table 12. Result of defense for Black-box
attack

PGD Defense FDR FOR Acc.

X X 5/7 3/33 80%
0 X /1 18/33 | 37.5%
Defense- .
0 GAN 4/7 6/33 75%
0 MagNet 3/7 6/33 77.5%

4.4 woi 7Y 52N 2A

ol wge| A%w BT AY Asle] wp=w
sl A= Table 13
| s
Defense-GAN®| A9 Arlg A5 & Bl
Table 13. Performance comparison of models

with defensive mechanisms for unattacked
images

Defense-
None MagNet GAN
Percival 95% 92.5% 92.5%
ResNet 80% 80% 80%

4.5 Adversarial example MA A|Z

Defense-GANel| o3t 254 %7;1'0 7
e Ee] A oA A Azt
A oA Al Aele A7ke] Table 148} 7o)

2 FAe| v]3l] AA e

o L0 WelHE AT 4+ AT

mlo
r;O
ol
)

Table 14. Comparison of the time taken to
create 40 adversarial examples

(min.) Percival ResNet
PGD 0.0046 0.0377
DeepFool 0.0838 0.3308
CW 99.65 58.59
MagNet 0.0071 0.3887
DefenseGAN 1672.17 1849.33
v.d 2

Perceptual Ad-Blockers A7) 41 A
A e Alel thal wi-¢- HoFsl FAA R} Eeld vA
of $x& ek £ =FelrE  Perceptual
Ad-Blockero] thoFgt F5e] AoA FA¢l s
kg AYS Fell Rola, ol gk Wl 7]&
24 Defense-GAN¥  MagNets  ®AE
Perceptual Ad-BlockerE Algkstsict. oAl &
A Az w2w T 2R md Percivald
ResNet= oz 34 AF3E I0%HEE HA
o AdA CdAES

2 34 ATES AP EE F USE Ed‘:}
Defense-GANY] 7% A2 FHNE dA F=
o] woir} sbgdlich met 84 A AT u=

[e]

&
W wlo] mEL MagNet% HAYE o 4] A
457 2 o]n Ao gt 7 mde] A=
o3-S FA| sk, Defense GAN-4 A 2.5%
AEZ wig nelg s B S A%
A A MagNet> A9 HAEIA] @t
Defense-GAN= AH o 34 2.5% A= Ze+=
AAE Borh SR TR A elA A=
A1ZF vl A AE Defense-GAN adaptive
attackell A= Al7te] & Aoz oA AA &
A EE Hop B5S Bl

ol
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MagNet®] ¢ 584 S"Hor] o]AHo] gl Mirza, B. Xu, D. Warde-Farley, S.
Defense-GAN®| 7% 254 FH|= 745’_‘6}1’/}— Ozair, A. Courville and Y. Bengio,
Aol A SHellA 9 ool glrh. £ =elA “Generative adversarial nets,”
= MagNet# Defense-GANS] W +2Z 79 Advances in  neural information
FAsA W@sked,  mde  Fx A processing systems, pp. 2672-2680,
hyperparameter® 4-& 53l 2o} 2> 45& 2014.

olFo] Wi, ZH7te] wAS Hel 75 wel 7]
= AkEldth olE  FElA E
Defense-GANZ} MagNetell 7utste] 2o+
Aol 718 Perceptual Ad-Blockere] 7Fs4
B},

fz
i
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N o=
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