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ABSTRACT

The MQTT-SN (Message Queuing Telemetry Transport-Sensor Network) protocol is a message transmission protocol used
in a sensor-based Internet of Things (IoT) environment. This MQTT-SN protocol is a publish-subscribe model with a broker
in the middle of message transmission, and each IoT device sends and receives messages through an intermediary when
delivering messages. However, the MQTT-SN protocol does not provide security-related functions such as message security,
mutual authentication, access control, and broker security. Accordingly, various security problems have recently occurred, and
a situation in which security is required has emerged. In this paper, we review the security requirements of MQTT-SN once
again, and propose a modified protocol that improves security while satisfying the constraints in the environment where the
resource of IoT to which this protocol is applied is limited. Unlike the existing protocol, the security field and authentication
server have been added to satisfy the security requirements. In addition, the proposed protocol is actually implemented and
tested, and the proposed protocol is evaluated for practical use in terms of energy consumption.
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Fig. 1. MQTT-SN Process

Table 1. Some of MQTT-SN Control Packets

%(:;ireotl Information
CONNECT Request connection to Server
CONNACK Connect Acknowledgement
REGISTER register their topics

REGACK Register Acknowledgement
SUBSCRIBE Subscribe to topics

SUBACK Subscribe acknowledgement

PUBLISH Publish message
PUBACK Publish acknowledgement
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Fig. 3. MQTT-SN Packet structure

FEOR M g Frlselditt, a7 38 Al
B MQTT-SNe| Zole ] 93 njo|EsbA] 7}
3t} o] IPHC(16)E o83l 1Pv6 dltie
st&3taL, NHC(17)E o]43te] UDP &ltiE
2 5l e 7bsE exlolnh tiEe] MQTT
w22 ] eglel] wEtA ALS- 7hs Bel d=o A
o7} Aolsl}, olefdt A& aEsle] HAHI <tz
dae]Fe] Ae 2 st]e] o] Zgx|efof g}

3.2 Mot Z=ES
321 Mot ZREZ maMA

At TREES 27|13}, AA, 55, A 4
Ao LeAlxR A

AR, 2713 DAl = ZA7E dF AHet F
A F3l A QASAE AR A <SAE
s g WAYES 29 439 2 A A
AellA ed=Al ksl *7H7l Q17 A& A
ot ol F %7117]9} 7 A9 IDE <lsAH el %

o Rud
F), AFANE AY we D% o4
3o ECQV VFAE A4 o F A4R A%
Hsl Ame Ao Ae BAE ECQV U
AziE 7S Bske e At )

Publisher Subscriber
Dy Dey
Gommmrmne [T mereemand >
L)

2

Certificate Authority

€a)
rpe[0.1,....,n-1],Rp=7pG
Rp.I»

Certp=Rp+ ey G

§=dey+ regH(Certp, Ip)
dp=5+ rp-H(Certy, I) Certp. 5. I e
Dp=dpG Rs. Is
FR| AUBEM &S (Certp) Certs, s, Is

Fig. 4. Initialization phase, Generation of Device
Certificate

o

® QzAsh BT %A
4o A% Aslckn ¢ + sleh. B4 AFAE 0

[}
B Age WA, FEA, FAA BE Aae

Publisher Broker Subscriber
d,, Dp Certy I e ds Dy, Certy, I
CONNECT Ip, Certp, Np, CONNECT I Certs, Ns,
CONNACK I Certz N, CONNACK I Certz Nj.
~ezz® . NS el ,
| D (=dyG) =Dy, + CertyH(Certs, Iy) 1 | Dp(=dpG) =Dy, + CertyH(Certp. I)i

“Kpp=h(dpdzG)
SKpz=h (Kpz || Np || Np)

" Kpp=h(dydrG)
SKpz=h(Kpz|| Np || Np)

Fig. 5. Connection phase, Mutual Authentication
& Session Key Generation

=A, A2 A= 2718 DA dEE
AsAet 371, A7, BA IDE ARt 7
Aot B2 Zhel A3 % 2 A 7] wEs 9

=z
'5‘

@ BAe FAP A4 47
3

o} Zro] A3 <% 2 A7 wES S Bk At
%'f’l Zd%%"/}. 7t 2= (A 2 A A

}Jlﬁ} Dml A AE AW TN (Do) & A
k] wiell & 2713 SAE s AAF 4
Bl S 2Egoss BAH AR Y

5= 9lr}, o]F 22% I)7]2 ECDH 7)|23he

ZAHNp N No) & Atz h3shd &4 =
ARt AA7IE =Ed

H 1
H 1
: 1. Check Device ID PO Certry . Dy, I :
! 2. Check Topic Topc Cerr 4n-Dn b |
1[5 67 5 CheckAcLs = Ral s = i
1

i 1

Publisher 1 Broker i Subscriber
: Iy, Topicy I, Topicy :
T cert; T
REGISTER  MAC(SKz5 , Topicr) REGISTER  MAC(SKss , Topic;)
REGACK MAC(SKs) REGACK MAC(SKss)

Fig. 6. Registration phase, Request & Response
for Topic Certificate

G750 A% Al

Ego| diste] <l A



864 AQAA YT BN FgE B

A% MQTT-SN

= &9 )
e okl 2 o
H

=AMl vle] ARE Ao g

Publisher Broker Subscriber
dp Dp ds Dy,
Certp Ip, Certy Certs, I, dr

/| _PUBLISH : Certy, E(Kpr, Data) PUBLISH : Certp, E(Kpr, Data)

PUBACK MAC(SKz5) PUBACK

MAC(SKzs) :
A

ID,(— G) =D, + CertH(Certy, Topxc,))l '.DF( dpG) =Dy + CenyH(Cerlp Topxc;)‘l

Kpr=h(drdpG)

Fig. 7. Acting phase, Messaging Publish &
Puback

o
N
2

IAe A2 deAz A
g QzAR 7EAS B
b WA o g 2 5 wAA)7F A EE)
A kel FoAE, ke SN Aol el A
w A2 FAA et} ofn] A AN s TS
58 A7 (SKps, SKps) & a-frstsich. Ale) oA
M AAA7IE AHEsle] ZA wAA o g WA
A QlF ZeF YAt olF - Ak TR
ZF W ARt FAAS B & 5 9l
the wegatel F=ap 7ke] Fedzk wiAA] 7

Chy 512 9)gh T4
A A adl 73t Aol A wAks F
= Al

u
A e 59 AZAEIE 29 3
]_

e FEdhe Al A F29 NI 2
ECDH g

= o yzu N "Hi%ﬂ WA PIE
PR R 53 DAK A2 29 9]
£ 715 ECDH 7] 2% 38k} o F
; A Gaol Agatel T4 AT
o TEAE o] At deles] BEse] g,

322 Mot Z2EE Hot B4

B ox=Rol 1.24e Hal QT4 MQTT-
SNoj| wA1#] Bk s <lE AT Aol A}

o] a7wgleh, Abel
o B RPARE FHFES sllv.
AR HAA weke] A AAsk FAA 2kl
& mEsa ol AHgatel WA A%
A A U5 2 g oA
ol ¥

He nAgsir. o

:10

T 6 et ol
i)
oL
) mlo o

=g o8 FHIE =
= otslgto g vAz|e] 7 % wAskTh
AR A5 %9 Ag ZEAse 2713 o

At A4 A4 ECQV <&/ RN EH 7S
EEsl] 3 715 W= S F8 SAHeRm
ZAso] A= A5 A5 AT

Az AL Alele] ¢, F71e d3AurE =
A28 2713 DAlA AT Ale] H5S AN
Heletar, 55 DAlA Ao TS Aot
ol & Bl AT AllE At SEEA 3 A
o] Ao 2 HE YEYIE HIFLEE gt}

vpAlet e 2 FoNAE Bkl A, daake} At
7He] I 715 AHESE dlolE] fastE Feik Mol
< &3 BAsiolch. AAAQ FoAb| dHdE Bk
opd 4= glA|mk Fuhzk melo] w4 Egl7] wliol
FAA} AAE dlolele] WaA AR 4 &
I His A7|IEE 24 # 5 9l

N

323 Scyhter =7 0|&¢ QY AT EAM

3.2.2 A2] vhFe] v 7pA] el
A5 A% =7 Scyther(18]F
ot ohy 27 8%E 1 118 Z2EF
A Scyther F3Azo]w & dode 2 yq]
o AS A - AR

i
Jz

i1 Scyther resuts - vrify X
Claim Status ~ Comments
Intiaization phase  CA  Initialization phaseCAT  Secret d_c3 Ok Verifiec  No atacks.

P Initislization phaseP1  Secret H(Procf2(sk(CA, D_caiCA) HCert pip)rp.. Ok N3 atacks within beunds.

S Initlization phase ST Secret H(Proc2(sk(CAL D calCA HCert s L) 15 Ok N atacks within beuns.

B Initidlization phaseB1  Secret H(Procf2(sk(CA|D caiCA) H(Cert bib))rb.. Ok N2 aitacks within beunds.

Done.

Fig. 8. Initialization Phase, Scyther

3 A 18 8 2715} A A 24
& AR Bl o A AT Al
G BOQV 4 Eae A A3AE 2
o)F AA QAEIE by AN A8

l

.L



08 583 A

(2020. 10) 865

A7), B9 AL BEIE Aol Fxole)

wWeba 2713 WAl 2 AR} A A
20 E3T A, ) Al S AF
EAS SRz 2AE Ads,

Fig. 9. Connection Phase, Scyther

the 23 9% A WA A A4S A9
g Azfele}. dllw AlellA= A AFAAA =
gk Q7] FNT) S ol 8ste] wWaiRkel FHA
WAL AL el AR FHE 7)E e
% SR )
upebr] A Aol M= waRtel FAARE, SN
Apob = el ARH TR TRTI= e 9
AR A Il A A AFE FER R4S
A& stlet,
o 28 102 55 @AldlA A B4E Al
g Ao}, sﬁﬂ ﬂﬁlloﬂ%i” A e A2A
EE5S B el W3 A5} IS HF
i, A dAlelA AT 3] 2 AdsE A
gato] wraiatel FHAE S AL A AA o] B
S5k WAt
wetd 55 e e AZA RS Fa 3
Pzpe} FEA} SEetaal sk 2o daiA A
& 7P QA AFshe Aglel A=t o

A

o

7 Seyther results : verify X

[}

tt Scyther =7elAE HTA e HZo] A3 ok

£ oggol slol, A 2+ FHE
Y A7 53 AS el dd A A
Egz Agslg}.

o a3 118 Als sAlelA oA BAS
3k Asjolrt s WAl 5= w4 3
g B3 Ql$Ael B9 JiQl7)E Fal| wariel
2b Zdell Ff71E BEska, dd RulE Eel i
%BX}Q} T2} Zhell Eobzb BekS $3F WAA] ghE

32 3sle e HREg)

upeba] Ae) Al A= B Qg B9 AQl
715 Eal wgafel FEA; Zhell AAE Ff7lel o
g A ASE FRsta, WAl sl v A
A)7b F5k 7F Belo] FHE X
EEAID TS

s oA BAE Age Ay Fuk gk A

=
= AR el W3k A Al ol flo] Al

Zikis

o

oot
o N o3

il

A 2

oh AR, ZF A E SRl g Q1
A BAY AFelAME eyt sl
AeE A 3kt

= WL W AR E ASsta AL
AR S A wgh=A]e tgh &l Erls
oulghtt, o] & dAs}r] SdA= MQTT-
SNel|A #|Zs } QoS(Quality of Service)®] &

A o] FEAPL wAAE Wk digh S5
S e wAE S s §E & 5 Qe
SR, QoS WAl 7l <ldk & di7]Alt

S
9 319 A AIAS 9 BAw A
% wese o, Fu 7 AEE ol

3 Scyther results : verify X

Fig. 10. Registration Phase, Scyther

Fig. 11. Acting Phase, Scyther



866 ALAE Yulels Bl FRg weke AUk £41

MQTT-SN

ebgAde]l MAEIh, el Aol gt
& A7k obd AEe) Ak kst

Aot T2EZFL [oT 7]7]elA =5Hc}. & 2
A B EAI71 S8 3] (TTA) o4 71719 AsS
Fo2 10T 717] 55 &5/ Zelvt(19). &

[e)
£ 3

Bl ARIE 22

Table 2. Classification according to the
capabilities of loT devices
CPU
Characteristic Data size (O}
Code size
- Communication with the
gateways and prox?ef « 10Mhz »
Class - Only minimal « 10KB Firm
0 communication ability « 100KB ware
- Pre-configured with
configuration files
- Communication without
gateway Tiny
~100Mh:
Class - Uses a lightweight _ 50KBZ 0OS,
1 protocol such as CoAP ~ 950KB RIOT,
- Need to limit memory, Contiki
code,power consumption
- S rt, isti
Class e CXISHRE | _500Mhz | Embedd
Sass P ~ 250KB ed
2 - Advantageous to use a .
. . ~ 1MB Linux
lightweight protocol
Class - Existing protocol can be ») 1Ghz Android
3 used » 1MB i0S
- Power constraint exists > 5MB Tizen

4.1 78 87

At ZREFS 7] 129 3Fo] 7 AL AellA]
F2+ Al EHE (Cooja Simulator) (20)5 A3}
of et AlEdolEelA WPaE SAnE
(Wismote) 2 AA3sta 6LBR 2815 3l &7

Thuatu { 15043 LTS}
Venware@Workstation 14 Pro 34.1.3

CA
Access Control Broker <=—>{6LBR
Server Funslifi6 Wismote

NodeJS RSMB
(v12.16.3) ( Eclipse Mosquitto )

Cooja Simulator
( Contiki 3.0)

Fig. 12. Testbed for Proposed MQTT-SN

Table 3. Implementation Environment
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Table 4. Algorithm execution time

Algorithm Time
AES-CTR 1.861 ms
CBC-MAC 0.915 ms
SHA256 3.448 ms
HMAC-SHAZ256 13.610 ms
ECQV (secp224rl) 642.730 ms
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