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ABSTRACT

In the past, when the personal information leakage incident of the three card companies, the computer program
development was followed by the same strict electronic financial supervision regulations as the operating environment.
However, when developing a computerized program, the application data is being verified with the integrity of the test data
being compromised because the identification of the scope of conversion of the test data associated with the application is
unclear. Therefore, in this paper, we proved by presenting a process and algorithm for selecting a range of sufficient test
data conversion targets associated with a specific application.
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Table 1. A Financial Company Disability Status(2015~
2019)

Number | Failure

Number | Time

Disorder Types of time A . o
disorder | (Minute) Ratio(%) | Ratio(%)

poor policy 17 1,087 6,91 0.18

Insufficient infrastructure 60 4,216 24,39 0.69

Unclear business

. 2 95,430 0.81 15.54
requirements

Business analysis

and design errors 1 » 041 0.1

Program logic error 2 268,796 8.94 43.77

Poor program performance 15 940 6.10 0.15

Poor test verification 51 237,275 20.73 38.64

Operator operation

' 78 6,331 31.71 1.03
mistakes

Table 2. A Financial Company Test validation error
detail type

Number Fa.llure Number | Time

Disorder Types of time . . o
disorder | (Minute) Ratio(’) | Ratio(’)

Poor test peer review 1 59 1.96 0.02

Insufficient test environment 3 43 5.88 0.02

Insufficient grasp of related

proggans ad dea 11 232449 | 2157 | 97.83

Defects due to bad data 6 623 11.76 0.26
Test case missing 24 2,136 47.06 0.90
other 2 2,286 3.92 0.96
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Table 3. A Financial Company System Operation
Status

" ERD &
T Metasystem Metasystem
Unit
Busine Business 13 144
SS System
Infgrm subject area 1,148 468
ation
volume (TB) 70.5 547
Table 22,030 614,310
Databa Index 40,427 929,318
se Primary Key
Inform | constraints 20,427 606,225
ation
Foregin Key
Constraints 0 2.566
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Preparing to test changed applications

Selection of data range for test data conversion

Creating a request for conversion of test data

Review and approval of development team leader

Security adequacy review of test data conversion
request(internal control)

Perform test data conversion from operating system
to test system(DBA)

Test the changed application

Fig. 1. A Financial company Test Data
Conversion process
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Determine the rules for the start and end clauses of
SQL statements defined in the application and
extract only data execution statements

Extract the list of tables that refer to SQL. and
analyze the relationship between tables through
index information in the system catalog

Selected as a test data conversion target by
extracting a table list related to a specific
application

Fig. 4. Application-based test data conversion
target selection process
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Table 4. Table construction clause by SQL type

Table

SQL Type clause

SQL Syntax

SELECT A.Coll, B.Col2
SELECT |FROM Tab A, Tab B FROM
WHERE A.Coll = B.Col2

INSERT INTO
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DELETE \iERE (Condition Clause) ;| T oM
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Table 5. Primary key and foreign key
constraints in the DB system catalog
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Fig. 5. Data range selection model for test data conversion
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Table 6. Data integrity error verification SQL
script

SELECT COUNT(")

FROM CHILD_TAB TAB1 LEFT OUTER
JOIN PARENTS_TAB TAB2 ON TAB1.Coll
= TAB2.Col2

WHERE TAB1.Coll IS NULL;
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Fig. 10. DPMO Calculation formula
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Table 7. Data quality index between reference data and target table

No. | Reference Target Relationship nu?n(gjrl of | Number of 1 ppyio | Sigmavar | Desree of

Table Table data error data association
1 XXX3TG XXX2TH 1:1 948,010 10 10.59 5.75 Y
2 XXX3TG XXX9TH 1:1 1,494,015 2,405 1,609.75 4.45 N
3 XXX3TG XXX1TH 1:1 62,776,516 3,970 63.24 5.33 Y
4 XXX3TG XXX6TH 1:1 62,776,516 594 9.46 5.717 Y
5 XXX3TG XXX1ITG 1:1 62,776,516 2,346 37.37 5.46 Y
6 XXX3TG XXX8TH N:1 23,540,621 625 26.54 5.54 Y




] iil%‘]—i} o =S x]

(2020. 10) 833

% v At el @ duz 7 Ay
ek Hold 7t dely sldhe] gl A

wAEhC)
aJepR $F TS FAY v JE A}
SetE T orlE 2 HolEe Apdsiel ¥
2E dole] Wak oy el A ¢ glE =
A2} Aoz ulae] g}, w3k ATA
o2 FUF oulE 2 delel vehA el A
oF e BELE AHES] Hol2 Aoz
AL, QA A SAT opvle) deletE 2]
e Aok A
UE ZEAL vhEE

B 7= 44.6L7]E24 HEAR o HuEx7]3y
7Hde] ASHCTE A SAA Al A2
Sy 9l e

References

(1) Security world, “Strengthen develop-
ment security, introduce test data
conversion system,” https://www.boan
news.com/media/view.asp?idx=44642,

2014
(2) Korea Ministry of  Government
Legislation, “Regulations for

Electronic Banking Supervision of the
Financial Supervisory Service,” http://
www.law.go.kr/administrative_rules/e
lectronic_Financial_supervision_regulat
ions, 2019

(3) Korea Internet & Security Agency,
‘PIMS Certification System Guide,”
pp. 181-185, Apr. 2017.

(4] Yang-Ho Kim, In-Hyun Cho and
Kyung-Ho Lee, “A Decision-Making
Model for Handling
Information Using Metadata,” Journal

Personal

of the Korea Institute of Information
Security & Cryptology, 26(1), pp.
259-270, Feb. 2016

(5] Yeong-jin Choi, Jeong-hwan Kim and
Kyung-ho Lee, “A Study on Data
Security Control Model of the Test

System in Financail Institutions,”
Journal of the Korea Institute of
Information Security & Cryptology,
24(6), pp. 1293-1307, Dec. 2014

(6) Klaus Haller, "Test Data Management
in Practice,” Journal paper of confer-
ence, pp. 1-11, 2013

(7) Purnima Khurana and P Bindal, Test
Data  Management,”
Journal of Computer Trends, pp. 1-6,
2014

(8) Stephanie Chace, “Test Data
Management Best Practice,” Technical
Document, pp. 1-14, 2011

(9] Dowming Yeh, Yuwen Li and William
Chu, “Extracting entity-relationship
diagram from a table-based legacy
database,” The Journal of Systems
and Software, pp. 764-771, 26 July
2007.

(10) Jean-Luc Hainaut,

International

“Introduction to

Database Reverse Engineering,
LIBD-Laboratory of Database
Application Engineering Institut

d'Informatique -  University  of

Namur,” 24 Sep 2002

(11) DongChan Lee and Sangjin Lee,
“Reserach of organized data extraction
method for digital investigation in re-
lational database system,” Graduate
School of Information Management
and Security Korea University, pp.
566-571, May 2012.

(12) Korea Data Agency, ‘Data Quality
Assessment Procedure Manual, 4th
Ed., Prentice Hall,” pp. 30-154, Nov.
2005.

(13) Korea Data Agency, “SQL basics and
usage,” http://www.dbguide.net/db.d
b?cmd=view&boardUid=148190&boar
dConfigUid=9&categoryUid =216&boar
dldx=134&boardStep=1, 2013

(14) National Information Society Agency,
‘Data Quality Management Solution



834 ANAAHE wA el o] AfAE S4=R ] e ~E dolE W A W

Data Collection,” pp. 13, Nov. 2012.
(15) Six sigma daily, “Six Sigma Tools:
DPU, DPMO, PPM and RTY/.
https://www.sixsigmadaily.com/dpu-d
pmo-ppm-and-rty/, 2020

(M X290 )

HWl %= o] (Song-yi Baek) &3]

20019 29 Adddgtn A7) AR A FE TS £
20154 3¢ ~&Al: aejdistn AR R sshd HAA
(FAEopy AHRFT A NIRRT A dlo]e]u]o]

o] 4 % (Kyung-ho Lee) 4134

19899 84 A7FvstaL 48t} i}

19974 8¢ A7tdigta AR FANEA AL 4
20094 8Y: g AR B I Al E4
2011 ~&A): zeidistn AJRE sojshe] a

(Tl Eop) ARRE A AR s A g3,

Eal

AHHBS

gl

Al
=

K



