771

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.30, NO.5, Oct. 2020 ISSN 2288-2715(0Online)
https://doi.org/10.13089/JKIISC.2020.30.5.771

AR §Axt AT Age) S BRI
A A

AT XM &R

’ —

ETRI FHATL (A7)

Design of Quantum Key Distribution System without Fixed Role of
Cryptographic Applications

Haeng-Seok Ko," Se-Wan Ji, Jingak Jang®
The Affiliated Institure of ETRI (Researcher)

(@] ok
4 =

P71 QKD PAAFES Aomie ehl wlEAE el 2 APk ZZES F shioleh,
e o= QKD Ao A ¢ 2 s PR B4 ki) £ EE AL A
A o)

H
A & FIE ol83te] HEIE dEdeln dds
TEE ARk Akgt QKD A28l QKD A5 Alelellx] -3t kA7) 2E4d& Alrste] tEAA

ABSTRACT

QKD(Quantum Key Distribution) is one of the protocols that can make two distant parties safely share secure keys
against the threat of quantum computer. Generally, cryptographic applications which are connected to the QKD device have
fixed roles as a transmitter and a receiver due to the race condition and complexity of implementation. Because the
conventional QKD system is mainly applied to the link encryptor, there are no problems even if the roles of the
cryptographic devices are fixed. We propose a new scheme of QKD system and protocol that is easy to extend to the QKD
network by eliminating quantum key dependency between cryptographic device and QKD node. The secure keys which are
generated by the TRNG(True Random Number Generator) are provided to the cryptographic applications instead of quantum
keys. We design an architecture to transmit safely the secure keys using the inbound and outbound quantum keys which are
shared between two nodes. In this scheme, since the dependency of shared quantum keys between two QKD nodes is
eliminated, all cryptographic applicatons can be a master or a slave depending on who initiates the cryptographic
communications.
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