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[Abstract]

In this paper, we design 4-layer TCP/IP that utilizes minimal memory and processor resources in
Internet of Things(IoT) systems. The TCP/IP designed in this paper has the following characteristics. First,
memory resource is minimized by using minimal memory allocation. Second, processor resource is
minimized by using minimal memory copy. Third, the execution time of the TCP/IP can be completed in
a deterministic time. Fourth, there is no memory leak problem. The standard in minimal resources for
memory and processor derived in this paper can be used to check whether the network subsystems of the
already implemented IoT systems are efficiently implemented. As the result of measuring the amount of
memory allocation and copy of the network subsystem of Zephyr, an open source IoT kernel recently
released by the Linux Foundation, we found that it was bigger than the standard in minimal resources
derived in this paper. The network subsystem of Zephyr was improved according to the design proposed
in this paper, confirming that the amount of memory allocation and copy were decreased by about 39%

and 67%, respectively, and the execution time was also reduced by about 28%.
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I. Introduction
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II. Preliminaries

1. Network Subsystem of Existing IoT Systems
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AEA ]ic,% EXFt o]2Ao g XAl OSI THS &
6L AFGSHA| 91, o] WSt Zieat TCP/IP
P15 SRNS Agstel A U 1@so] ok o

Table 12 IoT A|AEA EAICE AFRE|= HEE9
A MBEAAR O m2eZg st B (8][9]olct

Table 1. IoT systems network subsystem

Aec] Application Transport Internet
(Network
Protocol Protocol Protocol
Subsystem)
L ulPv4
Contiki-NG !
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([:F?] F\QliAr.nA) MQTT TCP UDP 1 oWAPN,
Ui, mime RIME
RIOT[11]
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202001 MaTT-sN | TP UBP g owpaN
(TCP/IP)
FreeRTOS
[12] v10.3.1 CoAP, IPv4, IPvé6,
(FreeRTOS+ MQTT TCP, UDP 6LoWPAN
TCP)
Zephyr[13] CoAP,
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(TCP/IP) LWM2M °
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Fig. 1. Encapsulation

2. Memory Management of IoT Systems
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Table 2. Fields of structure MCB

Fields Describe

Points to beginning address of
memory partition
Points to beginning of free list of
memory blocks
Size (in bytes) of each memory

void *MCBAddr

void *MCBFreeList

int MCBBIkSize

block
int MCBBIKs Total number c?f. blocks in the
partition
int MCBFree Number of memory blocks free

Memory partition #1 Memory partition #2 Memory partition #3
block{
block size
=128
no of block
=10
block size block size
=256 =512
no of block no of block
=10 =5

Fig. 2. Memory Pool

C}S Fig. 3, Fig. 4= t]22] 2 4pAl0] o wa] &t of
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void *m_alloc (int size)
{
mcb = suitable MCBBlkSize for size;
if (mcb->MCBFree > 0)
{
mblk = mcb->MCBFreelist;
mcb->MCBNFree--;
}
return mblk;

}

Fig. 3. Pseudocode for Memory Allocation of Memory
Pool Method

void m_ free(void *mblk)

{
mcb = mblk’s memory partition;
mcb->MCBFreelList = mblk;
mcb->MCBNFree++;

}

Fig. 4. Pseudocode for Memory Free of Memory Pool
Method
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3. Memory Leak Problem
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4. Measurement of Program Execution Time
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III. TCP/IP Using Minimal Resources

1. Design Idea
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2. Implementation

B AN = 57FA] 712 §h(primitive function)&
AHESH L4, L3 R L2 AIS= BAIsIg o, 5714 712
ESSRCEE RIS

o Hl22] & void *m_alloc(int size)

o Ml 22] 3iA: void m_free(void *ptr)

o Hl22] AL void m_copy(void *dst, void *src)

o Hl22] £7]3} void m_init(void *dst, void *src)

o 22| 7843k void *m_encap(void *hdr, void

*payload)

ofelf Fig. 5, Fig. 6 ¥ Fig. 7

L4, L3 3 L2 A59 AtE ol

w Aol AR

14 _layer (user_data)
{
size = sizeof (14_header) + sizeof (user_data);
message = m_alloc(size);
m_init (message->header, 14 header);
m_copy (message->data, user_data);
13 layer (message) ;
m_free (message) ;

}

Fig. 5. L4 Layer Pseudocode
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13 layer (message)

{
size_header = sizeof (13_header);
segment header = m_alloc(size header);
m_init (segment_header->header, 13_header);
segment = m_encap (segment header, message) ;
12 layer (segment) ;
m_free (segment_header) ;

}

Fig. 6. L3 Layer Pseudocode

12 layer (segment)

{
size header = sizeof (12 header);
packet header = m_alloc(size header);
m_init (packet header->header, 12 header);
packet = m _encap (packet header, segment);
11 layer (packet);
m_free (packet_header);

}

Fig. 7. L2 Layer Pseudocode
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3. Analysis
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IV. Improving Zephyr Network Subsystem

1. Procedure for Improvement
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2. Measurement and Verification of Zephyr
Network Subsystem
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3. Source Code Analysis and Modification of
Zephyr Network Subsystem
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4. Re-measurement Comparison of Zephyr
Network Subsystem
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4.1 Memory Allocation Comparison

ol Fig. 89 (a-1), (a-2) ¥ (a-3) Zephyr g4l
M BA| AL 7HME Zephyr EA41 A BAJARIONA Echo,
CoAP 3 HTTP 3-& =233 aisto] F7der o 22
ST et 1=ojch

Fig. 89] (a-1), (a-2) ¥ (a-3)& EH, 7§XH Zephyr
Al MEAAES] gRe] SFRF2 F4 AL 71E9] 4
Qe dgFEL nof| gtk o 2 7187] 3t At o]
+ Zephyr 541 MBAIARLL H22]5 Helshy] sl +
ZA| net_bufE noj| vlgsto} 5] tiwoll 71=7] %t
o] 7519ty F7HMog TCP ZREES ARSI:=
HTTP $§ T2 7212 oo BAMLT} clojelg el
Hsll #2A net_bufE nofl vlst] &Tsto] 71=7] %t
o] H Z7IeIAt &4 AMd 71&9] tl2e] P (n+c)
Blo]EoflA ¢ 2 L3 & L2 §H9] Z7]ouq, o] &AQl
2278 UDP =2 EF ARE A| 48 Hlo|E, TCP 2 &



TCP/IP Using Minimal Resources in IoT Systems

131

Echo M2 2| &ehaF CoAP 22| THEhaF HTTP Ol 22| Seas
= o= Zephyr eeme JHAHE Zephyr e X 7| E = = Zephyr e JHAE Zophyr e AR 7E = = Zephyr === J§ME Zophyr —em—ld KRR 7|E
2,500 . . s 2,500 .
@ 2,000 /, g 2,000 g 3,000
g 1,000 g 1,000 g 1,500
(a—1) (a—2) (a—3)
Echo M| 22| SAtZF CoAP T 22| SALZF HTTP K 22| A2
= = Zephyr =em= JHAMEl Zephyr ez XbRl 7| = = Zephyr === JHME Zephyr e XbE7|E = = Zephyr === J{MEl Zephyr ezl X9 7|E
3,000 3,000 . .
7
wp Iy ’t @ 3000
% 2,000 SI)Z 2,000 s % > 5
o s s, = 2500
ES = s =
T 0 00 . 3 2000
iﬂu g ’::7‘ 1,500
(b-1) (b-2) (b-3)
Echo =% A|Zt CoAP %= A|Zt HTTP =8 A|Zt
— = Zephyr === J§MEl Zephyr = = Zephyr === 4 E Zephyr = = Zephyr === J|ME Zephyr
- T @ - P 'ZLIJ 60,000 - -
30,000 Zﬂﬁ 30,000 :—/— ————————— 4<T70 %U'O(m : __________________
(c-1) (c-2) (c-3)
Fig. 8. Performance Comparison
= AFS A] 68 H}o|Eo|C}. Zephyr Al X EX|AEIO|A  Table 3. Comparison of memory allocation
= = reduction rate
+ g 3719 e 252 ARgsto] L3 ¥ L2 of|H
2lut o ge vlels Y9k UDP meege < [Tamsmis [Teg e | e | A
83He Bcho X CoAP 28 m273o] olue] FYF | “peq | * o) ) o)
(1.18n+c1) YO EO|A ¢l Z+e ©F 300 H}o]Eold, TCP 128 21.92% | 21.92% | 34.62% | 26.15%
_ - _ . 256 29.63% 29.63% 41.85% 33.70%
L2 EZS AI85H= o9 ma Jaio SH}
2= }o o}‘— ATTP 58 E'J l]ﬂi&] =0 384 33.57% 33.57% 45.80% 37.64%
2F (1.36n+c2) HIOJEOA ¢2 & 2F 500 Hlo]Eo]ct, 512 35.96% 35.96% 48.29% 40.07%
- 640 37.56% 37.56% 50.00% A1.71%
o}2}| Table 32 Echo, CoAP X HTTP 28 mg 7=Ho
e = = ©° 3l 768 38.71% 38.71% 51.25% 42.89%
S o O =
o 2] S HAasS vl AJelsil o], 7% Zephyr 896 3958% | 3958% | 5220% | 43.78%
EX EA| 2B B 7] shdeko JiM A Zephyr £AI 1,024 40.25% 40.25% 52.95% 44.49%
o - ce= == °o" Avg 34.65% | 34.65% | 47.12% | 38.80%

AuA|AELO] ]3] oF 39% AAFHS Selstick

a -




132 Journal of The Korea Society of Computer and Information

4.2 Memory Copy Comparison
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Table 4. Comparison of memory copy reduction rate

;rj:s;‘z': Echo CoAP HTTP Avg

(bytes) (%) (%) (%) (%)
128 59.53% | 5953% | 69.38% | 62.81%
256 62.90% | 62.90% | 71.88% | 65.89%
384 64.11% | 6411% | 72.84% | 67.02%
512 6473% | 6473% | 73.35% | 67.60%
640 65.11% | 65.11% | 73.66% | 67.96%
768 65.36% | 6536% | 73.88% | 68.20%
896 65.54% | 6554% | 74.03% | 68.37%
1024 65.68% | 65.68% | 74.15% | 68.50%
Avg 64.12% | 64.12% | 72.89% | 67.04%

4.3 Execution Time Comparison
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Table 5. Comparison of execution time reduction rate

;rj:s;‘z'; Echo ConP HTTP Avg

Al I C) (%) (%) (%)
128 7.33% 9.52% 1671% | 11.19%
256 1248% | 16.72% | 2672% | 18.64%
384 1691% | 21.45% | 32.72% | 23.69%
512 2020% | 2573% | 38.28% | 28.07%
640 23.05% | 2816% | 4237% | 31.19%
768 25.63% | 3022% | 4574% | 33.86%
896 2651% | 3286% | 4754% | 35.64%
1024 2826% | 3434% | 5063% | 37.74%
Avg 2004% | 2487% | 37.59% | 27.50%

V. Conclusion
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