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Abstract In the cloud environment, IoT devices using sensors and wearable devices are being applied
in various environments, and technologies that accurately determine the information generated by IoT
devices are being actively studied. However, due to limitations in the IoT environment such as power
and security, information generated by IoT devices is very weak, so financial damage and human
casualties are increasing. To accurately collect and analyze IoT information, this paper proposes a
topographic information-based key management technique that considers IoT information errors. The
proposed technique allows IoT layout errors and groups topographic information into groups of dogs
in order to secure connectivity of IoT devices in the event of arbitrary deployment of IoT devices in
the cloud environment. In particular, each grouped terrain information is assigned random selected
keys from the entire key pool, and the key of the terrain information contained in the IoT information
and the probability-high key values are secured with the connectivity of the IoT device. In particular,
the proposed technique can reduce information errors about IoT devices because the key of IoT terrain
information is extracted by seed using probabilistic deep learning.
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Fig. 1. Proposed Model
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Fig. 2. Terrain Information Location Information
Measurements
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Table 1. Simulation parameter

Parameter Value

Number of server 1
Number of loT 100
Number of relay nodes 12
Link capacity 1Gbps
Link round trip delay 20ms
Internet Timeout Timer 250ms

Number of Subnet s={2, 4, 6, 8, 10, 12}

Number of loT  Information d ={1, 5,10, 25}
Buffer 50 packet
Traffic 5 pkts/s
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Table 4. communication efficiency

71:11_“1]_0]];]- Communication efficiency (%)
Grid Split Count
P! Ep RP FRP Proporse
scheme
Table 2. key connection comparison 2x2 778 30.3 824 36.7
Key connection (%) 4x4 71.2 75.3 78.6 83.2
Grid Split Count 6x6 64.3 69.2 733 81.4
P Fp RP FRP Proporse
scheme 8x8 58.6 62.1 69.7 78.3
2x2 91.357 93.528 95.745 97.531 10x10 523 56.7 66.6 74.8
4x4 83.746 85.671 87.928 91.258 12x12 48.6 52.4 63.1 721
6x6 71.355 75.973 79.693 84.326 FP : Full pairwise key, RP : Random Pairwise
a8 60.934 64.689 72 546 77698 FRP : Full and Random Pairwise
10x10 52.547 56.672 60.361 69.247
12x12 43.651 49.165 53.248 61.214 Table 4_04 @@@ﬂﬂ@ Zﬂ?_]_' 7]1§% IoT ;ﬁi 2%_

FP @ Full pairwise key, RP : Random Pairwise
FRP @ Full and Random Pairwise
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Table 3. Storage efficiency comparison
storage efficiency (Bytes)
Grid Split Count
P Fp RP FRP Proporse
scheme
2x2 486.3 524.9 567.3 589.3
Ax4 422.1 458.9 504.9 524.7
6%6 353.8 407.4 436.7 473.5
8x8 2875 3215 364.7 401.6
10x10 211.3 277.3 304.8 364.3
12x12 169.8 216.7 268.9 3214
FP . Full pairwise key, RP : Random Pairwise
FRP : Full and Random Pairwise
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