Journal of Convergence for Information Technology e-ISSN 2586-4440
Vol. 10. No. 10, pp. 32-39, 2020 DOI : https://doi.org/10.22156/CS4SMB.2020.10.10.032

ECRE 2F0A A £ 71 ZZH0 2

225

HEWatE AOIED|CIOfER @4

= =

An Entity Attribute-Based Access Control Model
in Cloud Environment

Eun-Bok Choi

Professor, Dept. of Smartmedia, Jeonju University

' FO

o SEE B9 Higti Quet FRo|NE SELRIAST HHe| A9 FHE st A HEd
2 ZAZE §IRsHA AASH] wiZo] ot F40] A=Az t3oly] A ARER HEvt 7kt Aot
o LA AlLado] a7tE. el gt dxet 500 Vet Eebeadt delold iE el A £4d 7Rt
LA 2 Akt & LE2 Aok Aol 243 7194 S5 Fofotal Ut Ao disf M=
e AH|27F 7hs e Aok ASAl0l 54 7T, Ar|aet e deoldy AR HHAE o5
9L} dgte s G =N det A9 {AE et B3 distoleke itk jlZet 125 A= uS A
Hl& ggol 289t 3-8 AMEE Edtel & e A& RS A

Ol

FHO| @ SE-EAFY, 7MISE Heb F2AI01, MAC, DAC, HRMEA, dijold, HEAE

Abstract In the large-scale infrastructure of cloud environment, illegal access rights are frequently
caused by sharing applications and devices, so in order to actively respond to such attacks, a
strengthened access control system is required to prepare for each situation. We proposed an entity
attribute-based access control(EABAC) model based on security level and relation concept. This
model has enhanced access control characteristics that give integrity and confidentiality to subjects
and objects, and can provide different services to the same role. It has flexibility in authority
management by assigning roles and rights to contexts, which are relations and context related to
services. In addition, we have shown application cases of this model in multi service environment
such as university.
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Fig. 1. Architecture of Mandatory Access Control
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Fig. 2. Authorization for the Entity Based Access Control
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Table 1. Confidentiality Assurance Algorithm
C_level = with U | C | S ITS ;
Access_mode = with @, read, write;

Var access: Access_mode;

if

Environ(VMn, Re, Pe, Se),
Sub_Grant(VMn, s, r, Se, C_level),
Obj_Grant(VMn, o, v, Se, C_level),
Restrict(VMn, s, Re, o, ¢, Se),
Permission(VMn, r, Re, ac, v, ¢, Se),
Compare(s, C_level > o, C_level) then
access = read,

else if Compare(s, C_level < o, C_level)
access = write;

else

access = J;
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Table 2. Integrity Assurance Algorithm

I_Level = with C | VI | I ;
Access_mode = with &, read, write;

Var access: Access_mode;

if

Environ(VMn, Re, Pe, Se),
Sub_Grant(VMn, s, r, Se, I_level),
Obj_Grant(VMn, o, v, Se, I_level),
Restrict(VMn, s, Re, o, ¢, Se),
Permission(VMn, r, Re, ac, v, ¢, Se),
Compare(s, I_level < o, I_level) then
access = read,

else if Compare(s, I_level > o, I_level)
access = write;

else

access = J;
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Table 3. Permission in the EABAC

Environ(Univ, School_service, Education, Dep_Academic),
Sub_Grant(Univ, Staff, Education, Dep_Academic, level),
Obj_Grant(Univ, School_register, schooling, level),

Restrict(Univ, Staff, read/write, School_register,
prerequisite_constraint, Education),

Compare( Staff, C_level > School_register, C_level) AND Staff,
I_level < School_register, I_level)

— Permission(Univ, Education, read, School_service,
prerequisite_constraint, temporary_constraint)

Environ(Univ, School_service, Education, Dep_Academic),
Sub_Grant(Univ, Staff, Education, Dep_Academic, level),
Obj_Grant(Univ, School_register, schooling, level),

Restrict(Univ, Staff, read/write, School_register,
prerequisite_constraint, Education),

Compare( Staff, C_level < School_register, C_level) AND Staff,
I_level > School_register, I_level)—~ Permission(Univ, Education,
write, School_service, prerequisite_constraint,
temporary_constraint)
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