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Abstract

In this paper, “Q-Bone”, a 3 generation blockchain platform with enhanced security and flexibility, was developed. As
a 39 generation blockchain platform, it exploits BP (block producer) to increase processing speed. It has many
advantages as follows. It improves both security and speed by mixing RSA (Rivest-Shamir-Adleman) and AES
(advanced encryption standard). It improves flexibility by exploiting gateway to convert between apps and blockchain
with different programming language. It increases processing speed by combining whole transactions into one block and
distribute it when too many transactions occur. It improves search speed by inserting sequence hash into transaction
data. It was implemented and applied to pet communication service and academy-instructor-student matching service,
and it was verified to work correctly and effectively. Its processing speed is 3,357 transactions/second, which shows
excellent performance.
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“Q-Bone”, a 39 Generation Blockchain Platform with Enhanced Security and Flexibility 117

cd ~/Documents/hoy/build/programs/nodhoy/ kbsui-MacBook-Pro:clhoy kbs$ ./clhoy wallet import

. /nodhoy : Sl 4 X .
private key: imported private key for: HOY7ntZR1jTPnCgRrf2JkB77bPvbZMESdQPxygdfC
plugin_initialize 1 initializing chain plugin VYAPRFTksoWpt

plugin_initialize configured http to listen on 127.0.0.1:£888
plugin_initialize initializing mongo_db_plugin kbsui-MacBook-Pro:clhoy kbs$ ./clhoy wallet import

t private key: imported private key for: HOYSMRgyWwYYQYVSFcw6rDjimjrDbdwdQUABP9kuZe
plugin_initialize connecting to mongodb://127.0.0.1:27017/HOY 59r2JvXY26zi
init init mongo
init starting db plugin thread PN S i-M —Pro:clh Binding Keys to Wallet
plugin_initialize Initialize net plugin Plug-in Initialization kbsui-MacBook-Pro:clhoy kbss [l i as Wall,et‘
plugin_initialize host: 0.0.0.0 port: 9876
plugin_initialize my node_id is ecbd309e9d698de894292f8abc99dd11b424a822f63dfbe5b239314d1
plugin_startup starting chain in read/write mode
plugin_startup Blockchain started; head block is #1, genesis timestamp is 2018-86-01T1]
plugin_startup start listening for http requests
plugin_startup starting chain_api_plugin

add_handler add api url: /vi/chain/abi_bin_to_json & : 5
add_handler add api url: /vi/chain/abi_json_to_bin d1d/contracts/hoyio.token ~p hoyio:token

add_handler add api url: /vi/chain/get_abi Reading WASM from /Users/kbs/Documents/hoy/build/contracts/hoyio.token/hoyio.tok
add_handler add api url: /vi/chain/get_account en.wasm...

add_handler add api url: /vi/chain/get_block Publishing contract...

add_handler add api url: /vi/chain/get_block_header_state executed transaction: @66da2fédee@430c11654a59abblal1a393fb1d@sfcs364394844b66d9e
add_handler add api url: /vi/history/get_transactior ; 5 216292 8104 bytes 4542 us

plugin_startup starting listener, mel_clients is 25 Block Production hoyio hoyio::setcode {"account":"hoyio.token", "vmtype
plugin_startup producer plugin: plugin_startup() begir ,"vmversion”:@, "code”: "8061736d01000000017e156003717e7f0060057f7e .
plugin_startup Launching block production for 1 producers al 2018-11-87T04:08:35.641. 4 hoyio <= hoyio: :setabi {*account”: "hoyio.token", "abi®:
plugin_startup producer plugin: plugin_startup() end !
produce_block Produced block 0000608265c3dbéa. .. #2 O 7918-11-07T04:08:36.008 signed o I0cIaRSa i 2092101200001 000200001 /00e740108010000AC01 0008 -«
produce_block Produced block 00800093693ffd38... #3 @ 2018-11-87T04: .500 signed £ e Sy ! F

produce_block Produced block 0800884a592eca5... ¥4 @ 2018-11-87T04: .000 signed
produce_block Produced block 0080009531803fb3... #5 @ 2018-11-87T04: .500 signed
produce_block Produced block 00080096f3271ad5... #6 @ 2018-11-87T04: .000 signed = 7
produce_block Produced block 0800897558c5501. .. 2018-11-07T04: .500 signed Kkbsui-MacBook-Pro:clhoy kbs$ i Smart Contract Execution
produce_block Produced block 08000@87eelff37... #8 @ 2018-11-87T04:08:39.008 signed

kbsui-MacBook-Pro:clhoy kbs$ ./clhoy set contract hoyio.token ocuments/hoy/bu

4 & Vi o g kbsui-MacBook-Pro:clhoy kbs$ ./clhoy push action hoyio.token create '["hoyio.tok
kbsui-MacBook-Pro:~ kbs$ cd ~/Documents/hoy/build/programs/clhoy/ an® , *1000080090. 0008 SYS*]' ~p hoyio.token

kbsui-MacBook-Pro:clhoy kbs$ ./clhoy wallet create --to-console executed transaction: a9e8c90821d36ac997dea2ed4472123e95d6627¢6529474bdBaa7bc43e
Creating wallet: default d57b86 120 bytes 2304 us ) ) i
Save password to use in the future to unlock this wallet. ﬂsup:%m fokan <= hay-o toke 3 tsdsauert:thoyia.tokencsEmaximm
Without password imported keys will not be retrievable. ’ 1-07T 23.312 thread-8
"PW5JiLPe3nKskJQsnQguTNysWtas5t2DKKKgq5YnZJuevBDAAXqUK" warning: tra

kbsui-MacBook-Pro:clhoy kbs$ fj e —— kbsui-MacBook-Pro:clhoy kbss$ i ~ Setting Maximum Amount of Token Issue

kbsui-MacBook-Pro:clhoy kbs$ ./clhoy create key --to-console kbsui-MacBook-Pro:clhoy kbs$ ./clhoy push action hoyio.token issue '["hoyio.toke

Private key: 5JuN4s4KyQJGqG7uXKgfXko8umXHr8THfzbULF1JCbrn9tJHQh3 n","100.0AAA SYS","memo"]' -p hoyio.token

Public key: HOY7ntZR1jTPnCgRrf2JkB77bPvbZMESdQPxygdfCYAPmMFfkseWpt executed transaction: 6bcd42e109228ab98794e9958526168c2aa24246a3c3e8b52d3f708205
d37e8c 128 bytes 520 us

kbsui-MacBook-Pro:clhoy kbs$ ./clhoy create key --to-console # hoyio.token <= hoyio.token::issue {"to":"hoyio.token", "quantity

Private key: 5JUZp59VyHzG1tMj3tDGtelFoDcee7bgrDyQrhrwYjLorcLMvhd 100.0000 SYS","memo”:"memo"}

Public key: HOY6MRgyWwYYQYV5FcwérDimjrDbdwdQUdBP9kuZe59r2IvXY26zi 2 11 4 11.931 t

kbsui-MacBook-Pro:clhoy kbs$ I

AT G kbsui-MacBook-Pro:clhoy kbs$ i

kbsui-MacBook-Pro:clhoy kbs$ ./clhoy create account hoyio hoyio.token HOY7ntZR1j kbsui-MacBook-Pro:clhoy kbs$ ./clhoy transfer hoyio.token hoyio "16.0000 SYS"
TPnCgRrf2JkB77bPvbZMESAQPxygdfCYAPMFfkseWpt HOY6MRgyWwYYQYV5FcwérDimjrDbdwdQUABP executed transaction: bef6296646c99efcaas3b9a@09db599416a1b45930031a39513000a729
9kuzZe59r2IvXY262i 79730a 128 bytes 535 us

executed transaction: 92de908ed881dc612bd1dc5438dabedc7704b71b689602c706204507 oy oy tostoken e thayao. tokenze ranster L8 Fomschay Los Lokeniiita

220318 200 bytes 378 us o","quantity":"10.0000 SYS","memo":""}

” Kaida {*creator®:*hoylo®, "name*:*hoyio # hoyio hoyio.token::transfer {"from":"hoyio.token","to
y $ $7noy. o","quantity":"10.0000 SYS"

.token", "owner":{"threshold":1, "keys":[{"key":"HOY7ntZR1jTPnCgRrf2Jk. .. r 11-0 y‘ 220t

thr ra tion execut

kbsui-MacBook-Pro:clhoy kbs$ i Iiransferring 10.0000 Tokens from hoyio.token to hoyio
0]
Fig. 2. Operation of “Q-Bone” blockchain platform : (a) Block production, (b) Wallet generation, (c) Key pairs generation,
(@) Account generation, (e) Binding keys to wallet, () Smart contract execution, (g) Setting maximum amount of token
issue, (h) Token Issuing, () Token Transferring.
a8l 2 “RE” 25X ZeiES S 25 M, b A2 MM (o 7] 4 MM (0 A MA () XLl 7] A&,
E y

() 20lE ZEE MY (g AU £2 BFY MY, ) £2 ¢Y () £2 ©

‘Account Generation

OF

F 12 2 =l R S5 S9E Table 1. Performance measurement results.
s 24 A%E Yerd AQd, ma gl 4 E 145 38 29
=48 EEAe Y EOS7E A =5 At Performance Proposed EOS
BrE A 7eelyete B =5 BEE4 = Transaction Prgcessing Speed 2557 Approx. 3000
P ELo] oy 7}A ZHo A L3 AE HolF (transactions/sec) : :
I A= Blo;}imiricslzs;ion 05 Avpros. 05
Searlilk?c?‘ir[rl):tz(isec) 0.001 Approx. 1
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Fig. 3. Mixed exploitation of RSA and AES.
1% 3. RSARb AESS| &% AR

Public portion Hidden portion

Block chain level

APP level :
]
1
1
H Uason, | __|
; https,

APP n-1 N

(etc) N ) | Node n-1
- : ~— @@/

1

Fig. 4. Support of various app development languages.
O% 4. ctekst o s efojo| X[

[l

el Azt gy

- (Hidden portion)<-
gl R ot
of Hea o B
t ot Al Eglo]+=
Aol 7} AeH 7]
2] API(Application programming interface)
bl 9 AEATE Aseks ol o] g8

e ¢ 7 AEerA WEAEs A

[t
T
o

0

O

/\u].

g

En)
!

0

O

TR = « N ¥ (O Y

= e 2 I
» o ol

£

s

4 UH o

2
T

ol

o &8
W, rlo

juii)



“Q-Bone”, a 3¢ Generation Blockchain Platform with Enhanced Security and Flexibility 119

Conventional

' N Ny . N
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'd ' 4 N
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\. v, L v,
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Fig. 5. Exploitation of sequence hash.
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