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Abstract

The study examines an empirical case that explores the key constructs of the Unified Theory of Acceptance and Use of Technology (UTAUT) 
(Venkatesh, Morris, Davis & Davis, 2003) and the relationship between security and privacy of the Theory of Perceived Risk (TPR) (Bauer, 
1960). This study employs survey data of 200 young Internet users aged 18 to 25. The study was conducted through two steps: preliminary 
research by qualitative research method to form the official research scale then formal research by quantitative research method using 
CFA and SEM to test the research model. The research results show that performance expectancy and social influence significantly predict 
behavioral intention to use e-wallets in payment. In contrast, the factors, namely, security and privacy, and effort expectancy, are statistically 
insignificant on behavioral intention. Nevertheless, the facilitating conditions factor still affects the behavior of using e-wallets. The study 
proposes a model to generalize the online payment environment through the integration of UTAUT and TPR models that are important 
for online payment management and researchers in the technology environment. The findings of this study suggest that social influence 
significantly affects the intention of young people to use e-wallets instead of security and privacy. 
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a fertile market for services in a digital economy where 
e-wallets are a possible method of payment. According to 
statistics from the State Bank of Vietnam (2018), there were 
26 payment service providers licensed in Vietnam, of which 
the majority were e-wallets, the favorites being MoMo and 
Zalo Pay, GrabPay by Moca, Viettel Pay, and AirPay. Those 
kinds of payment systems meet the needs of Internet users in 
the context of rapidly developing e-commerce: diverse, quick 
and convenient forms of recharge, and payment including 
websites and mobile applications, which customers can 
manipulate through a few simple operations wherever and 
whenever (Nguyen, Nguyen & Cao, 2014).

Nevertheless, Vietnam had the lowest non-cash 
transaction volume in the Asian region (4.9%) while this 
rate is 26.1% in China, 59.7%, in Thailand, and reaches 89% 
in Malaysia (World Bank, 2018). Hence, the habit of using 
cash is still widespread, and most Vietnamese find e-wallets 
are new–fangled and have many concerns with these online 
payment tools. In the context of the Industrial Revolution 
4.0, the Government of Vietnam is now aiming to increase 
the share of non-cash payment towards a digital economy. 
However, there are barriers that suppliers of payment tools 
through e-wallets need to manage. According to Nguyen 

1. Introduction

Current spending trends of Vietnamese consumers, with 
53% of the population using the Internet, that is nearly 50 
million subscribers using smartphones, record the demand 
for clothing shopping (53%), followed by tourism (48%), and 
leisure activities (46%). Especially for the young generation, 
the demand for low-cost technology transportation and 
online ordering of drinks and food are always of primary 
interest. With a high percentage of young people, this is 
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et al., (2014), there are not many communities using them 
due to the consumption habits of most people in Vietnam 
who still prefers cash-on-delivery (COD) payment method; 
Internet users do not trust online payment services. The 
authors also pointed out the lack of synchronization and 
linking among suppliers for money transfers by e-wallets 
between banks, which are quite tricky. Furthermore, the 
integration of e-wallets with business systems on the market 
are not widely available; the lack of versatility where each 
type of e-wallets only incorporates a few features is also a 
common barriers causing the low ratio of using e-wallets in 
Vietnam.

With e-wallets payment procedure in Vietnam as 
the application field, this study focused on empirically 
identifying the precise impacts of security and privacy of the 
TPR model on the core construct of the Unified Theory of 
Acceptance and Use of Technology (UTAUT), and thereby 
validating an extended UTAUT in a new context, from the 
manufacturing to the online payment method service domain. 
With this study, the researchers can widen the perspective to 
another aspect of user adoption of technology based on the 
potential benefits and risks. 

2. Literature Review

Behavioral intent is a manifestation of each person’s 
willingness to perform a behavior (Fishbein & Ajzen, 1975). 
It is considered as the direct premise leading to behavior 
according to the Technology Acceptance Model (TAM) of 
Fishbein and Ajzen (1975). According to Venkatesh et al., 
(2003), the Unified Theory of Acceptance and Use Technology 
(UTAUT) are proposed to take into account technological 
adoption. More specifically, UTAUT is a combination of 
theories ranging from rational action theory, technology 
acceptance model, planned behavioral theory, diffusion of 
innovation theory, and social cognitive theory. In particular, 
behavioral intent is built on eight scales with performance 
expectations, effort expectations, and social factors that have 
a direct impact on behavioral intent and direct determinants 
of behavior are the favorable conditions. Williams, Rana, 
Dwivedi and Lal (2011) applied the UTAUT theory to test 
a range of technologies (Junadi & Sfenrianto, 2015; Slade, 
Dwivedi, Piercy & William, 2015) rediscovering various 
online payment tools. This research also focuses on the 
topic of technology adoption; therefore, it is theoretical and 
practical to use UTAUT as a theoretical basis for this study. 
The four vital independent constructs applied in this study 
are the same as the original UTAUT theory. The authors 
strongly believe that in order to accept a new technological 
payment method likes e-wallets, Vietnamese users would 
have to consider those kinds of elements.

UTAUT was proposed in 2003; the focus of other 
authors’ research on the application of the theory of UTAUT 

extended through the modification and addition of observed 
variables as well as ladders. Other measurements were 
considered besides combining with other theoretical models. 
The authors focus on redefining the causal relationship in 
other models with the UTAUT variables. In this paper, the 
researchers have paid special attention to combining these 
variables through the Theory of Perceived Risk (TPR) 
proposed by Bauer (1960). Bauer suggests that benefits are 
often associated with perceived risk in consumer behavior 
in which the risk mentioned in TPR theory is a perceived 
risk. Six types of cognitive risks have been studied in the 
context of personal behavior, including information security 
risks, personal privacy risks, financial risks exits, risks 
associated with social relationships, time/convenience risks, 
and performance risks. According to Ostlund (1974) these 
risks are considered as barriers to the creation of initiatives. 
E-wallet is an element of innovation in consumer payment 
technology and it carries many potential risks about which 
customers worry both directly and indirectly, so this theory 
is suitable for this study. In Vietnam’s online payment 
market, there has not been any proper experimental research 
published on the intention of using e-wallets. According to 
this researcher, results confirm that security and privacy are 
the factors demonstrating the limitations of the development 
of electronic payment. This point of view has also been 
tested by research in the fields of online purchase intention 
in Vietnam (Ha & Nguyen, 2016), mobile banking services 
in Rwanda (Issac & Michael, 2015) or e-payment system in 
Indonesia (Junadi & Sfenrianto, 2015). The element of TPR 
applied in this study are security and privacy.

3. Hypotheses

3.1. Security and Privacy

According to Donald and Rémy (2012), the security 
of e-wallets is defined as the degree to which customers 
believe that using a specific payment method via the 
mobile application will be kept safe. Security is related to 
authentication, information verification, and data security 
(Chen, 2008). Privacy and security also increase the consumer 
experience, and it also significantly affects customers in the 
risks involved (Tran, 2020). Besides, the privacy of e-wallets 
is the rights where customers expect their information and 
transactions to be kept confidential (Chen, 2008). It consists 
of keeping information intact, without unauthorized access, 
and no use of private information for secondary purposes. 
According to Liu and Pham (2016), when customers trust 
mobile payment method, they relate to the honesty and 
trustworthiness of service providers, then, will increase their 
intention to use the system. Donald and Rémy (2012) have 
shown that security and privacy in personal information 
positively affect behavioral intention.
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H1: Security and privacy have a positive influence on the 
intention of using e-wallets.

3.2. Effort Expectancy

The effort expectancy refers to the way the system is 
used efficiently. It includes users interacting with the system 
clearly and in a easily understandable manner, and is easy to 
use (Venkatesh et al., 2003). Besides, Junadi and Sfenrianto 
(2015) used the scale of effort expectancy, including easy-to-
use payment systems, flexible transactions and easy-to-learn 
payment systems. It is considered that these scales are quite 
adequate for research. According to Nguyen et al. (2014), the 
less effort you make in using e-wallets, the more you intend 
to use it.  

H2: Effort expectancy has a positive influence on the 
intention of using e-wallets

3.3. Performance Expectancy

The performance expectancy of e-wallets is the extent 
to which users believe that using e-wallets will help them 
achieve high performance in payment methods (Venkatesh 
et al., 2003). According to Junadi and Sfenrianto (2015) 
performance expectancy is when a customer receives 
more benefits than via traditional payment methods. 
Expected performance is considered from the perspective 
of transaction productivity, convenience in transactions and 
speed in transactions. and Sfenrianto (2015); Venkatesh et 
al. (2003) have shown that the intention to use the e-wallet 
payment method is beneficial in all the customer’s work. 
From there, the hypothesis is set as follows:

H3: Performance expectancy has a positive effect on a 
customer’s e-wallet intent

3.4. Social Influence

Social influence is defined as the extent to which 
users perceive that people are essential, and have a close 

relationship with them, giving advice and believing that they 
should use it (Venkatesh et al., 2003). More specifically, 
essential people are fishy sisters, parents in the family or 
those with close relations such as friends, relatives in the 
family, or influential people who think that individuals 
should apply technological systems (Venkatesh et al., 
2003; Junadi & Sfenrianto, 2015). Besides, with the steady 
development of technology and digital media as well as 
social networks, individuals are also heavily influenced by 
groups and communities (Nguyen et al., 2014; Han, 2020). 
Venkatesh et al. (2003) show that social influence is one of 
four factors that directly and positively influence customer 
intentions. Individuals tend to be influenced by advice or 
feedback from people in the early stages of using technology 
without having enough experience and belief. From there, 
the hypothesis is set as follows:

H4: Social influence has a positive influence on users’ 
intention to use e-wallets

3.5. Behavioral Intention

Behavioral intent is the best factor to predict a correct 
behavior (Fishbein & Ajzen, 1975). Accordingly, the 
intention is expressed in the readiness of the user to use the 
product/service (Venkatesh et al., 2003). When researching 
the intention of using e-wallets in payment, the content 
focused on the scale including the intention to use, plan to 
use and predict system usage (Venkatesh et al., 2003). As 
with previous studies, consumer attitudes were strong and 
positively influencing purchase intentions. Besides, Kim and 
Won (2020)  concur that the consumer attitude toward the 
product and service had a statistically significant effect on 
purchase intention. The intention to use technological systems 
has a significant correlation with user behavior (Fishbein 
& Ajzen, 1975). It means that the higher the intention the 
consumer is likely to have, the higher the actual behavior and 
vice versa, so the proposed hypothesis is as follows:

H5: Intention of behavior has a positive effect on actual 
behavior.

Security and privacy

Effort expectancy

Performance expectancy

Social influence

Behavioural intention

Facilitating conditions

Actual behaviour

Figure 1: Research model proposed by the authors
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3.6. Facilitating Conditions

Facilitating conditions are ways individuals believe the 
technical and organizational infrastructures will assist in 
adapting and using the technology system conveniently. 
When studying facilitating conditions, Venkatesh et al. 
(2003) explored and identified relevant content including the 
essential resources available to use the system as knowledge, 
compatibility with other systems, and a specific person (or 
group) is available to assist, so the hypothesis is: 

H6: Facilitating conditions have a positive effect on 
actual behavior

3.7. Actual Behaviour

According to Al-Gahtani (2001); Davis (1989), the use 
of information systems is seen as an indicator of success in 
technology application. Therefore, the use of e-wallets in 
payment for shopping transactions, in particular, the actual 
behavior acts as a dependent variable in the model, which 
is consistent with studies by Legris, Ingham and Collerette 
(2003). Frequency of use is seen as an effective way to 
analyze actual user behavior (Kim & Gyo, 2008) and it is 
also considered an essential factor to study user behavior 
related to technology application in operation (Jiajun & 
Carl, 2005; Mohamed & Tarek, 2013). In addition to looking 
at frequency, the actual behavior also considers comfort 
and positivity in using digital wallets (Davis, Bagozzi & 
Warshawm, 1989; Davis, 1989; Al-Gahtani, 2001).

4. Research Methodology

The study was conducted through two steps: preliminary 
research and formal research. Preliminary research by a 
qualitative method was designed to understand whether the 
interviewee understands the content, as well as complement, 
add, edit or remove statements to form the official ladder. 
Formal research used quantitative methods such as 
Cronbach’s Alpha coefficient analysis for each unidirectional 
scale. Then analysis of EFA elements with Promax rotation to 
reflect the more fundamental data structure. Next, the author 
performed a confirmatory factor analysis (CFA) and tested 
the SEM linear structure model to assess the relevance of 
the research model. This study uses questionnaire interview 
techniques designed on the Google Docs Form with 200 
youth users aged 18 to 25. By random sampling method, the 
sample was made up of 42.5% of men and 57.5% of women.

In order to carry out the research, the author initially 
inherited the scales of other studies related to the specific 
sources cited as follows:

5. Results

5.1. Reliability Test 

After running the Cronbach’s Alpha reliability test, the 
results showed that two observed variables of the Security 
and Privacy (SP) scale were removed as SP1 and SP2 
because the total correlation coefficient was less than 0.3, 
and Cronbach’s Alpha delete is higher than Cronbach’s 
Alpha total of scale. Besides, the observed variables for 
other scales are accepted and suitable for EFA analysis. The 
following table shows the detailed results.

5.2.  Exploratory Factor Analysis (EFA) and 
Confirmatory Factor Analysis (CFA)

In EFA analysis, the author uses Promax rotation to 
group components with KMO result of 0.760, and sig = 0.00 
<0.05, so all variables in each component are correlated with 
each other. Besides, the total variance is = 72.119%, which 
means that the observed variables explain 72.119% of the 
change in actual behavior. Also, the rotation matrix results 
show a factor loading > 0.5, and it can be divided into six 
components.

The confirmatory factor analysis (CFA) result shows 
that Chi-square/df = 1.127 <3; CFI = 0,986>0.9; GFI = 
0.901>0.9; TLI = 0.983> 0.9 and RMSEA = 0.025 <0.08. 
It means that this model is suitable for market data. 
Furthermore, the Standardized Regression Weights results 
described the composite reliability and variance extracted 
(meet the requirement (>0.5). The standardized weights of 
estimate were greater than 0.5; the regression weights were 
statistically significant (P = 0.00) with 95% confidence, so 
the observed variables are used to measure concepts that 
achieve convergent values. There is no correlation between 
all scales and errors, so the observed variables realize uni-
directional.

5.3. Structural Equation Modeling (SEM)

The results of SEM (standardized) was indiced (Chi-
square/df = 1.160 <3; CFI = 0.981> 0.9; TLI=0.978>0.9; 
RMSEA = 0.028 ≤ 0.08). So, the model’s fit conditions meet 
requirement.

The results of hypothesis testing are shown on Table 4. 
The regression weights show that social influence (SI) and 
performance expectancy (PE) affect intention behavioral, 
which get 95% of statistical significance with P <0.05. In 
particular, facilitating condition factors also affect actual 
behavior with statistical significance (P=0.02<0.05). Thus, 
research hypotheses including H3 (Performance expectancy 
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Table 1: Design Scale

Code Scale Source
Security and Privacy_SP
SP1 E-wallets payment system ensures information verification among participating parties

Chen (2008) 

SP2 I believe that the e-wallets payment system always has a plan to prepare to deal with 
risks and ensure data security

SP3 E-wallets payment system ensures to keep my information intact
SP4 I believe that my personal information will not be used for other purposes
SP5 I believe that my private transactions via e-wallets will be protected
SP6 I believe that my personal information is protected via e-wallets database 
Effort Expectancy_EE

EF1 E-wallets payment is easy to use Junadi and Sfenrianto 
(2015)

EF2 I can interact with the e-wallets system clearly Venkatesh et al. (2003)
EF3 E-wallets payment is easy to learn Junadi and Sfenrianto 

(2015)EF4 E-wallets payment helps me be flexible in transactions
EF5 I can proficiently use the e-wallets payment Venkatesh et al. (2003)
Performance Expectancy_PE
PE1 Using e-wallets increases my work productivity Venkatesh et al. (2003)

PE2 Using e-wallets payment is more convenience Junadi and Sfenrianto 
(2015)

PE3 Using e-wallets payment allows me to make transactions faster than cash payment Venkatesh et al. (2003)

Social Influence _SI

SI1 Important people (family / relatives / friends) are using e-wallets payment Junadi and Sfenrianto 
(2015)

SI2 Influential people are using e-wallets payment Venkatesh et al. (2003)
SI3 Communities which I take part in are using e-wallets payment Nguyen et al. (2014)
Facilitating Conditions_FC
FC1 I have smartphone to use e-wallets payment

Venkatesh et al. (2003)

FC2 I have enough knowledge to use e-wallets payment

FC3 I have received support and guidance from suppliers on issues related to the use of 
e-wallets payment

FC4 Famous people (family/relatives/ friends) help me use e-wallets payment when I meet 
difficulties

Behavioural Intention_IB
IB1 I have intended to use an e-wallets Carlsson, Walden and 

Nikravesh (2006)IB2 I have a plan to use an e-wallets
IB3 I have a prediction of the use of e-wallets Patrick (1996)
Actual Behavior_AB

AB1 I use e-wallet payment regularly Mohamed and Tarek 
(2013)

AB2 Using e-wallet is pleasant
Al-Gahtani (2001)

AB3 Using e-wallet is positive
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Table 2: Cronbach's Alpha Results
Scale Cronbach’s Alpha Scale Cronbach’s Alpha
Security and Privacy_SP 0.813 Facilitating Conditions_FC 0.887
Performance Expectancy_PE 0.834 Behavioural Intention_IB 0.846
Effort Expectancy_EE 0.848 Actual Behavior_AB 0.830
Social Influence _SI 0.840 - -

Table 3: The Standardized Regression Weights Results

Scale The composite reliability Variance extracted Scale The composite reliability Variance extracted
EE 0.849 0.530 SI 0.839 0.635
FC 0.906 0.706 PE 0.842 0.641
SP 0.821 0.539 AB 0.832 0.624
IB 0.850 0.655 - - -

Figure 2: The results of SEM (standardized)

Table 4: Hypothesis testing

Regression Weights Standardized Regression Weights
Estimate SE. CR. P Estimate

IB <--- EE 0.113 0.077 1.471 0.141 IB <--- EE 0.108
IB <--- SP 0.108 0.073 1.481 0.139 IB <--- SP 0.109
IB <--- SI 0.345 0.102 3.372 *** IB <--- SI 0.318
IB <--- PE 0.258 0.084 3.054 0.002 IB <--- PE 0.278
AB <--- FC 0.199 0.064 3.129 0.002 AB <--- FC 0.238
AB <--- IB 0.108 0.076 1.413 0.158 AB <--- IB 0.114
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 Intention of using e-wallets), H4 (Social influence  
Intention of using e-wallets) and H6 (Facilitating conditions 
 Actual behaviour) are accepted. The other hypotheses 
are rejected with statistical insignificance (P>0.05), namely, 
H1 (Security and privacy  Intention of using e-wallets), 
H2 (Effort expectancy  Intention of using e-wallets) and 
H5 (Intention of using e-wallets  Actual behaviour). 
Besides, the table standardized regression weights indicate 
that all coefficients are positive. Below is a detailed table of 
significance level and impact level of the scales:

6. Discussion

Through the research results, we see that the intention of 
using e-wallets in payment by young Vietnamese is greatly 
motivated by social influence and expected performance. 
However, to generate real user behavior, a core factor that is 
put on top is favourable conditions. Besides, the results tell us 
that young people do not care about security and privacy, nor 
do they care about how easy or difficult it is to use the system. 
It is only because young people are known to be customers who 
adapt well to technology and have the ability to learn quickly.

Therefore, creating a useful payment application, suitable 
for customers, to help them satisfy their needs and achieve 
expectations is necessary. Besides, research to understand 
what customers want and need is something that application 
development businesses need to care about. Young people 
are also greatly impacted by influential groups (such as 
relatives, friends, celebrities). A marketing campaign that 
employs public influencers is also a bright spot in strategic 
planning to attract customers. Besides, building trust and 
love of customers who have used the product by word of 
mouth operation is also a potential step for businesses to 
promote sales activities. However, the difficulty for young 
people to use e-wallets is rooted in the fact that the facilities 
and equipment such as phones, wifi networks, or bank cards 
linked to online payment or registration Internet must be 
ready. If it is possible to link to support customers in terms 
of physical conditions as well as customers with the right 
conditions, surely customers will be willing to use e-wallets 
in payment. Specific solutions are as follows:

Social Influence is the most potent factor affecting the 
intention of behavior. Accordingly, if the online payment 
service provider devises advertising campaigns for e-wallets 
with the cooperation of celebrities, they will increase 
consumer awareness of products according to the strategy 
approach to young people. If an advertising program is good 
enough, it will create the effect of spreading through social 
networks. Besides, programs that invite friends to join, 
download, and use e-wallets with special offers will maximize 
efficiency. The results of the impact analysis through the 
regression equation show that expected performance is the 
second factor that has a substantial impact on behavioral 

intent. E-wallet application providers need to focus on 
developing and expanding the interconnected utilities. There 
is a need to cooperate with partners who provide functions 
such as travel, eating, medical treatment, etc., creating an 
ecosystem to bring various features to meet the needs 
of users. Convenient service will help users increase the 
experience and feel the useful value of e-wallet. Moreover, 
Facilitating Conditions is a factor that has a direct impact 
on the use of e-wallets. Linking with mobile phone partners 
provided in Vietnam to be able to integrate applications 
into the menu bar is a solution that administrators need to 
consider. However, to do this, the e-wallet must be a popular 
application to have the opportunity to link with popular 
manufacturers and operating systems on the market.

7. Conclusions

The study proposes a model to generalize the online 
payment environment through the integration of UTAUT 
and TPR models that are important for online payment 
management and researchers in the technology environment. 
Data analyzed from 200 customers yielded essential findings 
that partially support the research hypotheses. The research 
results show that social influence significantly affects 
the intention of young people to use e-wallets instead of 
security and privacy. However, the research still has certain 
limitations. First, the results show that the proposed model 
has low explanatory power. This finding may be particularly 
valuable to researchers, including more variables than 
UTAUT and TPR when predicting intent and behavior using 
electronic payment. Also, some moderation effects may not 
be presented in the research model. Therefore, in the future, 
the study should expand the UTAUT and TPR models by 
adding essential factors to increase the predictive power of 
the model in the context of electronic payments. Finally, 
future research may consider the behavioral intent and 
e-payment behaviour of the elderly.
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