Journal of the Korea Academia-Industrial https://doi.org/10.5762/KAIS.2020.21.9.634

cooperation Society ISSN 1975-4701 / eISSN 2288-4688
Vol. 21, No. 9 pp. 634-642, 2020

PG 71 E& o83 CNN 74t g52 FPJIE BF AT

MR, AEH' 0|57, OfefEI™
'SMjstn MEHSS), 2AYYSM AlO|H Hotasta}

A Study on Classification of CNN-based
Linux Malware using Image Processing Techniques

. .1 . 1 . 2 . 1*
Se-Jin Kim', Do-Yeon Kim', Hoo-Ki Lee®, Tae-Jin Lee
'Division of Information Security, Hoseo University,
’Department of Cyber Security Engineering, Konyang University

2 % AEIHYU(IoT) 71719 4o & Qls) Tkt of7|8lA]7F £A5t= Linux +@AA Y] &-80] F715k3drt. ol
w2} Linux 715F9] [oT 7]7]o] ek Bt 9ol S7hstal lor 7|& A EE 7|Who R 3 ¥iE JAHFERE e
5] 54t Ut & =Eo A& A4Skt ELF(Executable and Linkable Format) T 2] Hlo|u 2] Hlo|EE JAA
2] 7|} & LBP(Local Binary Pattern)?} Median FilterS %83} CNN(Convolutional Neural Network) 2@ &
FPYFTE EFot= A" ARKRith AF Za 9E ovAY A 98.77%9 AFE 7MY 2 FEEe
Fl-scoreZ Hom MALE 98.55%2] 7P =& H42 B}l Median Filter?] 3% 99.19%= 7H4 =2 A
=9} 0.008%Y 7P F& AFHES gRlotlon LBPY A A§tdog 923 Median Filter®th %2 s
BolSS ERIsiott. dEy A EE £7 A4E 2R ERYS 4 9E7 Median Filterd] ik}
Y%, FUL, Fl-score, AFHEC] ANH o FolF S IRIstAtt. FF IHJIE e EF0 E8stAY
e A7 S U6t t8d ERY AYgEE wole AFE AFT Aol

Abstract With the proliferation of Internet of Things (IoT) devices, using the Linux operating system in
various architectures has increased. Also, security threats against Linux-based IoT devices are increasing,
and malware variants based on existing malware are constantly appearing. In this paper, we propose a
system where the binary data of a visualized Executable and Linkable Format (ELF) file is applied to
Local Binary Pattern (LBP) image processing techniques and a median filter to classify malware in a
Convolutional Neural Network (CNN). As a result, the original image showed the highest accuracy and
Fl-score at 98.77%, and reproducibility also showed the highest score at 98.55%. For the median filter,
the highest precision was 99.19%, and the lowest false positive rate was 0.008%. Using the LBP technique
confirmed that the overall result was lower than putting the original ELF file through the median filter.
When the results of putting the original file through image processing techniques were classified by
majority, it was confirmed that the accuracy, precision, Fl-score, and false positive rate were better than
putting the original file through the median filter. In the future, the proposed system will be used to
classify malware families or add other image processing techniques to improve the accuracy of majority
vote classification. Or maybe we mean "the use of Linux O/S distributions for various architectures has
increased" instead? If not, please rephrase as intended.
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Table 1. ELF Header Structure

Data Explanation
e_ident Magic number and other info
e_type Object file type
e_machine Architecture
e_version Object file version
e_entry Entry point virtual address
e_phoff Program header table file offset
e_shoff Section header table file offset
e_flags Processor-specific flags
e_ehsize ELF header size in bytes
e_phentsize Program header table entry size
e_phnum Program header entry count
e_shentsize Section header table entry size
e_shnum Section header table entry count
shstrndx Section header string table index
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Table 2. CNN Architecture

Layer Parameters Value Output
Input layer 64x64 64x64x1
Kernel_size 3x3
Convolution layerl Filter 128 64x64x128
Stride 1
Max-Pooling 1 Kernel size 22 32x32x128
Stride 2
Dropout layer
Kernel_size 3x3
Convolution layer2 Filter 128 32x32x128
Stride 1
Max-Pooling 2 Kernel size 22 16x16x128
Stride 2
Dropout layer
Dense layer 32768
Fully Connected 1 128
Dropout layer
Fully Connected 2 2

64x64 A719] omAE UFoF k= A WA
Convolution layer= 128709] 3x3 kernelZ HE|F35}
o] 128719] 64x64 °v[AE AJ/dgtct. B/8E ofnA|9
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olu|A&Z st £ Hlo|HE vhE 32,768709]
< A WA Fully Connected layer?] YEgios do
o 128709 o] EEtt &3 128709 g2 = W
A Fully Connected layero]l {35 2749 gro]
Z &£90=F Yo E =FJAE batch sizeg 13,
epoch #& 10002 AHAsto] g5 st

Table 3. CNN Parameters

Parameters value
Convolution layer 2
Max_Pooling layer 2

epochs 100

batch size 13

Leaming rate 0.001
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Table 4. Evaluation results of Hard Voting Classification and CNN-based Linux malware classification model

using image processing

Performance evaluation Original LBP Median Filter Voting Classifiers
Accuracy 98.77% 96.47% 98.57% 98.87%
Precision 98.99% 96.87% 99.19% 99.39%
Recall 98.55% 96.05% 97.95% 98.35%
FPR 1% 3.1% 0.8% 0.6%
Fl-score 98.77% 96.46% 98.57% 98.87%
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