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Abstract The purpose of this study is to present the environmental factors of positive and negative
aspects that affect the information security compliance intention, and reveals the relationship of the
individual's the security compliance intention. The subjects of this study are employees of organizations
that apply information security policies and technologies, and effective samples were obtained through
surveys. In the process of analysis, the study model was verified through structural equation modeling.
The measurement variables consisted of security policy, security system, technical support, work
impediment, security non-visibility, compliance intention and organizational commitment and used for
analysis. The results confirmed that security compliance factors such as policy, system, technical
support, and non-compliance factors, work impediment, respectively, had an impact on organizational
commitment, leading to compliance intention. The verification result of the research model suggests
the direction of establishing a security compliance strategy for employees to improve the level of

information security compliance of the organization.
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Table 1. Questionnaire

Constructs

ltems

Sourc

Security
Policy

Our organization has detailed instructions for
usage of e-mail.

Our organization has a rule for utilization of
computer resources (ex: pc, server, etc).
Our organization has official policy of
prohibiting the access of unauthorized
computer system

Our organization has detailed guidelines to
explain how to use computer password.

[27]

Security
System

SS

SS2

SS3

Our organization’s information security
system is constructed to be efficiently
utilized.

Our organization appropriately invests in the
construction of an information security
system.

Our organization allots sufficient expenses
on an information security system.

[46]

Technical
Support

TS1

TS2

1S3
TS4

Our end-user help desk does a good job of
answering questions about information
security.

Our end-user help desk is well staffed by
knowledgeable individuals(Drop).

Our end-user help desk is easily accessible.
Our end-user help desk is responsive to
end-user requests(Drop).

[39]

Work
Impediment

Wi

WI2

WI3

Wi4

Complying with the requirements of the
security policy keeps me from doing my
actual work .

Complying with the requirements of the
security policy slows down my response
time to my peers, customers, managers,
etc.

Complying with the requirements of the
security policy hinders my productivity at
work.

Complying with the requirements of the
security policy impedes my efficiency at
work.

[171

Non
visibility

NV1

NV2

NV3

In my organization, information security
activities are not advertised widely.
Information security is not very visible in my
organization.

Information security incidents are visible in
public (R) (Drop).

[44]

Organizational
Commitment

oc1

0Cc2

0oc3

| would be happy to spend the rest of my
career in this organization.

| enjoy discussing my organization with
people outside it.

| really feel as if this organization’s problems
are my own.

[24]

Compliance
Intention

ch

Cl2

CI3

IIt is likely that | would continuously comply
with security policy in order to protect the
organization’s security system.

| am willing to comply with security policy
during work.

| feel certain about my attitude toward
compliance with the organization's security
policy.

[24]
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Table 2. Demographic Characteristics

Demographic Categories Frequency %
Total 346 100.0%

Male 194 56.1%
Gender

Female 152 43.9%

(30 93 26.9%

31~40 140 40.5%
Age

41~50 102 29.5%

> 50 1" 3.2%
Type of | Manufacturer 80 23.1%
Industry Service 266 76.9%

Staff 144 41.6%
Job Assistant Manager 92 26.6%
Position Manager 55 15.9%

General Manager 55 15.9%
3.3 g7 7t
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FAE 0] JQ=A(FEEE = (convergent validity)), Tf
£ Axete] ApE/go] =A@ EEFE E(discriminant
validity))ot= &4 71Holch JFSEdEEs gutyos
NEAZ| = (construct  reliability)?}  Ho-EAR:
(average variance extracted)2 53 A3} 3
e ASS f5iA= AMOS 22.02 &85t g1
[RIEAS AAIstoiof o, JfFAE| == 0.7014<]
e, BoEAEES 0501409 g2 873TH48)

F2EFo] et BH] A= EFHOR HYA
5 8o, HEAFE 2TARRFY Aol7h Sith
GFIE= 0.9 °14, AGFI= 0.901440.801% 518), NFl=
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8758 a7stth 770 82121 £l tigk &<l
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BHEAESE 2 oo, MFAE =Tt 7P R
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Table 3. Result for Construct Validity and Reliability

Factor Cronbach’s
Construct Item Loading Alph CR AVE
SP1 .838
Security SP2 848
Policy SP3 827 934 908 711
SP4 .855
Securit Ssl 824
System | 2 862 934 08 | 768
Y SS3 866
Technical TS1 940
Support | TS3 941 M 751 601
WI1 .939
Work WI2 .946
Impediment | WI3 922 946 827 545
Wi4 912
_— NV1 .879
Non visibility NV2 ‘88 848 706 546
Organizational 0ct 869
Commitment| 0C2 | 893 927 904 | 758
0C3 844
Compli Cch 761
| o2 | 72 | es4 | w9 | 8%
CI3 782

Table 4. Result for Discriminant Validity

Constructs 1 2 3 4 5 6 7

Security Policy | .843

Security System | 658" | .876

Technical Support| 283" | 249" | .775

Work Impediment|-.410"|-.371"[-.180"| .739

Non visibility | =100 |-.162"|-.130" | .223" | .738

Organizational

. 4847 | 464" | 280" |-.2637|-.215"| .871
Commitment

Compliance | geg™ | 569" | 219" |-350"|-172"| 707" | .914

Intention

Note: Values in bold type along the diagonal indicate the square root of
the AVE
**: p <001
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Shelth. S HEe = AR
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°]'—T'— SRR 5
E 52 EJ' éé % St9S W AT ol A7t
o} 3 HP@”"*J Ao gt A
Z 7IH ﬁ:ru\}té ohstA AAskaL 1o, gukE o
2 Z8=Es dd9 a7 M (single-method-factor
approaches)& A-835FATH50]. £ 71H 1589l
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ol nxg md HIL(A/df = 1.725, GFI = 0.931,
AGFI = 0.904, CFI = 0.986, NFI = 0.968, RMSEA =
0.044), FArg A& wd HFE(/df = 1.407 GFI
= 0.951, AGFI = 0.922, CFI = 0.993, NFI = 0.977,
RMSEA = 0.033)), &+ Bd9] &4 =759 Zol7} 0.2
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Fig. 2. Results of the Structural Model
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Table 5. Summary of Hypothesis Tests

Path Coefficient t-value Results
H1 oC — Cl 654 15.743" | Support
H2 SP — OC 294 465" Support
H3 SS — OC 219 3562 Support
H4 TS — OC 101 2.02° Support
H5 Wl — 0C -113 -2.464" | Support
H6 NV — OC -07 -1.269 Reject

**p (001, * p<0.05

SP(Security Policy), SS(Security System), TS(Technical Support),
WI(Work Impediment), NV(Non visibility), OC(Organizational
Commitment), Cl(Compliance Intention)
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