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Abstract Recently organizations are implementing strict security policies and technologies to minimize
security incidents. However, strict information security can cause work stress of employees and can
make it difficult to achieve security goals. The purpose of this study is to present the preconditions
for mitigating the negative impact of security-related work stress. We conducted a questionnaire
survey of employees working in the financial industry and secured a total of 266 samples. The test
of the research hypothesis was carried out by structural equation modeling. As a result, work stress
had a negative effect on compliance intention, and value congruence reduced work stress. Also,
security feedback had a moderating effect on the relationship between research factors. The results
have theoretical and practical implications for mitigating work stress of employees.

Key Words : Information security compliance intention, Work ambiguity, Work conflict, Value
congruence, Security feedback
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Table 1. Questionnaire

Table 2. Demographic Characteristics

Sour
ce

Constructs ltems

VC1| | find that my values and the values

where | work are very similar.

VC2| What my company stands for is

Value important to me. ;

Congruence VC3| | agree with the values that define | [9]
the goals of my company.

VC4| | am seldom asked at work to do

anything that goes against my

personal moral values.

WA | am unsure whether | have to deal
with information security problems or

with my work activities.

| am unsure what to prioritize: dealing

with information security problems or

my work activities.

WA3 | cannot allocate time properly for my [20]
Y work activities because my time spent

on information  security  activities

WAL varies.

Time spent resolving information

security problems takes time away

from fulfilling my work responsibilities.

(Dropped)

Work
Ambiguity

WC1 | am often asked to do things that

are against my better judgment.

WC3 | often receive assignments without

Work adequate resources and materials to

Conflict execute them. o [16]
WC3 | often have to bend rules or policy in

order to carry out an assignment.

WC{ | often receive incomplete requests

from two or more people.

Cl1| It is possible that | will follow
information security policies.

Compliance | CI2 | It is probable that | will follow
Intention information security policies.

CI3| | am likely to follow information
security policies.

[14]

FB1| My last performance evaluation of
information security assisted me in
improving my work.

FB2| | get coaching from my supervisor to
help me do a better information
security compliance. 32]
FB3| | get helpful information from others
about how well | am performing at
information security compliance.

FB4| | receive useful evaluations of my
strength and weaknesses at
information security compliance.

Feedback

4Be 20194 128 ¥ @ 5
oz Zao Sgo] delt 3
oz ANSET. R A, 47
2o il 38317 43
S o F 30058 Hush
oVE B84 89 WAL 5 BAUD Ak 34

£ Aofstn 266709 e BAo] Bt
B4l 8 B89 A7EAN 248 Ay
W ZAolo] AEW o]l Qo] 1A Vet &
4o BA} gk wekstol, A7 =AY @3 do]
B2 Bgstgon, AUt Table 29 ek

-hIAlrSEAe

Demographic Categories Frequency %
Total 266 100.0
Male 147 55.3
Gender
Female 19 447
{30 64 241
31~40 105 395
Age
41~50 86 323
) 50 11 4.1
Banking Business 238 89.5
Type
Insurance Business 28 10.5
Staff 112 421
Job Assistant Manager 70 26.3
Position Manager 40 15.0
General Manager 44 16.5

4. 74 A3
41 NEY 2 EIZY 2B

A 7Hd ASL AMOS 22.02 835 F2HA4
E‘?J%l(structural equation modeling)S A A5t
AS BAS o]d, Atte FRYAARDH| oA
o g 7|Nke] A FEE 4AE4n B 24
AAsigich A, Ay 42 i A 890
o 59 A% dFor oIS i AE EFEL
AT L AWHE 7oz B o7 SpSS 21.0 &
|59 cornbach’s ¢& EEdto] I 5 ot
sttt Nunnally[19781= 2919 A4 AT 50
2 0.7 olE 87519TH38]. AlEd B4 A
A3}, 5719 22119 £3) 5 17 899 F5E A
QIFHWA4), 18EFellA 578 88l gt 41=4 0.9
o]} T3t

=A, B 4

L

Ho g Py AZ(average variance extracted)T}
MEAE] 2 (construct reliability) & S8 AHESich
AZEPFAY B2 11z mdE 7|uko] slold golx
S AAS 914 gl 24 Ay 1do] A
= FEYAEA] 2dY Q7AYo ARtHoR Al

o= Yergth(A/df = 1.774, GFI = 0.914, AGFI

0.882, CFI 0.981, NFI 0.957, RMSEA =
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Heeot 3

0.054). BFEAZEZLS 05 o4, AFAFHEE 0.7
o} %)]:‘é‘ B-:rLO}tEﬂB% 4 A3t A7 29 574
89 2% QFARFE Aot AoR Yoy, 4
= Table 33 2t

Table 3. Result for Construct Validity and Reliability

Factor Cronbach’s
Construct Item Loading Alpha CR AVE
VC1 0.808

Value VC2 0.836
Congruence| VC3 0.845

0.919 0.874 0.635

VC4 0.687

Work WA1 0.882
Ambiguity WA2 0.896 0.949 0.940 0.840

WA3 0.860

WC1 0.805

Work WC2 0.840

Conflict | WC3 | 0.850 0.847 | 0805 | 0.705

WwCa | 0.832
Compli cn 0.852
%Tepn't?grfe cl2 0.856 0.957 0.943 | 0.846
i3 0.829
FB1 0.754
FB2 0.823
Feedback | o2 e 0.939 0.890 | 0.669
FB4 0.829

Model Fit: x?/df = 1.774, GFl = 0.914, AGFl = 0.882, CFI
= 0.981,
NFI = 0.957, RMSEA = 0.054

Hiol, 29 7o) AR L BAHE] sto] whaet
T B4 AN wEEgAde adsd] A

R
@3jo] Wekdich, WY AYHS FREAFE
Agatel ARTARY Gt 28 AG AU

(0], 4 27t RFARI] 4 02 Ve,

Table 4. Result for Discriminant Validity

Constructs [Mean| SD 1 2 3 4 5
value 15 15]1.19| 0.707

Congruence

Work .

Ambiguity 2.83(1.20|-0.568**| 0.840

Work 12 74| 1.26|-0.42%| 0.54*| 0.976

Conflict

Compliance

) 5.66(1.12| 0.59**|-0.53**|-0.46**| 0.920
Intention

Feedback |5.08|1.27| 0.63**|-0.57**|-0.45**| 0.60**| 0.818

Note: Values in bold type along the diagonal indicate the
square root of the AVE

SD: Standard deviation

**:p (0.0

H&o], FEHHHE(common method bias) &
7<1M] gk A5 AAR A= AEA 7
= AAT o 2 ehve @408 5YT ARlA
F—'T%tﬂ o FEHSE SAL o, S QY X
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Fig. 2. Results of the Structural Model
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Table 5. Summary of Hypothesis Tests (Main Effect)

Path Coefficient t-value Results
H1 WA — CI -0.463 -7.283" | Support
H2 WC — CI -0.614 -10.068" | Support
H3 VC — WA -0.271 -4.706" | Support
H4 VC — WC -0.419 -7.309" | Support

** p (001
VC(Value Congruence), WA(Work Ambiguity), WC(Work
Conflict), Cl(Compliance Intention)
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Table 6. Summary of Moderating Effect Tests

Path Coefficient t-value Results
WA — CI -0.240 -4.259"

H5 |FB — ClI 0518 8.654" | Support
WA x FB — Cl 0.143 2.888"
WC — Cl -0.270 -4523"

H6 | FB — ClI 0.478 7.549" Reject
WC x FB — Cl 0.090 1.852
VC — WA -0.239 -3.030"

H7 | FB — WA -0.304 -3.857" | Support
VC x FB — WA 0.121 2.094"
VC — WI -0.390 -5.420"

H8 | FB — wi -0.315 -4525" | Support
VC x FB — WI 0.184 3.594"

** p (001, * p(0.05
VC(Value Congruence), WA(Work Ambiguity), WC(Work
Conflict), Cl(Compliance Intention), FB(Feedback)
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