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The Mediating Effect and Moderating Effect of Pseudonymized
Information Combination in the Relationship Between Regulation
Factors of Personal Information and Big Data Utilization™

Kim, Sang-Gwang**

C Abstract-‘ Recently, increasing use of big data have caused regulation factors of personal information and combination
v _ of pseudonymized information to emerge as key policy measures. Therefore, this study empirically analyzed the
mediating effect and moderating effect of pseudonymized information combination as the third variable in the relationship
between regulation factors of personal information and big data utilization. The analysis showed the following results: First,
among personal information regulation factors, definition regulation, consent regulation, supervisory authority regulation, and
punishment intensity regulation showed a positive(+) relationship with the big data utilization, while among pseudonymized
information combination factors, non-identification of combination, standardization of combined pseudonymized
information, and responsibility of combination were also found to be in a positive relationship with the use of big data.
Second, among the factors of pseudonymized information combination, non-identification of combination, standardization of
combined pseudonymized information, and responsibility of combination showed a positive(+) mediating effect in relation
to regulation factors of personal information and big data utilization. Third, in the relationship between personal
information regulation factors and big data utilization, the moderating effect hypothesis that each combination institution
type of pseudonymized information (free-type, intermediary-type, and designated-type) would play a different role as a
moderator was rejected. Based on the results of the empirical research, policy alternatives of ‘Good Regulation” were
proposed, which would maintain balance between protection of personal information and big data utilization.
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SI00]E} R210) 401 71Rls Zglel phaD Y FuE |

ZAL0 EF Z7]
w2 ZA T ARS] AR
o] MgS uigttt. 444G H O At F4IS |
54 (Volatility), 844 (Uncertainty), E84
(Complexity), E2A(Ambiguity)Z EAOZ 3ttt
(AR EE 9193, 2019). 434G EE Aldof Q1
A5 (Artificial Intelligence)?] Y& ZE 0]+ ¥
gole s MEL F77HA7F B3R 406HA &5 =
oA 214171 Yol sfdetth(Gartner, 2011).
2| Hlhlole 245k YFRQICE AFE
AR} 7H g E Agto] A} HHFTHOE 5
ol Qlet. 4B = 7Y Y E(HEYH)
£ IdZ #4584 ol&stl 5ok B 7
o] metoHAE Hdfol= P Lloltt. 1B ER

7Y ARAA & 4 YES AAYRE 4Rz

rlr frut
rO

A e 7HPRAE FotaL o]F HolHE AASHq
AZE Aulaet B7PIAE AEohe 7R 2
3po] ulgjo|g &89 AATE0F Hrbg T 9}

HlElolg &4sts 33 oE O] & - FAl W& FA A
HIA 5 JF0] & o]F Hlo[H 9| Zgdo] d4 84
olngz Hlgolg &g FAste MAGE 4183
T 7HE A E-H A E A AU S-S AFSt
Aol AZA g 7ol Hrt.

AlA dlglolg AFRE 20199 OF 23239 +F
mojof mjd 11.9%9] &A% S7FAlel ATHIDC,
2019a). T 20199 =Y HElolH A 1%
67009 FEZA AAAR] 0.72%°0 E3FFAF
AW 16.3%4 S7Hd B2 FAFo] =THIDC,
2019b).

St HlEolE &-8.9] Zolg}t &2 7HHA
X ZA3K(Pseudonymized Information Combina-
tion) Ex= HolH A% Adst7] s 20164
AR E HAERA] ZholEelSs AP A, 18
U iR E HAERA] ZholEgiele] WA AHo]

o|x
rir

FAFA Ee FAA L] Efsto] HAH R0
ot HAZAZ} FoFsto] 71YL HHolE &8
&< 21 o} 2017990 AYEA= HEe
o] }‘d S 7hol=elo] o5 HAERAE
032 Aol dsto] gHEt 7149 “V
5‘-?‘]7} S = A7 Q. AR dolE
Aote Yol 7R =T SARA, ﬂﬁ-}x
T, YA 71EHE 59 BHOE qu"i-rxﬂ«l
ol JlEA ROl B8 87 FPAordE
93], F8AY3E A A= E AN
SYIE dYSot= A WL =
By pget 9 AREATY, A8 5 tﬂo]
g 3¥Z =30 AEstelth2018.11). 121 4]
ALk AlRIA| o] At %E?l £of 20204 2¥€9
ol 32 =N, 20209 8Y SYFEH AP
At

AP Ee} dlgolo] &Rt A= /MAPE B
S A EAET FAlEek] tigh WA A+
(Kim, 2017; Cho, 2017; Park, 2016; Lee, 2019),
drolg 7|&L o] #ek JFaclel Bt A+
(Yang, 2015; Kang, 2017; Ko, 2019), 7HAHE
]éj{‘g}_ ] }Dﬂ?ﬁ_ﬂi 7216‘1- Ell O}Z-]Xiloﬂ sk o
(Ko, et al., 2017; Cha, 2019; Lee, et al., 2017)
J2ja vloly 287839 v W HAH(Choi, et al,
2018; Park, 2016; Koo, 2017) 5 thoFsich 19
U A571A 9] At HlolE FA E443E Adh o
A% AJNFE FAE FAlsoF ek HEAA +f
HA7F i FEelqla, I FAY FZo= el
AE A QR YA E Zet T HHely &8t
9] QIFHAE AT A5 = AY gl 19
0E 2 AT MAPE AL 7HEHE e
o] Hlo]e] &0 mlX|= FFH I} A39] HFEA
7V Ao WiAay @ 2ENE FA5L
A ek AAIgt
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[. O|2X =2|9} 7}dA™ JHol A Ko That o|raiolo] BaFAA T} ot Zan
o e HEQERA] A o] 5 f2o)gl
1. 4B TRl HEOIE 230 24| g 4= QItH(Kim & Kim, 2020b).

ojef gt W] A5t HRAQ AJAFE AL

AQgE FALAY A Ao that A5AT °J94 FHIOR AR 5 BEAE £, A
£ A9 99l Kim and Lee(012)% FAGET B 4188} 27 B34, dloje) 274 24, 7)
BES AL 7129 ARATE Astel FAZG  ARE A B, AARR 59 Sol4, AR

2322 ANSATE. Kim and Lee012= #5717 58, A3E HE7 T4, 4 I

T

A, 3 5 FASYE 359 FARde TEet AR YR, EU GDPR HlZA] 34 A7 ¢A=Z
of (& DI} Lo, FAZEE FHLZY £ AT AFTH 0w AR FY FE4, 7Y
o EeEE @ AEAEY Y aEolR E AR 59 o), MABE AT S, HE Y
selgith, 18 E FAZE 2ALNS Ao H AR AEATE ©2319HKim & Kim, 2020a;
A 8Qlo] Agsto] Aofetd, AAYE #4890 2020b).

(2 1) AHZE 2320 Hy
(Table 1) Research on Regulatory Strength Derterminants

Regulatory Strength Criteria

Researcher Regulation Sector Regulatory Strength Determinants | Compliance | Punishment
Sty Burden Intensity
Ogus(1991) Regulation Classification Degree of Gov't Intervention O
~ . Regulatory Strength Prohibition, National
Jae-hong Kim(2002) Classification Discretion, National Consent O
Doo-rae Kim(2007) Industry ngety Regulation | Degree of Vi(?lation, Possibility o
in US. of being caught
) Degree of Violation O
Mi-hone Lee. - Corporate Location
Jong Lee, Regulation in Environment Cost of Compliance O
Jeong-sik Kong(2003) Policy
Possibility of being caught O

Initial Allocation of

Seon-hwa Lee(2009) Pollution Emission Cost of Regulation Compliance O

Doo-rae Kim(2010) | Environment Regulation Fine Scale O
In-kwon Lee Possibility of being caught,
et al.(2010) Corporate Cartel Level of Punishment O

source: Kim&Lee(2012) research re-citation

1) & A5olA AP ESY wEold, HolHe 2k @ 5UT oJuj2 AgRIth 1 olfi= IDC B1AM(2017)9 wEd wEolE e Lt
RS Edo] e AUEE, TRt flo1EE717], o TAIAOIA W2 Endpoint B9 EﬂOlEH H]50] 9 70%E AA|5te] 7HE HlFo] EoHA
tf o] ZjQlat AAH HHo]7] gEoltCho, 2017; Kim & Kim, ;2020a, 2020D).

84 2020712



HRPEE FRIQOI} JC|0[E] 2B2t0] TAOAM 71 YE Zefe)

AL Y REED

TFAHCE A, HA AAFE o P
R EL} JEANAFE 5] EEEI(Cho, 2017),
gojg 239 2A 2354(Ko, et al., 2017), H|AE
22 7polEetRle] MAZLA HEZ(Lee, 2017), 718
A H 0 T2A| = v % Q) (Park, 2016) S°] Utk 74
A 59 Gold2 AAT FEFA Y /MAYE AA
59 (Kwon, 2015), /AP E 4 0] &A] 5984
I} A3 AlBAl 5879 Ao|(Kim, 2017), BFE]
Al F2FA9] Positive YHHA] 02 A F9] ofF
2(Lee, 2019) 5°l Ut} E3t HRJAFE =7+ &
2 2opd =7 #AE A Q]9 FE(Kim,
2017), /HRIBEESY, JEFAGH, AEHEH
& MAPE HEZ AP F5(Heo, 2014), =71
T AN E &-87]5 H=A(Kim, 2017) 5°] A
oh, ARt A AT HESARAl A
3 9129 AY(Kim, 2019), EUY MAARE 5 H
Q1 GDPRO|| Hd} =2 FAPET 32 I F(Kim,
2019), RIZFA3] A&tAl vl (Shin, 2018), 7HAA

FEA 94T ATFAAE %G (Lee, 2017), &
Zh9-E AH[A o] & A] TN E e84 (Ko-
rean Chamber of Commerce, 2018)5< A& 7
AgRlezZ &4 At

2o & HlhojE &8olE2 7|8 nd, 5
71e48 29, TOEC]& 24-87) mg A3t 3
ot} WA, 7]1&4-8 2 A(TAM, Technology Accep-
tance Model)}= HH|oJg T Al7]& Y9 +&8
o0& AZte 84T A Bol 2 Bt &
I & AX FFHow #8590 JFZ nZ.
Yang(2015)& TAMZ o|-&sto] AR u|4E5}
9] 71ed& =7t Hholg ZEP o] vX= JF=
AZEASATt 9HH, Park(2016)E TAMS] S4lH
59 A7 5843 A2 o]8/3Z B9l HHlolE
Z&o| A= JFLACE HAL P& -7|& T

B

2 5 dolgEd aae Azuasald

S50 & Venkatesh, et al.(2003)= 5&7|&4

40]Z(UTAUT, Unified Theory of Acceptance
and Use of Technology)Z THst3th. & Ven-
katesh, et al.(2003)= TAMO| 417]& Z=of st
ZA2H 9] A Zta} QAo A F5Hqltal Hldsta,
Aled digt AHle) +3FHRd=A UTAUTE
Al A5tk

31y 7)1&- %2284 TEAYI(TOE Framework)
+ TAMZ UTAUTY @AAE SE517] st 4
2714 8899107 7]489(Technology) ol %
21 9 9l(Organization)™ 74 8 1(Environment)
< TSIkl & TAMo] 47|« 89| A74 axt
o 2Esta] AA| &Pl thet Aol FFst,
UTAUT+= 71919 Al7]& S8 284S 9531 3l
ZARY] 7|e5E-Z TS| ofgrtal HHEgit
J2BE AR AL ] FEst Ao APt 5
St 0 2 A TOE Framework”} S45FtHKim
& Kim, 2020a).

71€4-80l&, TOE Z Y=, UTAUT 5 9
olf & tiet APA+= A7|& A=Y &
SYA, ALY TS SEHUFE Aot Ut Ven-
katesh, et al.(2003)= 7|&4-&C|E(TAM)IA H]
tlolg &g nA= FF8RAL EA6IAL, T&
HeEA A7]E A EE HEstgitt Chan, et
al.(2013)= Hlgol8 AHEHEZ HlHlolE Z-&of of
oF B2 AAoHYTt. Yang(2015)2 417]& o8
st g FEHFE AAS A, Kang(2017)2
dgloly &89 24Q99log &8ox|9 LA
£ =5kt 9HH Lee(2016)2 HTolEf A3
2 T TEHULE AESHL, Woo(2018)= H]A]
33} 7|&9) A TS AV B S8R A
Aottt 2 Ko(2019)2 A7|& AHEYEE S5

olAE Hdloly &89 A=A HbolH &8
Y& AR,

St I E Al L. A3 HEoly 289 #A=
autE oz AAPE FoAHAl, s 5 A’
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o] Bt (Al Eo] WoH) Holy Zg2
7V Aolghe A =97t v A 7= .
gloje &3 AP EED A4 2012 A3
A(Trade-off)& Zt=th. ¢4, /JIHE B3 7
2|3} dlgloly &2 tgE IFHAE 2=t A
AFE HaryddE], FH49f &Ea4 93, Hol
B FAEY] 93], g4 A2 HlgojEe} <l
TN B Mgt &3 dol" £33} 9
HEtH(Yoon, 2018). 3t HlHlolE& 1gH F2o|
glo] g o 34 o]%o HoJg 9 7hx|et 24,
glole £49] Hiel Fo] AR EaA 1L EA4 27}
of we 7HA7E Depitk= A, BlhlolH $AolA =
HEFA7F 2419 Hlolg7} As 3 E o S-S
+ A A E A6 ofEe A 5 HlolE AT
AXE 7€ E4OE Qg Hloly &8} /A E
B3E= AFohe 58 F6HA IHKim & Kim,
2020b). 3HH, Kim(2014)& HlElo]Ele} Leto]¥A]
=2 71319 98-S 5t= de =2 (Paradox)
A AL 7HA HERE ARGAY Al gE oF At
Aol Fastrhal FA3,

ooz QIR Hoe Hlholy &89 A
= AH-23} #A (Complementary Relationship)7t
7Fsstthe 4] Qltt. Park(2016)2 BlH|o]E] B4
7|&3} Zeto|HAIE T HBAR & A o, A
AREH TS Hlglolg BA9 YA 7M=& <145t
+(Big data with Privacy) 3842 & A& Ao
sttt Andreas Weigend(2017)= 'ZAE ZetolH
Al A ElolEE T3l 22 & U= 7HE Zeo
HA] it HE JEFA = 7|99 HolH &&
< o-&ote oAl g E S EgAHelE H, b
olel AA)Tt FAH(Elolg =74, Hlol A2, H|o] ¥
AY, HlolH o]X)& gHsto] ool &9 a7}
g5ty gt} I8 ERE A E FA 8217} vl

o8 282 7|40 r A3 HHst

R D

deldos JEUA AHL 4 AT

M 1 ADFE LUK BY, 5 &
oY, BEAT FIY, WA 4 A
W) Yro]e] B4 H(HY FF2

JEE
2. 1B 23t wE0|E 280

71942 A3 (Pseudonymized Information
Combination)& A 5 7 o449 UYE (Y&
AE)E WA 7HAA, 35 HA7] @ F7HEE
(Additional Information)] ZAge] §lol& ++9
AEQA & 5 YT 7HERAE Bt o]ojA] A=
o] HlolHE AASH dlolg 7+e] HAE Hrel= A
o0& 7HEPEY o]Ft A Z vl (Lee, et
al., 2017; Kim & Kim, 2020b). 783 & A2 7}
YEA-APA] B7H-AEZRA Y HAR o] RofR|=
g off 7}E A= 7HEAE A9 7|ed 29
gate.?

7R A +42% et A=A TOE
T AT AT Rt APAF= (E DS 2
ot WA Yoon(2014)2 7149 HHolH &-&8%12
ZA A2 &Y, HlolH §3(7]&890), CEO-3 Y
Q4] W& AASZ(FA L), 121 T4,
gt 74 (3749291) 5 TOE 299 IS 4
Astgict. o, Lee(2016)= HHolg =ge
FRRICEA A4 oy} B4, S, Bt
71E8%07 2R, FJ5 Ad T 248 1
I AR 4, A3A Y $H20019 FFES £
Astltt Kang(2017)2 71€8.91, HA=82<l, Ho]
El gelo] e alS mj7sto] ¥lHlolg &-&of v

Mr (|

i

Ol
W ool o2 ofN o

2) MAAHEO] 7t 22 dlolg gt AHA|(data reduction), 7FEAE](pseudonymization), FAXEl(aggregation), HF8Hsuppression), H°JE
upA7(data masking) 5= Bl AP LY A = AEE AAGFAY AT EZN /Y E(AAl dA713h2] 2ol glol= B80S Add
T Q=S 5h= 225 WK Ministry of the Interior and Safety, 2020; Woo, 2018).
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oon and Oh(2018)
%]_,_24 o]—ﬂé X] Al

Woo(zols)h %i})ﬂ 1@9%(&
M), 2A8A(HES ZH’;J. H-8), 43 A(FAA
4, {44 219)o] HlEole] AR5 A= I
S A% B4 9, Lee and Jang(2018)<
32 F7199 HHoly &89z A= TOE
g AA o] A-BAA-53H4(7]1489)), 24

FEHLAYE 2 ). AR AR

m;

1L (x;ﬂ Q0]

F

(2}73‘8'0])"] Cﬁo(}:_‘ = %‘ T']:_]"él O}Oﬂq—
o|ggt TOE Ty YYIE #1ste] B 3= 7}
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71898 qEdE

7124
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(Table 2) Research on TOE Framework

Ehk %og, grpy, 247

J2 29 1489002 7MEHEO] At v AE
A, A% 7R E 2123} 2% IS AA6A
(Kim & Kim, 2020b). #4142 /HA4R &
§§2,xg‘ H]Mtﬂz‘

-1 =2

243 Holg 289 7
= 4B FHEAE 4=

Variables

Researcher
Technology Factor

Organization Factor

Environment Factor

Data Security, Complexity,

Lian, et al.2014) Compatibility, Cost

Executive Support, Sufficient
Resources

Government Policy,
Perceived Industry Pressure

Security Technology, Cost,

Oliviera, et al.(2014) Readiness

Executive Support,
Organization Scale

Pressure of Competitor,
Legal Support

Introduction of System, Data

Hee-jeong Yoon(2014) Type

CEO-Employee Awareness,
Education-Talent Training

Invest Environment, Infra
Environment

Relative Advantage,
Complexity, Compatibility,
Security, Cost

Seon-woo Lee(2016)

Organization Scale,
Executive Support

Pressure of Competitor,
Regulation Assistance

Technology Development,

Jeong-muk Kang(2017) Standardization Networking

Legal System Factor, Data
Factor

Security Concerns, Data
Factor, Technological
Compatibility

Soo-young Yoon, Jae-in

0Oh(2018)

Professionalism,
Work Suitability, Knowledge
Sharing

IT Education, Decision-
making Based on Data

Soon-kyu Woo(2018) Security(Non-identification)

Executive Support, Cost

Pressure of Competitor,
Legal Policy Support

Relative Advantage,
Complexity, Compatibility

Jun-pil Lee,"Myeong-hee
Jang(2018)

Organization Scale, Top
Executive Support

Government Policy, Pressure
of Competitor

source: Ko(2019) research re-citation
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tHKim & Kim, 2020a). 7Fg3H AghrAL g}
ottt 259 &89 FeHolth. IHER AlA 7
2 7FEAE Ao et A Ve Aida W
7t} glole] BeA ¢4, Hiole Ada dE 5 7t
AE A digt BAo] AHsirt. 7R
& B0 71& vlolE7t BAst AT A
F712 g5 o] o] E3H M2 A S 8%
W EIMAE SRA717] dzolth. webAl, 7]%l
H71 29k dlole 9 AA % 5= &l MMAFEA
At 2R F7PHE A2 4 A

J22E AAto] st 7FgAE A2 o
glole 830 TA A FAT} SukdA, Al
A0 HAE 2= AR YERH Kim and
Song(2014)Z Hdoly 7489 27|84 A
FolA 2249 FAggolet= SHHlo] HolH
29| sl ‘AdgAlY] o ol e
oF FASH ASEA0 E8EHAHYE A ¢+ A
t}. Yang(2015)2 Davis9 7|&48&0| 23 Laufer
o] mejo|HA| Ato|2E 7| 2EFOE A sto] b
olf A% & MMUAE HAEHY} Teeid sk
7t 584, AHE &I, dFle AR, YRR
Ao v WAMSE AA Hlholy &89k
o vA= YFE AT B of2et 2AHE R
= AP E B]AEE}E gRlo] 2 Hlo[E A9 H]4]
S tHEot= 8QACEA Holg Zgto] HlEolH
A4 ATTAT} S-S UEHI A
Kang(2017)2 A&Al 3549 5108 d2E A
A 2H4 €] HElolE E/dstof Y HIA= FF
QIS EASISIT. 245, HlojE al(FeHd, A
3, AlE4, Elole #e)o] HlolH AT fARY
FEA HEolE &g Y X APATE
& Stk Park(2016)= 71€5-8C12(TAM)Z} &4l
Ato] 2 9l 7|4 2284 H(TOE Framework) ©]
£ 7|90 & Hlgloly &g tigt 2420 H
St HlolE FE 8902 A7 Hole 2t 59
[Rlo g At 7MY E EE3Le} FARRE HiQlo]

N

of rH

o
oxt MUl ai

oL

nigh
= o

SLQ
(9]

mr fE i po

88 2020712

21 & £ 9onz PR Agto] HlgolE g
o n e G ATEA oFTh Woo(2018)& =
A9 7142 4-37(TOE) ZH YA Aozt
9] E317]4480]Z(UTAUT)S 2Ee 531 d
(Integrated Model)& AIRFsl1L, -§3JAF SollA] H
dloje] 7]9te] QI E wAERA] AME-O|mo} AR
Pl TS TAE JFLYE ASHAHKim &
Kim, 2020a). o|2|3t £443H= TOE ¥4 5 HSt
A, 1495 AY, A8 4 5ol volg 2
71&4 T AT KAk HeleR B 4 9tk 1
Hug 7PEAE A% dojy &8 H(+H9 &

AL Z+= A0 ZAT 4 9k
o7l A AP E FALAT 7HEH R A o]
glo|g g0 #AES AES TeU} et AEH0
2

=

= 71 E A2 AR AL dYE HE V2
2 54& HolEz UYL A8l B =9
H 8Qlos AT WA, 7R 2gajl2 A
PHE qAlFEo] Hdolg Z8o mA= 9FHe
ishs avE et S AR AARNe Al
2 &AM Yoy 882 7153 A7l SR
e 2= Y a7 B2 QYR v E A
2747997t 5 Hlole 2] 7le4 e aRlo|o.

S =01, MAFE Ao #A7F A4t HAGPE

14/ 229 A2 1E| gt PARAE AA ¥
282 37k "k E IR R 7
dAste] LopPd FAHGL A7 S5
He A9l 7HgRE A% HAEEA %} o
ole 29| Adg2 A Aot &S
& %37 Hof Hdoly &go| I7I5H "t B3,
MABE FAE2] HEole &8 A avte] st
of 7R dohe S AYHe] B9} 4=, 1A
TEE 5] A Al A ozA TMEHE 2
graglo] 752 w33 S AR AlrEE H
5ol Hgojg o5 BAsH7|E ATHLRA 7}
AR 22 SR qTS ;YT AR dE S



THOPYE THRIQ QL E

o0 |E} E8710] BN TIREE 2ol e Y FET |

AR MR FOFAE 2tst7] fste] Y
Hol AES XMOVM %M?lL B4 2R
ES gAsks #4

& Sl A 0120&(%431@)7& Agolu A34 A
AE %z}a 940}04 ﬂﬂ’—‘i A,

4 E4 ke 3 HKim & Kun
2020a). 1B B Ao 71EHE] AT
AP E A 217} Bld|o]e] Z-8-o] TA oA A39]

HezA 225 a3E A an.

D AADHE A4 803} 7Hg R 29| oA
MAGE FA RN} 7P E Ao HA o] A3t
AR A glont gE FAR1e] Fehy
7 71ggR 2ge £842 W) AdTAS 2
1:}—/ Z;HOL A Oh—,} ui;q 7Ho x%_u;_ xg_q].}zéo] ™
a3 v A8ate] A8 90| SHste] 7HEHRY
2834 Jels) AV} BN, B0 i
AR Az ulgo] Fastel tole 2L &
otA "ch(Park, 2014; Lee, et al., 2017). 7HAGE
TAILY FolA AL 7HEEE At vA=
e und, AAYE Fogo] REshT v
e}, ojgalol] tig olFgo] TRet F9of uly
822 7hol=ele] WAZA k3to] glo] SR
g3} Ad]gol Zkah. Tz Aguigo) Z7t
= A8 ARG A 8-S AAs] Hlolg el £7}
7HIE gole 7I4E Age FasH Frk(Park,

_4

=
o

Lm&g ot

2017; Lee, et al., 2017). 3t4 Ko, et al.2017)=
MAYE B3 E Haff v]4EA Q]
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Regulation Level of

Personal Information

« Definition Regulation

Pseudonymized
Information Combination(Mediator)

» Non—identification of Combination
« Standardization of Combined data
* Presponsibility of Combination

Big Data

« Consent Regulation
« Supervisory Authority

A
|
|
|

Utilization

Regulation
* Punishment Intensity
Regulation
Pseudonymized Information
Combination(Moderator)
« Type of Combination Institution
(I8 1) a2y
(Fig. 1) Research Model
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(Table 3) Operational Definition of Variables and Measurement Questions

Variables(Factors) Operatioinal Definition & Measurement Questions Source
The degree to which personal information and pseudonym information
is easily distinguished from non-personal information such as
Certainty of | anonymous information Jin-young
Personal | o The concept distinction between personal information and non- Kim(2017),
Information | personal information is clear. Seoung-Eun
Definition | ¢ The definition of personal information is clearly defined and specified. Cho(2017) etc.
¢ In Korea, the scope of personal information is clear, so it is easy to
handle business.
Degree of easiness of acquiring consent to personal information subject
in legal requirements: collection and use of personal information,
offering to third parties, provision of public affairs, urgent life and
Easiness of | Dhysical benefits, and purpose of statistics and academic research Young-Jun
Personal | e Upon the informed consent of the data subject, the personal Kwon(2015),
Information | information will be safely processed. Sang-moo
Consent eIt is easy to obtain the consent of the data subject every time from the Lee(2019) etc.
personal information controller's point of view.
Regulation e[t is easy to obtain the consent of the data subject every time from the
Facotors of information controller's point of view.
Personal Degree of integration into one control tower; Personal Information
Information Protection Committee(PIPC) dispersed by diverse Jurisdiction: Ministry
of the Interior and Security(MOIS) takes on public institutions, the Korea | T sonal.
Integration | Communications Commission(KCC) supervises online, and the Financial Informgtlon
of Personal | Services Commission(FSC) supervises financial agency grotect.lon 2019
Informgtion ° The scope of regulatory jurisdiction for personal information H?\I;]}Egtee '
Supervisory | supervisory authority by sector is clear. Kim(2017), Soo-
Authority | o1t is easy to distinguish who the personal information supervisory yeon Kim(’2015)
authority is depending on the job. ete.
° Personal information supervisory authority’s regulations have been
clearly regulated, making it convenient.
In case of violation of laws, proper criminal penalties such as
Proper imprisonment, fines are imposed instead of administrative penalties.
Criminal Yong-hak
Punishment | ® I case of violation of personal information protection laws, the Kim(2019),
upon intensity of punishment for imprisonment is appropriate. Kyung-jin
Violation of | ®In case of violation of personal information protection laws, Choi(2018) etc.
Laws administrative punishment, such as fines, is appropriate.
° Korea has an appropriate level of punishment for violating laws.
Technical proficiency that eliminates the identification of personal
information before heterogeneous data combining and the risk of
re-identification of combined data and legal certainty regulated by law | Noh-hyung
. Non- or statute Park(2016),
Pseudonymized| ., .. .
Information identification | e [n the case of combining pseudonymized information, non- Hyeon-cheol
Combination of identification measures lower the risk of re-identification. Yang(2015),
Combination | e n case of combining pseudonymized information, non-identification | Soon-kyu
measures increase the effectiveness of data. Woo(2018) etc.
° When combining pseudonymized information, the scope of use of the
combined data should be clarified.
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Variables(Factors) Operatioinal Definition & Measurement Questions Source
Degree to which data types, formats, definitions, and components are
processed into standardized data for easier combining of
pseudonymized information
Standardization Hyeon-sung
of Combined | © The accuracy and clearness of pseudonymized information will be Kim(2012),
Pseudonymized | useful for combining data. Jeong-muk
Information | e Interoperability of pseudonymized information will be useful for Kang(2017) etc.
combining data.
* Standardization of the quality of combined pseudonymized
information contributes to the use of big data.
Strength of punishment for safety management in case of violation of
pseudonymized information combination such as encryption of
combined data; designation of security officer for combined data; and
approval of export of combined data
Sung-wook
Responsibility | e In the case of combining pseudonymized information, approval of Huh(2014), Jun-
of external export of the combined data is required. pil Lee-Myeong-
Combination | e In the case of combining pseudonymized information, the combined | hee Jang(2018)
Pseudonymized data requires administrative, physical, and technical protection etc.
Information measures such as encryption.
Combination °In the case of combining pseudonymized information, safety measures
are necessary to prevent personal information from being
re-identified.
Organizational type performing data combination activity such as non-
identification and adequacy assessment when combining data and
pseudonymized information (free-type, intermediary-type, designated-
type)
» Defining the type of institutes combining pseudonymized information
Type of helps facilitate big data use with little government involvement and Eun-woo Lee, et
Combination high-level of autonomy given to the institutes. al.(2017), Hak-
Institutes | ° When combining pseudonymized information with other institutes, soo Ko(2017)
which institute type is most preferred? ete.
(@ Free-type (the government permits public and private institutes
based on facility qualifications, etc. to perform data combining)
@ Intermediary-type (a trusted third party mediates data combining
and is accredited by government)
® Designated-type (patented by government exclusively as an agency
for data combining)
Intentions of use and actions such as business performance, continuous
use, and intention to recommend using big data Venkatesh, et
. - al.(2003), Soon-
Big Data Utilization » We are using big data and will continue to use it. kyu Woo(2018)
o [ am satisfied with my decision to use big data. ete.
» We will be happy to use big data.

source: Kim & Kim, s(2020b) re-citation
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V. 25=4 21 2. Rt Etehy U M2 25
1. BREY BeHo2 drngel B YL o
E|

(B 49 o], SEALY QITEAY ES A EX(Factor
AL Ia7t 61.6%, A= 38.4%E TAEA A

2 o Y éxélh’% é S 490 2
o AR 2YAYS 165%7 ARl AT & A Gk 2AERES 9k AozA A2us Iug
o} 9|

AL, 83.0%< 2¥4 ol . AH2 FYF (Chronbach’s )2 ARSI
A7} 29.5%, 5571H0] 26.2%, 47190l 18.6%,

AFAADAE 13.5% 59 €22 Yebth 452 1) 343 SAi 9 e 44
HH 0] 46.4%, 71€2 0] 38.8%, ATA 501 3.0% B AL A

L 2 QQ1&A4(Exploratory Factor

407 ZAFQL AFL 74 oot = AFYEo]  Analysis) AEO £AS womA Tl MpE

57.4%, 65 T= g0l 24.0%, 57 oI B @ 2 YT 890 Fo] ¥ILE FPAI= B
i

A5 ool 18.6% ol ot FUT 8AL FEHE W 3 7V go| o]

(B 4) SEXt B2EY
(Table 4) Characteristics of Respondents

=
Male 146 61.6
Sex

Female 91 38.4
Combination Yes 39 16.4
Experience No 198 83.6
NN 70 29.5
Local Government 32 13.5
Public Institute 62 26.2

Office
Big Company 25 10.5
Small Company 44 18.6
Self-employment 4 1.7
Technical Job 92 38.8
Occupation Administrative Job 110 46.4
Research Job 35 14.8
Employee Level(7th) 136 57.4
Rank Team Manager Level(6th) 57 24.0
Deputy Level(5th) 44 18.6
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|5 RIEA Rdl A& 24 35849
o] At & AFoA = T HE
ofm| Sle IFZ ooy YA TR =4
£ot9tHKim & Ahn, 2014). 183 891 QMFS}
= ol M S8A4S fAok=T Adet 4
Z}35) A B (Orthogonal Rotation) 5 H|ZHA 3
Z(Varimax Rotation) W¥H<S Aot tHChae,
1997). 7t ¥4=9] Q17ke] A9 A& Het

W+ QA& A ZH(Facor Loading)9 &7 L
=2 78S 2= .50 oS 7IE0E AH6t9)
oH(Kang, 1997), 2t 8310] AA| &A4to] tisf H
S 4 e S UE F+= 144k Eigen Value)
2 1 o= 712 % olgith U E A<, ¢
glole &8, 71EAE A% SHAEE= IF40]
1 o]dQl 8709 =9 99102 FEE Qlof #
E}d = (Discriminant Validity)7} Q1% et £
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Lo TH X

(Table 5) Results of Exploratory Factor Analysis and Reliability Analysis

Construct 1 2 3 4 5 6 7 8  |Communality Cronbachis
alpha
Definition 109 | -100 | 184 | 307 | 832 | .140 | .147 | 083 889 .
Regulation 077 | -041 | 270 | 338 | 752 | 105 | 170 | 205 842 '
Consent 172 | -070 | 205 | 107 | 099 | .108 | 886 | .022 775 "
Regulation 211 | -006 | 022 | 255 | 301 | 047 | 642 | 399 895 '
Supervisory 085 | -090 | .18 | 876 | 210 | 028 | 142 | 213 912
Authority 918
Regulation 120 | -143 | 082 | 840 | 339 | 056 | .133 | .169 927
Punishment -031 970 | -119 | -087 | -059 | -.069 | -047 | -.055 975
Intensity 982
Regulation -036 968 | -120 | -098 | -063 | -059 | -034 | -070 977
Big data 128 | -084 | 152 | 278 | 179 | 065 | .110 | 857 859 "
Utilization 117 | -292 | 453 | 299 | 103 | 057 | 330 | 467 735 '
Non- 204 | -138 | 802 | 244 | 088 | 212 | 190 | 079 866
identification of 265 -.091 708 018 427 121 .060 206 912 861
Combination ™1™ ke | se4 | 088 | 343 | 249 | 083 | o042 | 834
Standardization | 832 | -009 | 133 | 030 | .108 | 214 | .108 | 202 821
of Combined
peeudonymived | 570 008 | 253 | 098 | -020 | 153 | 149 | 017 887 913
Information 888 | -093 | 110 | 109 | 151 | 216 | .103 | .021 902
Responsibility of | 299 | ~122 | 094 | 063 | 210 | 874 | 014 | 009 925 -
Combination 248 | -021 | 255 | 020 | 015 | 863 | .138 | .085 899 '
Eigen Value 7.461 2329 1.798 | 1.126 912 828 695 582
KMO(Kaiser-Meyer-Olkin) 822
Chi-Square 3406.165
Bartlett's Test
df(p) 153(.000)
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(Table 6) Confirmatory Factor Analysis Results

o 2o AF/do] e AL g

Non-standardized Standardized C.R.(Construct
Constriict Estimates s C Estimates Euro AUE Reliability)
L 1 0.874 0.704
Definition 0059 | 17079" 0589 0741
egulation 1.015 0921 0.419
1 0.851 0.864
Consent Regulation -.091 8.706™* 0.469 0.634
0.793 0.651 0.437
Supervisory 1 0.993 0.392
Authority 0.048 19.075** 0.685 0.812
Regulation 0916 0911 0455
: 1 0.993 0.031
Punishment 0039 | 25203 0920 0.959
Intensity Regulation 0.977 0.971 0.136
1 0.689 0.406
Big data Utilization 0.099 10.410 0.550 0.708
1.027 0.816 0.529
1 0.870 0.456
Non-identification [ o 065 | 14957 | 0812 0.698 0514 0.760
of Combination
0.928 0.777 0.759
Standardization of 1 0.825 0.466
Combined sl
Pseudonymized 1.144 0.066 17.207 0.905 0.341 0.633 0.838
Information 1.163 0.920 0.554
g 1 0.916 0.804
Responsibilty of 0068 | 13.530% 0566 0723
ombination 0915 0.853 0397
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(Table 7) Discriminant Validity Results

Co-Relation
Construct
1 2 3 4 5 6 7 8
Definition Regulation 0.802
Consent Regulation 0.251 0.809
Supervisory Authority Regulation | 0.581 0.431 0.784
Punishment Intensity Regulation | -0.359 | -0.375 0.388 0.779
Big data Utilization 0.152 0.441 0.356 | -0.484 0.799
Non-identification of
Combination 0.367 0.249 0.277 -0.337 0375 0.759
Standardization of Combined o 1 | 0103 | 0026 | -0007 | 0077 | 0136 | 0828
Pseudonymized Information
Responsibility of Combination 0.432 0.208 0.285 | -0.238 0.156 0329 0.134 0.727
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(Table 8) Goodness—of-fit Test of Structural Equation Model

Goodness—of-fit Index Optimal Model Test Value
%2 ».05 89.731
GFI near 1.0 923
Absolute Fit Index

RMR near 0 120
RMSEA near .108
CFl near 1.0 894

Incremental Fit Index
TLI near 1.0 878
Parsimony Fit Index AGFI near 1.0 856

(B9) Z=EY

(Table 9) Path Analysis
Hypothesis Path R SE. | CR. P B
Big data Utilization «— | Regulation Level of Personal Information 0699 .066|10575| .001| 567
Big data Utilization « | Definition Regulation 403| .041| 9.895| .001| .541
Big data Utilization « | Consent Regulation 417 .041]10.173| .001| 552
Big data Utilization « | Supervisory Authority Regulation 441 .039|11.438| .001| .597
Big data Utilization « | Punishment Intensity Regulation -262| 048 |-5.443| .001| -334
Big data Utilization «— | Pseudonymized Information Combination 4941 .061| 8.089| .001| .466
Big data Utilization «— | Non-identification of Combination 553 052110237 .001| .555

Standardization of Combined Pseudonymized

Big data Utilization - 291 050 5.839| .001| .355

Information
Big data Utilization «— | Responsibility of Combination 238 .055| 4.907| .001| 270
Pseudonymized Information | < | Regulation level of Personal Information 510) .068| 7.513| .001| 439
Pseudonymized Information | < | Definition Regulation 583 .065| 8343 | .167| 556
Pseudonymized Information | < | Consent Regulation 463| 034110231 .087| .523
Pseudonymized Information | « | Supervisory Authority Regulation 442 043] 5.692| .001| 564
Pseudonymized Information | « | Punishment Intensity Regulation -342| 056 |-4.746| 213 | -.412

MAFE A L8AL wdolg &&o FaI HHAINE F= A0 Ueyt), d7fH49] 7148
567), AFa1K449), P38 118)5 sAlol 11 B9 FoA = FEAEH Y (Bootstrapping) A
AE AoZ Yehy A¥avh= B2 /s 53 27 pgtol 0012 Fol5HA Uebtet. mabA 71y
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A= 070, C.R(Critical Ratio)= 7.8672A4] £-9ju]
g A0 2 Yehth(p.0019A4 5903, 73 =
graglo] Hlgioly &-g3to] AN H(+) #2
FFZ A EE (FHE 2)+= A=A

A, 7V g8 ] i/l avE d5otsinh. |
A AR FAILRRl] Holg A WA= I
g HEETASFE 51009, EELAE 068,
C.R(Critical Ratio)= 7.5130.24 FoJu|3t Ao
UEFRTHp <0014 FoJu]dh). /AP E A 8.2
ol Hleo]8 &gl n|A|= YFOEA HIHEI AP
£ 28509, BF2A= 061, C.R(Critical Ratio)
= 470824 fofHIg 202 UERTHp 00104
Folmg.

(R 10)3} Zol, /AP E FA 20 o]
B 2-839] HA0fA 7HEAE A% Wi At
118" 2 yehygtt, BEAEHH(Bias Corrected
Bootstrapping) H5H4S &&oto] 7184 E 4
o] v axte) fo8E AST 2, 95% Al
7ol A 0.18~1.839] AFatghat ofghgtS ol 9l

i)

<

{Pseudonymized Information Combination)

Non—identification
of Combination

(Regulation level of
Personal Information)

Definition
Regulation

Consent
Regulation

Supervisory
Authority Regulation

a2
Punishment _—
intensity Regulation

Standardization
of Combined data

~262 __.--mTT

Responsibility
of Combination

Big Data
Utilization

(18 2) 3=

=4 21

(Fig. 2) Result of Path Analysis
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(B 10) IIHE2t HE
(Table 10) Test of Mediating Effect

‘ ‘ Bootstrap
Path Total Direct | In=direct | Significant(95%)
Effect Effect Effect
Lower ~ Upper
Regulation level of Personal Information = Pseudonymized o R
Information Combination — Big data Utilization 507 449 118 0.18~183
Regulation level of Personal Information — Non-identification of - R
Combination — Big data Utilization 567 356 211 1.34~376
Regulation level of Personal Information — Standardization of v
Combined Pseudonymized Information— Big data Utilization 507 03 064 1,06 ~2.09
Regulation level of Personal Information = Respoinsibility of " R
Combination — Big data Utilization 507 532 035 065 ~275
*pC.05, ™ p01
o] “0"g ZJstA ot FAFCE FASHUT. B & A=t M 32 AEHUT F, AAPE A
S ZAFE FA|Qlo] HHlolE &-82] FaFeol of A9 B2 AR o R A E Ak H|AEA,

i
S AHENE FAHCE FOSIEE, 7HEYE A

IFE A1) HHolg &0 HA= 9
& Fwi7l(Partial Mediation)ﬁ}% A0Z et
gt AlRA 02 ujyj¥4ol JFEAE A LAQ
191 A9 vlaEA, A% 7}%13-”?— ®E3) A% A9
39 iR E AmESITh A HA AL Al
AHE A 8Qlo] ol &-&o] F8Y
2t 356, 7T 2118 1 JoH 7&@&44
4% Bootstrapping A543 +ou|stct. 2
& 7P R 220 U E A 8<l0] Hgo]E
5}301] a3 567, A¥ad} 503, 7-Had 064

< F1 9loH, Bootstrapping A5A3}, AF7t
oA -1.06~2.099] ezt sketgtol A “07o] =g
=of Qo] 78 ¥e] FojdS YA ookt 2
AL AP E A 8.210] HlEolE] &-gof F
a3 567, AREI 532, HHEF 0358 F2 AU
o1, Bootstrapping A% A3, (AT Fo4 T
Q’O]ﬂ‘”‘:} lﬂ‘ji R E A1 8917} H]go]E

A FHﬂ)OﬂH UH7H£J+7} ek kst 27t
ECERFErLEES L RELEREDE =S
37} Bl sl Yrh ol dold Belol WS
go]e] gl wof wiE Wast olct. s, A2A
% 49 S5 YL 4 AUPeE AT
3l 2y R4 A48 3 5
of BAgiol WHRE A 9o

of Gk 2L Ak,

&2 MR A 819 HdlolE 2-g3te] #
AA 2718 f39 2ERHS 24U
71§92 7HEHE Aol oigt =719 AYH
ot 712ke] A& wet 29, %, AFBL

i)
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Pol= HEH(I4Y)
(Pairwise parameter comparison)2} AH0]
AR B AtoAe gutdog ARSI} 37
o o]4Ql 9o H=9] Aol 7} 0.01 F-oEolA 2
SAZOl £1.560] Yo M-S Aok tfgE 2
SH| WHPE S AREStH(Bae, 2018). (B 11)3 Zo],

w8 T A3, M3, AY P eAd= A
g2 AL A} HEoly 2-83te] #A A H(+)
AL YEUA] ooF UM D= 714300,
T A2 AAYE StA HEoly 281
oA 2B 3te] FAF Aol7t -2.450™, /0B
A Zpo]7k -2.399** 02 +1.56K 0 & g Ko
W 7Y T ALE, $MF, ARE €22 F()

24T} Gl A= ety BAAT, A8

LA

F7)1

2 ok

f &L CL10 o

e
LA

1o i o

(2 11) 2712 /389 2+110| A3

(Table 11) Pairwise Parameter Comparison Test of Type of Institutes Combining Data

Model NPAR CMIN DF p CMIN/DF
Default model 90 116.577 76 .002 1.554
Definition Regulation Free-type Intermediary-type Degsignated-type
Free-type .000
Intermediary-type -.828 .000
Degsignated-type - 475 391 .000
Consent Regulation Free-type Intermediary-type Degsignated-type
Free-type .000
Intermediary-type -.216 .000
Degsignated-type -2.450™* -2.399** .000
Supervisory Authority Regulation Free-type Intermediary-type Degsignated-type
Free-type .000
Intermediary-type -077 .000
Degsignated-type -.078 -.002 .000
Punishment Intensity Regulation Free-type Intermediary-type Degsignated-type
Free-type .000
Intermediary-type 535 .000
Degsignated-type 1.237 828 .000

*p(.05, ** p<.01

3) 38 B4R (Pairwise parameter comparison)e + E4ARIE 275 AF2 53 € & At & BEAFCR)Y ARk 2 J2 3| AA Y
YL AAgko] B(+)Y WAz 7Holng SEFY A +1.565 T TH AFFY FRASTH ST, ARFE Ak e AR S

128 olgh ol 337 o] 22N £42 AL 2 Hol

vt 5t (Bae, 2018).

102 2020-7t2

AL Qe 249 Fol7h et

Gomg thgd miwst



}/ HRPEE TFRIQRIL} EIC|0JE 237t0| 2AA 71EEE 2| offE &

Xl“

9, MY, AHY o2 AR FARRICE A3 Fa, A9 7R e
A L
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= LECESERRE
T

SO tAel df 5. 7HEHE Zat

AL A48, B4, 493 ¢or 2AaN 9

L 703 Yepdtt o]st Ak X
71919] Hgo] Wopd] 7|9z 4o e

a7} A, SAFA 94

™
(o]
Bt & £ A Age

_U,__]:H/K]-Oi u]7]-
1939 2

Mol et A gol 2318 YEFA &5l fr2] 3 HEofE &89 A A At

e A, JE|al 71E AR 2] 270 A JJE«I NETE 7R, 29718 %291

AAE GRS A FARAZA 2 27|24 A A 49l

(B12) 71443 2y
(Table 12) Hypothesis Test Results

9l

APE A8
o ()9 IF
Ju AL

o

A2 ulgo|E 8

=2 0

= 90 o

Research Hypothesis

Detailed Hypothesis

Test Results

Definition Regulation — Big Data Utilization(+) Adoption
Hypothesis 1: Regulation factors of i ; o -
personal information will have Consent Regulation — Big Data Utilization(+) Adoption
po.s.itiv§(+) effect on big data Supervisory Authority Regulation — Big Data Utilization(+) Adoption
utilization.
Punishment Regulation — Big Data Utilization(+) Rejection
Non- Non-identification — Big Data Utilization(+) Adoption
Hypothesis 2: Pseudonymized & P
information combination will have Standardization of Combined Pseudonymized Information Adobtion
positive(+) effect on big data — Big Data Utilization(+) P
utilization. o i . -
Responsibility — Big Data Utilization(+) Adoption
Hypothesis 3(Mediating Effect): Regulation Factors — Non-identification(+) = Big Data Partial
Pseudonymized information Utilization Adoption
inati ill h itive(+
combpauon Wit have po s1t1v§( ) Regulation Factors — Standardization of Combined Partial
mediating effect in relationship . . : T .
. Pseudonymized Information(+) — Big Data Utilization Adoption
between regulation factors of
personal information and big data ) o . L Partial
utilization. Regulation Factors — Responsibility (+) — Big Data Utilization Adoption
Hypothesis 4(Moderating Effect): Delgipitli)on Rggil.lati.on x Type of Combination Institution Rejection
Type of institutes combining 1g Vata Utilization
pseudonymized information will Consent Regulation x Type of Combination Institution Reiecti
have moderating effect in order of | — Big Data Utilization ejection
free-type, intermediary-type, and
designated-type in relationship Supervisory Authority Regulation x Type of Combination Reiection
between regulation factors of Institution — Big Data Utilization )
p§r§ongl information and big data Punishment Regulation X Type of Combination Institution -
utilization. Rejection

— Big Data Utilization
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. (High Protection &
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Low Utilization)

(O3 3) afstd 28
(Fig. 3)Good Regulation Model
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215}l Qltk(Lee, 2019; Lee, 2019; Koo, 2018).

dBg 7HEHS A0S BA5kL AgtAl B3
o Aztstof (& 13)3 2ol HHA A W& ==
At 2202 JJIHETH E&Rh
259 ddole] 2 %?434 nwo} %7
20lo] mrﬂom

A £9), F57 M@H%wmcw 3
Us]o] B, ABE FAGAPLY A4 A
2 ANt 283 A9R 289 AR 3
Fa%) ve 23 M AEEAE 714 2 o
9y, 2Y HEAE BESHET AR 5 HY

] H O]

AL AIAA =), 2 ADF(EH AAZEE
A

:\9

ALl X**‘lo}oﬂf‘% H?l AEESH A1E 57
2o AAFEEZO} &EE FAIL a7t Yt
Heo] @8 NAYEES AL B HAHYEA
Yo'z WS, Aol AP EES Eet of
Ye} Hgole 28 Je3t de7ke AdeR 4=
shojof gttt

@ AR E} 71 H o] L&Y A}

MAGEe} 7HE A E ] ZEHAE FA st of
0“1} % 23 AEARA [PFE, MACFZ, T

D 5= MAGE Aol A AJNA B
111/‘13}0401: gt 3 Wi AH| sigsle A

59| A9os AYR] BFUhE FATIOoF
k. obge, AR FHL Yy 2
gz Vst ViR 28 % 5o B

o IAE GAAE 2871 Stk & AR RS
020(Online to Offline) 2g}0l-Q Zg}o] &
7tEAE Aol s, 23t AR FutE <l
5, 95y =
_%_

B3] AA]sfolof g,

FHokEH 105



| wsEA KRGS |

(213 ) Afstirof 22tst YUX AAE
(Table 13 ) Policy Implications in Good Regulation Model

Good Regulation Model
* Specification of personal information protection and utilization principles, name
General change to the Personal Information Committee” and invitation of experts for personal
information protection and utilization
¢ (Definition) Refine the scope of use of pseudonymized information
Regulation ¢ (Consent) Introduce comprehensive consent and opt-out consent
Personal Factor of o (Supervisory Authority) Integration of ‘Personal Information Protection Committee’
4 Personal with ‘Financial Services Commission’
Information Inf . « (Punish I ity) C . ) iminal punish . .
Regulation nformation unishment Intensity) Converting excessive criminal punishment into economic
. punishment, including fines
Policy
¢ (Non-identification) Non-identification technology development and human resource
Pseudonymized development
Inform};tion ¢ (Standardization) Establishment of a collaboration system with other agencies
- supporting start-ups, through institutes combining personal information.
Combination o ; ; N )
¢ (Responsibility) Setting of regulation-free zones of pseudonymized information
combination
® 2259 9 4552 A (Opt-our) £ A% Az et Awsdo] asid,

EL5Y 4 A HiA ALE =dst] o ©® 7FERE A% wAd Tle g Qg
YRS A 5 AEE ASAAE AU A 2T WA 15 el 28
91714k 42o] 9 Qelstolof Bk Lee(2019)9] Sl sole} Agte] 243} Heole] B4IE 99
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bg A st 7HEAE A HlEo]
Bl &8 A= JF2 HET 297t AHKim &
Kim, 2020a).

ro _P" m[ru l‘l[‘

ﬁ_{é

FHokgH 107



| HEsEMHTE RS |

B References

4™ Tndustrial Revolution Committee (2019).
Recommendation for Government on 4™
Industrial Revolution.

ARG B3] (2019). AAHAIAEE BfAF Aaeh )

Bae, B. (2018). Mediating Effect and Moderating
Effect Analysis.

{2 (2018). (i/HEs} € 2EET} £A4) )

Barron, R., & Kenny, D. (1986). “The moderator-
mediator variable distinction in social
psychology research: Conceptual, strategic,
and statistical consideration.” Journal of
Personality and Social Psychology, 51(6):
1173-1182.

Cha, Y. (2019). “Data Economy and the Trends of
De-identification Technology in Personal
Information Protection.” Weekly Technology
Trends. 1ITP(Institute of Information &
Communications Technology Planning &
Evaluation).

{74 (2019). Hlole AA AURE H]4E7]& 53
(F1e5%).7.10, FEEA718571 )

Chae, S. (1997). Maketing Research. Seoul: Hakhyeonsa.

AL (1997). (HAE ZARE). Ao AL}

Chan, F., Chong, A. & Zhou, L. (2013). “An empirical
investigation of factors affecting e-collaboration
diffusion in SMEs.” International Journal of
Production Economics, 138(2): 329-344.

Cho, S. (2017). Improvement Stragy of Information
Usability under Personal Information Protection
Legal System.” Premium Report of Korea
Information Society Development Institute.

{(RAL(2017). HAAREES HA sl FHSLA A
ek, KISDI Premium Report.}

Choi, H. & Choi, Y. & Lee, S. (2018). 4 Study on
Improvement of Personal Information
Protection System. Booklet of Sustainable
Growth Initiative.

@ F2H-0142 (2018). UHJIFEESAE 7HARL
A A&golYME B T A w4 }

Choi, K. (2017). “Artificial Intelligence, Data, and
Law” (ed.) Data Economy. Seoul: Hans media.

108 2020-7t2

#7440 (2017). “UFA5% wlofE, 221 5. (Flolg o]
ko), AE: gtAn|to]}

Gartner (2011). How to Plan, Participate and Prosper
in the Data Economy.

Heo, S. (2014). “Big Data Legal Issues in Korea.”
Journal of Law & Public Utilities, 7(2), 7-21.

o144 (2014). =04 HHo|HE & 4 BH3} A
TA 3. (AATHA R, 78 23, 7-21

IDC. (2017). Worldwide Semiannual Big Data and
Analytics Spending Guide.

IDC. (2019a). Worldwide Big Data and Analytics
Software Forecast, 2019-2013.

IDC. (2019b). Korea Big data and Analytics Forecast:
2018-2022.

IMD. (2018). IMD World Digital Competitiveness
Ranking 2018.

Kang, B. (1997). Multivariate Statistical Analysis using
Matrices and SPSS/PC. Seoul: Hakhyeonsa.

{7 A (1997). (FE1} SPSS/PC o]& tHHEIEARA),
A& BreAL)

Kang, J. (2017). “An Analysis on the Factors Affecting
of Bigdata Utilization in Local Government:
Focused on the Public Servants Perception in
Seoul.” Journal of Governance Studies, 12(1),
161-197.

A% (2017). ABAEY Hdolg Z-8of A3t JF
B AEA 3FEY AQAE FHCE (FAHY
A, 12918, 161-197)

Kim, L. (2017). “A Study on the Role and Function of
Personal Information Protection Commission.”
Study on the American Constitution, 28(2),
219-273.

{A4g (2017). ¥ MAFEESH AAY A=7]F HA
Au|arote] wek At (v=AHMAT), 284 23,
219-273.}

Kim, J. (2017). “Review the Regulation and the
Improvement in the Big Data: Focusing on the
Policy Directionsn and Legislation of the New
Government.” IT & Law Review, 15, 157-191.

{71319 (2017). Hld|olE] Hof 1A} 7} AHket AE: AgHE
o] A} QIHIA 5 HOE. (T | A1),
159, 157-191}

Kim, J. & Song, T. (2014). “A Study on Initial



THOPYE THRIQ QL E

SI00]E} R210) 401 71Rls Zglel phaD Y FuE |

Characterization of Big Data Technology
Acceptance: Moderating Role of Technology
User & Technology Utilizer.” Journal of the
Korea Contents Association, 14(9), 538-555.

{14458 (2014). HlElolE 71&489 27184 A
71018 3 74884 Y 2YJIE FHO
2@ %Ez%@%ﬂ]) 148 93, 538-555.}

Kim, S. (2014). “A Study of the Personalization

Service and Privacy Paradox in the Big Data

Era-Focus on the Sociotechnical Perspective.”

Journal of the Korean Cadestre Information

Association, 16(2), 193-207.

(2014). Hlol&] Althof ]IS} AH| A%} meto]H
Al 2=A0) 1% GAAHESIA), 164 2

2, 193-207.}

Kim, S. & Kim, S. (2020a). “The effect of Personal
Information Regulation Level and Data
Combination on Big Data Utilization.” Journal
of Korea Technology Innovation Society,
23(2): 306-324.

{73%-1047 (2020a). 74
of Htlol&] &gof A=
Ay, 238 23, 306-324.}

Kim, S. & Kim, S. (2020b). “An Exploration on

Personal Information Regulation Factors and

Data Combination Factors affecting Big Data

Utilization.” Journal of the Korea Institute of

Information Security & Cryptology, 30(2):

287 304.

447 (2020b). Bleolg &g FF= HA= A
@H THA| 8913} HlofE ﬁ?JELO 9 HA. (JHK

383=8A), 304 23, 287-304.}

Kim, T. & Lee, S. (2012). “Regulatory Stringency: with
the Application of Report Regulations in
Korea.” Journal of Regulation Studies, 21(2),
147-185.

{Ze&-olsot (2012). FAZEZ ek Al2H A AL
THAle st 8-S AR (FAYED, 2198 23,
147-185.}

Kim, Y. (2019). “A Study on the Improvement of
Punishment System for Personal Information
Violation.” Doctoral dissertation, Soongsil
University.

{1A

Ru FALET goly 2%
CRRUEEL LS

{7“0 {3

{7142+ (2019). R E Ao Lell hgt AEA = HAH
T AR AroldE FF ASS THOE).
AN A=}

Ko, H. (2019). “A Study on Factors Affecting the Intentio
nto Use Big Data in Businesses.” Doctoral
dissertation. Soongsil University.

{134 (2019). 7199 Hdlold E&9&o] J3FZ HA|
= 890 &3t A, AL WA=}

Ko, H. (2019). The Effect on Korea's Personal
Information Protection Law in GDPR era.

$74 (2019). (GDPRY &= 7AAPEED HA Tt
3P}

Ko, H., Lee, D., Lee, S., Kim, E. & Jeong, J. (2017).
De-identifying Personal Information. Seoul:
PakYoungSa.

(a0l SR T2 AT (017). IR ¥
NS R A8 S

Koo, T. (2017). Regulatory rationalization plan for
innovative industry development. Korean
Federation of Science and Technology Societies.

(e (2017). “GAARY A et ARG S e
glolgjAto]dA WA g AR} 2 A=
A, e e 9 A AR

Korean Chamber of Commerce (2018). Institutional
Improvement Survey on Personal Information
Protection.

{detd-32194 (2018). VNAREE A= 74 AZ2AD) )

Kwon, Y. (2015). “Thought on the Self-Determination
Right to Peronal Information and the Consent
Regime.” 2015 Naver Privacy White Paper.

{HYZ (2015). “NABE A7 2R E YA =] ofst
&7 2015 Yol Privacy White Paper).}

Lee, E, Oh, B., Im, J., Jang, Y. & Hwang, K. (2017). A
Study on Introduction of Data Linkage &
Combination Support System. Personal
Information Protection Commission.

{o] 292 Y- AX 3] AFo] -5k (2017). (ol &
AAT AGAE ZdFt A, HAPEET Y
o3}

Lee, H. (2019). “A study on Legislation of Social
Regulation: the Perspective of Regulatory
Paradox.” Journal of Parliamentary Research,

13(1): 5-69.

FHakEH 109



| HEsEMHTE RS |

{189 (2019). FAGH THAA £ A31F A4 Y
A} A AAFEES AE FHOE (9F
=%, 138 12, 5-69.

Lee, ]. & Jang, M. (2018). “A Study on the Intention to
Use Big data Based on the Technology
Organization Environment and Innovation
Diffusion Theory in Shipping and Port
Organization.” Journal of Korea Port Economic
Association, 34(3), 159-181.

{02243 (2018). TOES FAlgH4to] 2of whe o3
122 9] dglo]E] AL of H3t AT, (3=t
AARIA), 3448 35, 159181}

Lee, S. (2016). “Research on Determinants for Big data
System Adoption in Organization.” Doctoral
dissertation, Sungkyunkwan University.

{ol 4% (2016). (RA o)A HlEo]g AA” Z=Q)E 3t
27 8900f gt ). A Hstn HhARRH =R}

Lee, S. (2017). Suggestion of Improvement Plan for
advancement of Personal Informantion
Protection Act. Conference Booklet of 50th
Anniversary of E-Government.

{014 (2017). “NAHEH HASHE 2t AT At
dgolg A9 A ESL3} A ARHHS50
Fd seA Az )

Lee, S. (2019). “Personal Information Utilization and
Role of Government.” (ed,) Regulatory Reform
Task and Case Study for promoting New
Industries. Jinhan M&B.

{oldF (2019). “HABE L&} 7Y AL, (AHAZ
A& A5t FAMNE A2 A AL, A M&B.)

Lian, J., Yen, D. & Wang, Y. (2014). “An exploratory
study to understand the critical factors
affecting the decision to adopt cloud
computing in Taiwan hospital.” International
Journal of Information Management, 34,
28-36.

Ministry of Interior and Safety (2020). Ex-notice on
Combination and Export of Psudonymized
Informatioin.

{HPAR (2020). PHEHEY 2% 4 & 5o Wk 1
Al

Oliveira, T., Thomas, M. & Espadanal, M. (2014).
“Assessing the determinants of cloud computing

110 2020-7t2

adoption: An analysis of the manufacturing and
services sectors.” Information and Management,
51,497-510.

Park, K. (2018). “Big data Possibility in Personal
Information Protection Legal system.” (ed.)
Personal Informaion in the 4th Industrial
Revolution Era. Seoul: Sechang publisher.

{ZA3] (2016). (FHAE| 2004 HHjolE 289 2489
of T3t A Hloje FAAYE FHE). A%
BIRTAEIZN SIS

Park, N. (2016). “Improvement Review of Korea's
Personal Information Protetion Legal system
according to the Analysis of Personal
Information Protection Act in major countries
on Big Data.” <2016 Naver Privacy White
Paper.)

{H:3 (2016). HHolH # F8=719] AUHEESH
AL £A40 BE o AR EESHY A HE.
{2016 Ylo|H Privacy White Paper).}

People Power 21 (2018). 2007-2017 Worst 44 in
Personal Information suffering history.
Research paper.

{Fofeldi(2018). (2007-2017 AAHE A Worst
44). @FEIA }

Personal Information Protection Commission. &
Ministry of the Interior and Safety. (2018). 2018
Survey of Personal Information Protection in
Korea.

THIH B H 3 9 U3 FgA % (2018). 2018 7HRIBEE
3 A" zAD )

Shin, Y. (2018). A Study on Precautionary Regulatory
Status Analysis and Improvment Plan for
Personal Information Protection in Korea.
Autume Conference Booklet in the Korean
Association for Policy Studies, 17-41.

{41970 (2018). "S-yt AQHEESE ot AP oA
TABFEA D /At Het A" g At
3 FATeAEA, 17-41.)

Tornatzky, L. G., Fleischer, M., Chakrabarti, A. K.
(1990). Processes of Technological Innovation.
Lexington Books.

Venkatesh, V., Moris, M. G., Davis, G. B., Davis, F. D.
(2003). “User acceptance of information



THOPYE THRIQ QL E

SEI0[E! 871 2AOIA 71 ZE0| OpaT 9 KA |

technology: Toward a unified view.” Information
Management, 27(3): 425-478.

Weigend, A. (2018). Data for the people: how to
make our post-privacy economy work for
You, Trans. Hong, J. Pajui Four Season.

{QregotA Sto] A= A A Y 9 (2018). (EAE Lo
HA] A, B AL}

Woo, S. (2018). “A Study on the Factors Affecting
Personal Information De-identification Based
on Big Data in the Financial Industry.”
Doctoral dissertation, Soongsil University.

{7t (2018). (FEAIIAA HElolg 7]¥te} ARl E

HAE 22)0f] G2 A= 89l e A, &

Adietn HhARHY =i}

H. (2015). “the Effects of Applying Personal

Information De-identification Technology on

Intention to use Big data: Big data providers

and consumers perspectives.” Doctoral

dissertation, Kwangwoon University.

{FEE (2015). CHJIAE H]4E3} 7] H&4Fo] HY
olg ol &2} A=of njA= Y HEolE F&
A9} 84 ). BT WA =2

Yoon, H. (2014). “The effect on Big Data Utilization
and Effectiveness of Organizational,
Technological, Environmental Factors.”
Research on Business Management), 7(2):

Yang,

153-178.

(2314 (2014). 243, 7144, 844 490°] ¥Hold &
S EEm i
153-178}

Yoon, H. (2018). “A Search for a new Regulatory
Paradigm for Big data.” Journal of Law and
Bconomic Regulation, 11(1), 71-94.

(&34 (2018). “HlHolE #A19 A2 ot 2AS
gt A" AAFAL ¥, 1138 13, 71-94.)

Yoon, K. (2018). A Study on Administrative Service
Innovation using Information Technology in
4th Industrial Revolution Era. Research Paper
of Korea Institute of Public Administration’,
2018-16.

(@4 Q018). (43} BB 55748 38
Aol B 67, QRAHETY A7),
2018-16}.

o}.i

~

Yoon, S, & Oh, J. (2018). “A Study on the Factors that
Affect the Intention to Use Big Data by IT,
Human and Organizational Resources.” Journal
of the Korean Operations Research and
Management Science Society 43(4), 67-94.

259249 (2018). ITAHY, AAAY, 224 Aol o}
£ Hofg AT njA = E’L‘ﬂ"ﬂ et A

@A Y2 A), 438 43, 67-94.}

e 11



