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A Study on Strengthening Consequence Management System
Against CBRN Threats

ABSTRACT

North Korea declared itself complete with nuclear force after its sixth nuclear test in 2017. Despite efforts at home and abroad to
denuclearize the Korean Peninsula, the prospects for the denuclearization are not bright. Along with political and diplomatic efforts
to deter NK's WMD threats, the government is required to strengthen its consequence management capabilities against ‘catastrophic
situations’ expected in case of emergency. Accordingly, this study was conducted to present measures to strengthen follow-up
management against CBRN threats. The research model was partially supplemented and utilized by the THIRA process adopted and
utilized by the U.S. Department of Homeland Security among national-level disaster management plan development models. Korea's
consequence management (CM) system encompasses risk and crisis management on disaster condition. The system has been carried
out in the form of a civil, government and military integrated defense operations for the purpose of curbing the spread or use of CBRNs,
responding to threats, and minimizing expected damages. The preventive stage call for the incorporation of CBRN concept and CM
procedures into the national management system, supplementing the integrated alarm systems, preparation of evacuation facilities, and
establishment of the integrated training systems. In the preparation phase, readjustment of relevant laws and manuals, maintenance of
government organizations, developing performance procedures, establishing the on-site support systems, and regular training are
essential. In the response phase, normal operations of the medical support system for first aid and relief, installation and operation of
facilities for decontamination, and development of regional damage assessment and control guidelines are important. In the recovery
phase, development of stabilization evaluation criteria and procedures, securing and operation of resources needed for damage
recovery, and strengthening of regional damage recovery capabilities linked to local defense forces, reserve forces and civil defense
committees are required.

Key words : CBRN, Consequence management (CM), Risk management, Crisis management, Civil-Government-Military integrated
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20174 63} S o]o] thEIRER|ARIS] T
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2] Weapon of Mass Destruction(¢]5} WMD) $]&o] 34~
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WMD 9135 JAIeE7] $13F AA- ol =2} 37 -efel=
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Chemical, Biological, Radiological and Nuclear(¢]5} CBRN)
48 BlofA] o] Folx|E Al et HES wARK 2
o] W7t FHE oF = ket 4F 3 ARUEES
LN virdEe] SARITE o AR tE U S
o= =7H- AR 2o WEsl AgaElE vhe A7S(Kim,
2016, Kim, 2018; Eun, 2010; Kim, 2017)3} w19 xR
713AA LS AR A7E(Yeo et al., 2012; Park
and Paik, 2014; Lee, 2017; Cho, 2017), 2]=¢] Adae] A|2-&]
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Lee, 2014; Ju, 2016; Kim and Kang, 2017; Kim and Lim,
2018)=°] Utk

o] A= ofeh B2 g1 Lellx] Fxslod CBRN 913
o]k Alee] AspERkE AT B o $EITE A
4o =7 AR Ay AEHED v FEJRET}
Aefste] &8 52 Threat & Hazard Identification and Risk

P

¥
A
o
ro

ofi 4n

—“'1“)4 ;k

_&rzzl‘
oy >

rlo

o,
0l
o ot

i)

ol
®

o

2
o

ol o
g 1—_1% 4L ofn
NS
tlo

m>~
OE
A

p

=

f
2y
\a|
ol
%5

430 Journal of the Korean Society of Civil Engineers
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2.1 CHESAMAIS7 (WMD)} 5510 CBRN £12d

WMDgH “5j3t77], BESI77], WAbs), 91577] 53} o]
Y 8 S e TE S8, 2o
ABC (Atomic, Biological, and Chemical), NBC (Nuclear,
Biological, Chemical), CBRN 53} 22 g0} 34 AR&Hth
(TB 18-3-5). WMD<= Ajefa] 716} g Arg2Q] AP, &
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3}z It Cha et al., 2019)
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< AT FHg Aow FibdrkHam, 2012).
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nE Ak A vpdEEPE e R 335 A2 (Consequence
Management) 7i3-& 9.11A1E AVI2 ti=)siE 2AAT =
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3 U8 B B WAE 233 ide 2 AT Eun,
2010). 7] =9355= WMDeo|| tigh ALgge] Q17E skl
1o, 2010 QDR (Quadrennial Defense Review)& £3}]
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ge] SRR Al W] A =7 2kle] ek
I} FAE Hek gl o]gAE, st AbEEE 2PN HAt 5
) g0 2 AASkE] grkKim, 2016)

B 0] 971k eSSV o 2 ol
Ak A B the W WS ajo] 97) Akl e
FHashslaL $17] oo 8 HAsh= ARE &0 gRo 24
thea} Bl 2748 F1 QJEun, 2010; Kim and Lim, 2018).
CBRN 433Je] ¥hisil A 75 8 278 Faeshul 24
e AdEp, T2 2E ABhas w8 He WM RE
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(Kim, 2018). IJsiidolre] 5o} Bl T3t Fde Ffs)#|
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A 9E wrotof Ff(Kim, 2018).

2.3 iR THIRA Z2MA

vjEe MR o, 294, Akt 5 Adeke] A
Al Q= A Ale] FEA S wEslel Av]

THIRA
Process

STEP 1

Identify Threats
and Hazards
of Concern

STEP 2

Give Threats
and Hazards
Context

7} el AA Sollx delue FEE Adde]AA (Integrated
Emergency Management, [EM)E AJ&i3}aL Qth= Ho]ch(Kim,
2009; Kim and Lim, 2018). 533 AdAAAS T=31
B W gel si7leele) SIEARR, e, A e v
stejete 1 Adtel] gk g B Ee tisdolsiig
Aol st -3 FLRoE Sol X2 e EdS
TZ3lt= Aojtk(Kim and Kang, 2017).

7} Ajgle] BAR) Aol chulal] $1g i) AS4
wases we A ARsss] AR JEans) A
(THIRA)S} 7luiche] 23t $1%-9%7KAll Hazard Risk
Assessment, AHRA), %5=12] =7]$]85S(National Risk Register,
NRR) % 2918 5-=(Community Risk Register, CRR) 5&
E 4 JoKim and Kang, 2017).

o] il F n] FEQMRT} Aeiste] 283lal Ql= THIRAT
nj=re] ARl AR} SEQRE O JERS niHE Y ¢
A8 s Adstan(1eA), 2dE 93 2 eyt ofd
B A (context) S 7A F3fjol] o] 2A] H=AE SRlste] 23]
& Ave] o e ), AdheEE g dash
8K Target Capabilities, TC)¥} H-F HHE-Z(TCL)S H7|51e]
G 3A), wEARE 4AE B3l TCLe )58k dhzieks
Tekste] Algsl= A2 FA3E o] JIeiKim, 2018; Kim and
Lim, 2018).

3. 917 A0 5

o] s FEShz CBRN 9jgo =ve] wwle) Al ok
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o ArJskAck

STEP 3

STEP 4

Establish Apply the
Capability Results
Targets

(Damage prediction scenarios,
Risk assessment)

Framework
of analysis

Confirmation of previous studies

Consequence Development of
Management(CM) CM reinforcement
Strategy Mapping, plan

Fig. 1. Correlation Between the THIRA Process and the Framework of Research Analysis
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4.2.1 Of|4ctA|(Prevention, Mitigation)

HESh= CBRN 91§ &0 = 27k 71 WA sfasfok
She 212 CBRN ghib=e] Hslol oFgs #Jsfiehe dais
AaL 1 ge] Fd Fok, oS ke A A A
Ade] Lo T 2N I7H] dSAAE =3l ok gk
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4.2.2 CHH|Zt7|(Preparedness)

CBRN A5hle} i) @) Wiase 1 felo] whajsy]
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S A, I 3F g9 AQlY] Y, T8 AE
T ASEEpdAte] v s ke ojof st Begl, ofof
A AP HEAe BAs 7 S AR I

Zalet B2, Q1o thet 7S rlskal o]F R

2l
S -2 B45H A vislolo} Sk

)

JLAR

N

4.2.3 CHSTHA(Response)
CBRN thgetAlelx] ARede)e] Adsli= AP 4] 53

Table 1. Consequence Management Strategy Map Against CBRN Threats

Mission

Ensures the lives and safety of the people against CBRN threats

Visions

> Minimize the mass damages caused by CBRN attacks
D> Early recovery and maintenance of national infrastructure and essential facilities
> Maintaining war persistence and government functions

Target Capabilities (TC) Target Capability List (TCL)

1. Minimize Damages

1. Establishing a national CBRN alert and evacuation system

2. Hazardous Zone Analysis and Regional Damage Control

3. Protection & enforcement of inhabitants protection measures

4. Emergency relief and prevention of damage proliferation

5. Detection of harmful chemicals, prevention of air & water pollution

2. Early Recovery

1. Integrated recovery support and maintenance of cooperative system
2. Treatment & acceptance of patients contaminated with CBRN
3. Decontamination and restoration of urban infrastructure
4. Maintain international supports and cooperations
* Support of agencies, units, equipments, and materials related to decontamination and restoration

3. Maintaining of War 1. Maintain readiness for CBRN

Sustainability

* Includes laws, preparedness plans, manuals, command systems
2. Production and dissemination of equipments and materials related to protection, treatment, detoxification, and relief

4. Preserving of Government

Funci ) o
unctions 3. Security and Stabilization

1. Recovery of essential public facilities
2. Maintain public health and safety functions
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4.2.4 E41C(Recovery)

Bl 121291 QBgs} Exte A HFR1E] CBRN I3
2o ol 7128o] Fise 402 QFgssls Aol ol
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Table 2. Consequence Management Reinforcement Plan

HEo g Bty BEEAA =S CBRNS | 2 43}
ZH B B3 AHdE BHo R FUskl 8%

A== sbzlsfof ghet megh @A) ojnfiro] HITAR A9S
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5le] CBRN d3}e] Bhes 1 871 da HAE WAl Aok
stk 78)ar XSRS (EFFEAN o] APIRIXSA| ] AREEE]
ET 298 502 AT F QIS O g-87dS WA
1, A99] 3)EekY(resilience) “dslAroA A SLA(BHE
AbehelAl dask |1, AR, B2k A, olih? sEs
Zkp=d) W AR =8o] a7t
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[JA=N
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=
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5.

rH

Ik W) CBRN 91@e] Eas A3, AR B3t 331
2j=]o] JARE o]el] thet dejAAlE A Stk Aeo]
SOt o]t FRRIAe] el Al o] Ay dEst
= CBRN 913 thufate] - 53 ARsdejAlA] dspit

3]

rO [‘0“

1. Prevention Phase

1-1. Analysis of CBRN Threats and Vulnerabilities
1-2. Development of Damage Scenarios under CBRN situations

1-3. Complementing the Alarm System for Rapid Propagation of CBRN Situations

1-4. Development of CBRN Damage Prediction Program and Operation Procedure

1-5. Establishment and construction of standard of integrated protection facilities considering CBRN threats
1-6. Standardization and stockpiling of protective goods against CBRN threats

1-7. Establishment of the integrated protection training systems centered on local government

N

. Preparedness Phase

2-1. Reorganization of relevant laws and manuals applying the comprehensive security concept
2-2. Establishment of legal command and control systems among CBRN process management executives
2-3 Establishing and legislating the responsibilities and roles of CM organizations

2-4. Composition and professionalization of CBRN CM apparatus
2-5. Development of CBRN CM Performance Procedure

2-6. Prepare standards for securing, maintaining, managing, and using personnel, equipment, and materials necessary for CBRN consequence

management

)

. Response Phase

3-1. Composition & operation of the organization dedicated to CM by local governments
3-2. Preparation of the coordination meeting within central and local governments

3-3. Preparation & operation of the integrated field response standard systems

3-4. Establishing & operating the integrated support systems for medical response agencies
3-5. Produce and demonstrate response capabilities through joint training

4. Recovery Phase

4-1. Selection & implementation of agencies and assessment elements for stabilization evaluation

4-2. Development of stabilization assessment methods & procedures

4-3. Establishing control standards before the declaration of stabilization

4-4. Development of stabilization proposal and approval procedure

4-5. Reinforce the organization of the regional defense forces and equip them with capabilities to enhance the resilience of their regions
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