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ABSTRACT

Recently, the importance of research and development for technological innovation is
increasing. The rapid development of research and development has a number of positive
effects, but at the same time there are also negative effects that accelerate crimes of information
and technology leakage. In this study, a research security level measurement model was
developed that can safely protect the R&D environment conducted at the organizational
level in order to prepare for the increasingly serious R&D result leakage accident. First,
by analyzing and synthesizing security policies related to domestic and overseas R&D, 10
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research security level evaluation items (Research Security Promotion System, Research
Facility and Equipment Security, Electronic Information Security, Major Research Information
Security Management, Research Note Security Management, Patent/Intellectual Property
Security Management, Technology Commercialization Security Management, Internal
Researcher Security Management, Authorized Third Party Researcher Security Management,
External Researcher Security Management) were derived through expert interviews. Next,
the research security level evaluation model was designed so that the derived research security
level evaluation items can be applied to the organization’s research and development
environment from a multidimensional perspective. Finally, the validity of the model was
verified, and the level of research security was evaluated by applying a pilot target to the
organizations that actually conduct R&D. The research security level evaluation model
developed in this study is expected to be useful for appropriately measuring the security
level of organizations and projects that are actually conducting R&D. It is believed that
it will be helpful in establishing a research security system and preparing security management
measures. In addition, it is expected that stable and effective results of R&D investments
can be achieved by safely carrying out R&D at the project level as well as improving the

security of the organization performing R&D.
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(Table 1) Comparison of Domestic and Foreign Research Security Policies

Research Security Level Evaluation Item Candidate (a1 | 21 | (31 | [4] | [5] | [6]

1 | Self Security Management Regulations @) @) O @) O @)
Operation of the Research Security Council @) )

3 | Security Administrator Designation @) @) O @) @)




(Table 1) Comparison of Domestic and Foreign Research Security Policies(Continued)

Research Security Level Evaluation Item Candidate

(1]

—
DO
=

[3]

[4]

(5]

6]

4 | Security Education @) @) @) O @)
5 | Reward and Punishment Measures @) @)

6 | Response to Security Incident Infringement @) @) @) @) )
7 | Regular/Frequent Security Check @) @) @)

8 | Disaster Prevention Measures @) @) 0 @)
9 | Joint Research Mmanagement @) @) @) O @)
10 | Identification of Responsibility for Information Protection O O @) @)
11 | Information Asset Identification O O @) @) 0
12 | Structure of Research Security Governance System @) )

13 | Recruitment Management @) @) ) )
14 | Retirement Management @) @)

15 | Temporary Visitor Management @) O @) O @)
16 | Management of Suspected Leakage ©)

17 | Researcher Overseas Business Trip Management @) @) @)

18 | Foreign Researcher Management @) @) @)
19 | Document Security Level Indication @) @) @) @) )
20 | Patent/Intellectual Property Rights @) ) ¢)

21 | Management in Case of Public Disclosure @) @) @) O @)
22 | Technology Transfer/Commercialization ©) ) @)

23 | Third Party Technology License Prohibition Agreement @) @)
24 | Research Equipment Control @) @) O @) @) )
25 | Management of Major Facilities @) @) @) @) )
26 | Separate Management of Protected Areas @) @) )

27 | Control of Access to Research Facilities @) @) O 0 @)

28 | Intrusion detection System Management @) @) O @) @) )
29 | User Authentication @) O 0 0
30 | Information Asset Management @) @) O ) @) @)
31 | Wireless LAN Security @) @) @)

32 | Portable Storage Media Management @) @) @)

33 | Data Backup Management ©) @) @) @)

34 | PC Management ) @) O @)

35 | Log Management @) @) ) )
36 | Information System Access Control @) @) O ) @) )
37 | Network Data Management @) @) O )

38 | Computer Equipment Disposal Management @) @) ) @) @)
39 | Whether to Implement Internal Network @) @) @)

40 | Email Management @) O O )

[1] Manual of security management on national research development project
[2] Information Security Management System
[3] Lab Security Policy

[4] Security Compliance Assessment Checklist
[5] Project Security Instruction

[6] Industrial Security Manual
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(Table 2) Research Security Level Evaluation ltem and Detailed Security

Management Measures

Research Security
Level Evaluation Item

Detailed Security Management Measures

1 Research Security Promotion
System

* Self Security Management Regulations
* Security Administrator Designation
* Research Security Education

9 Research Facility and
Equipment Security

* Management of Protected Areas
* Control of Access to Research Facilities
* Research Equipment Control




(Table 2) Research Security Level Evaluation Item and Detailed Security

Management Measures(Continued)
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Research Security
Level Evaluation Item

Detailed Security Management Measures

3 Electronic Information
Security

* PC Management

* Network Security

» User Authentication

* Information System Access Control
* Log Management

4 Major Research Information
Security Management

* Information Assets Classification

* Document Security Leveling

* Research Output Management

* Joint Research Output Management

Research Note Security
Management

* Assignment of Rresearch Note Management Number

* Designation of Research Note Storage Location
* Granting Permission to Read Research Notes

6 Patent/Intellectual Property
Security Management

« Patent/Intellectual Property Rights Security
* Management in Case of Public Disclosure

* Prepare Security measures for the Attribution of Joint Research Output

Technology
7 | Commercialization Security
Management

* Security Management During Technology Transfer

* Priority to Sign Contracts for Domestic Targets

* 3rd Party Technology License Prohibition ASgreement Signed

3 Internal Researcher Security
Management

* Recruitment Management
* Retirement Management
* Overseas Business Trip Management

Authorized Third Party
9 |Researcher Security
Management

* Joint Researcher Management
* Management of Commissioned Researchers

10 External Researcher Security

» Temporary Visitor Management

Management * Regular Access and Dispatch Management
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R&D Process

Research Security <

Level Evaluation Item Researcher

Orgahization

Output

Projeqt

R&D Protection Scope

Research Environment

R&D Protection Target

(Figure 1) Research Security Level Evaluation Model Design
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(Table 3) Research Security Level Evaluation ltem Feasibility Result

Research Security Level Evaluation Item Feasibility Result
1 Research Security Promotion System 4.36
2 | Research Facility and Equipment Security 4.00
3 | Electronic Information Security 418
4 | Major Research Information Security Management 4.29
5 Research Note Security Management 411
6 | Patent/Intellectual Property Security Management 357
7 | Technology Commercialization Security Management 3.71
8 Internal Researcher Security Management 414
9 | Authorized Third Party Researcher Security Management 411
10 | External Researcher Security Management 418
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Reliability
0.734
0.828
0.736

Coefficient

Factor
Coefficient
0.826
0.792
0.816
0.815
0.849
0.79
0.819
0.830
0.616

Research Security Level Evaluation Item

Major Research Information Security Management
Patent/Intellectual Property Security Management
Technology Commercialization Security Management
Authorized Third Party Researcher Security Management

External Researcher Security Management

Research Facility and Equipment Security
Internal Researcher Security Management

Research Note Security Management

Electronic Information Security

(Table 4) Research Security Level Evaluation ltem Factor Analysis Result
Factor

Research

Environment
Output

Researcher
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: Research

: Environment

R&D
Process
Research Research Research
Preparation Execution Result
@ Research Security
® Electronic ion Security

Information Security

@ Major Research

Management

® Patent/Intellectual
Property Security
Management

R&D _/ ® Research Note
Protection ral‘get A Security Management

@ Technology
Commercialization
Security Management

| ® Iftemnal

Security

| ® Authorizpd Third Party Researcher Secu}ity

Management | =

@ External
Researcher Security
Management

| @ Research Security Promotion System

Research Security
Level Evaluation Item

Organization

R&D
Protection Scope

Project

(Figure 2) Research Security Level Evaluation Model

Y i o
EEglE
4 2 M E N g
o %
i) =2
ox R
2 2
¥ o 2
ol
Y

=

Lt
o
‘e N
o,
N

o L

?_
2 Am A E BAse] AT
)\O]—vg‘ “9__:_‘[1%”, “733.57’]_%”’ “o‘j:‘—ll %ﬁ”

oot

o
fr
x
e
4
=
id

¢

‘ to |o
o, a2
i g7
o X fr
tazziz
2 o)
FoliE o i e
1. M %
o E n%
I R, T
o 4 Eﬁ {_ﬁ
ok = 0
rr A P )
: T
LS ET
Fogborr o
M1 2 1 ox E:
lo b ot for

X,

N OE e oo
1
o
QL
N
“
%

X o

(e
o
ot

~ N
N
ok
4
%0,

>
N

o
BN o

- N
i)

BN
)
R
40,

=
>

oft
L

[d 32

Do

_1
o
>~

¢
r

)

Im

frt

-+

o

g

£
Fir&@

= oE
Mo foorf o

)
[
EURNE
Ho
2
>
BN
:oz
o
9
ol
I
=
2

CEEEL]
B2 A AastatozA, A7 AR 4

(o
f
r <,
AC)
o
rir
BN
»
&
o
re
ot
f

ATuO $ER BYL AA AT
4 870 4830 Ry 2§43} 8
Fege Fastad sk a4 A7)
IRAES £Y5a gt A771%S Bt
HoE A, ATAY #4 Qo) 1Y
et ES A 8stel ATRI £ERNE

2

™2 8o oo



(Table 5) Research Security Level Evaluation Model Apply Result

123

Score
Research Security Level Evaluation Item “A” Institution “B” Institution
Research Team | Research Team
1 | Research Security Promotion System Medium Medium
2 | Research Facility and Equipment Security High Low
3 | Electronic Information Security High Medium
4 | Major Research Information Security Management High Medium
5 | Research Note Security Management Low Low
6 | Patent/Intellectual Property Security Management High Medium
7 | Technology Commercialization Security Management Low Low
8 | Internal Researcher Security Management High High
9 | Authorized Third Party Researcher Security Management Medium Low
10 | External Researcher Security Management Low Low
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