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A Study on Implementation of BlockChain Voting System
using Hyperledger Fabric
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Abstract  This paper deals with the implementation of electronic voting system using
permissioned block chain technology. Cases studies have recently been under way in many
industrial areas to review the application of the blockchain based electronic voting system. The
existing electronic voting system was easily exposed by hacking because of its centralized
characteristics, making it difficult to ensure the reliability and transparency of the voting
system itself. In this study, we proposed key considerations and concepts to ensure the
reliability and transparency of voters and voting stakeholder by utilizing a hyperledger fabric
which is nowadays widely used as a permissioned blockchain.
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peers:
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chaincodeQuery: true

peer@.org2.example.com:
endorsingPeer: true
chaincodeQuery: true
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endorsingPeer: false
chaincodeQuery: true
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func (t ¥SimpleChaincode) vote(stub shim.ChaincodeStubInterface, args [lstring)
pb.Response

// must be an invoke

var A string // Entities

var Aval int // Asset holdings

var err error

A = args[e]

// Get the state from the ledger
Avalbytes, err := stub.GetState(A)
if err !=nil
return shim.Error(“Failed to get state")

¥
if Avalbytes == nil {

return shim.Error("Entity not found")
+

Aval, _ = strconv.Atoi(string(Avalbytes))
logger. Infof("Before> Aval = %d\n", Aval)

Aval = Aval + 1
Togger. Infof ("After> Aval = %d\n", Aval)

// Write the state back to the ledger

err = stub.PutState(A, []byte(str(onv Itoa(Aval)))
if err !=nil {

1 return shim.Error(err.Error())

return shim.Success(nil)
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Fig. 6. Chain Code Example

9 F== AR} 71 ES SRt g A ot
g g YFollA xslstal 235t ATt stUE



Hyperledger Fabric2

G5l oA el ARste Z=oltHTI

B3 AIAE‘II __I.IE al x." L= A‘le

stolf A HjEY YEYIE ot ARIIE
£ AAgI AR Xl oad 2ok
1) sto]m A mjEe YEYF Orgld Org2 =
g &3
2) A'd(mychannel)}& AJAJetct.
3) Orgl¥t Org2 2321& 7] A4St Adeo] &7t &
it
4) Orgld} Org29] H#E Peer (Anchor Peer)&
AAsict
5) Orgl¥} Org20l AJIFEE A
6) Orgloll ARNFES 2715} ﬁJ":}.
S%] [%g i%i = ()ﬂ [e) 'EQ
FHotd ol I 73 27l

~

~

=g
"configUpdatePath":"../artifacts/channel/Org2MsSPanchors.tx"

3

| echo

| echo

echo "POST Install chaincode on Orgl"
| echo
curl -s -X POST \
http://localhost:4888/chaincodes \
-H "authorization: Bearer $ORG1_TOKEN" \
=H “content-type: application/json® \
-d *{
\"peers\": [\"peer@.orgl.example.com\",\"peerl.orgl.example.com\"],
\"chaincodeName\" :\*mycc\",
\"chaincodePath\":\"$CC_SRC_PATH\",
\"chaincodeType\": \"$LANGUAGE\",
\"chaincodeVersion\":\"ve\"

| echo
echo

| echo "POST Install chaincode on Org2"
echo
curl -s =X POST \
http://localhost:4808/chaincodes \
-H "authorization: Bearer $ORG2_TOKEN" \
~H “content-type: application/json* \
-d *{
\"peers\": [\"peer@.org2.example.com\",\"peerl.org2.example.com\"],
\"“chaincodeName\":\"mycc\",
\"chaincodePath\":\"$CC_SRC_PATH\",
\"chaincodeType\": \"SLANGUAGE\",
\"chaincodeVersion\":\"ve\"

3

O3 7. MAER 715 2 MRITE HX| HF AFEHE
Fig. 7. System Launching and Chaincode Install Script
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castBallot(electionId, tokenId, picked) {

const headers = {
‘authorization': 'Bearer ' + tokenId,
'content-type': 'application/json'

}

return Api().post('channels/mychannel/chaincodes/mycc’, {
fcn: "vote",
peers: ["peer@.orgl.example.com","peer@.org2.example.com"],
args :[picked]

}.{headers : headers})
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Fig. 9. Invoke Hyperledger Fabric of Ballot
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