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A Study on the Possibility for Incident Investigation Using PLC Logs
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ABSTRACT

An ICS(industrial control system) is a complex system that safely and efficiently monitors and controls industrial
processes such as electric power, water treatment, transportation, automation plants and chemical plants. Because successful
cyber attacks targeting ICS can lead to casualties or serious economic losses, it becomes a prime target of hacker groups
sponsored by national state. Cyber campaigns such as Stuxnet, Industroyer and TRITON are real examples of successful ICS
attacks, and were developed based on the deep knowledge of the target ICS. Therefore, for incident investigation of ICSs,
inspectors also need knowledge of control processes and accident investigation techniques specialized for ICSs. Because there
is no applicable technology, it is especially necessary to develop techniques and tools for embedded controllers located at
cyber and physical boundaries. As the first step in this research, we reviewed logging capability of 4 PLC(Programmable
Logic Controller)s widely used in an ICS area, and checked whether selected PLCs generate logs that can be used for
digital investigation in the proposed cyber attack scenario.
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Fig. 1. Overview of ICS Components
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Fig. 2. Diagnostics Buffer of S7-1500
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remark " Tsv-Controller-Log”

remark “Date = Jan-01-1098 06:45:28"
remark "Controller = 1756-L71/8"
remark “Serial-Number = 16#00D6_4A53"
remark "Revision = 21.11"

g

Record Number  Time Entry Description  User Name
Workstation Name Factory Talk Login ID  Extended Information
Change Detection Audit Value

1 Jan-81-1998 0@:00:57 Project download AB-PC\QZAB
AB-PC  AB-PC\@2AB Project AB_PLC
16#050A_12CD_DB63_73A1

2 Jan-01-1998 @0:01:12 Remote mode change AB-PC\OZAB
AB-PC  AB-PC\BZAB 0ld mode Remote Program, New mode Remote Run
16#@50A_12CD_DB63_T465

3 Jan-01-1998 06:22:45 Keyswitch mode change Local  None
None 01d mode Run, New mode Program
16#058A_12CD_DB63_TBBD

Fig. 3. Log file contents in a SD card (RA
ControlLogix, Re-formmated)
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Table 2. Security Analysis Result of PLC Log Management Function (O: Good, A: Partial, X: Bad)

PLC Sec'urlty Result The Basis for the Analysis Result
Requirement
1. View (@] Logs can be viewed from the engineering S/W.
2. Delete 0] Logs cannot be deleted from the engineering S/W.
3. Content A Each log entry provides detail information except user information.
ST 4. Capacity (0] S7-1500 can store up to 3200 logs.
-1500 . . B
5. Fail. Resp. A then the capacity is exceeded, old logs are overwritten without
notice.
6. Remote 0 S7-1500 prov@es remote log storage. Configuration is done within
the control logic.
. An incident inspector must remove a SD card from PLC to view
1. View A
logs.
2. Delete O Logs cannot be deleted from the engineering S/W.
Contro 3 Content A Each log entry shows the type and time of the event that occurred
1Logix ’ by whom.
4. Capacity O ControlLogix can store up to 1GB of logs.
5. Fail. Resp. X When the capacity is exceeded, logs are no longer stored.
6. Remote X ControlLogix does not provide remote log storage.
1. View (0] Logs can be viewed from the engineering S/W.
Anyone connected to the PLC can delete the log. Also, all logs
2. Delete X .
disapper after re-boot.
RX3i 3. Content A Each log entry shows the type and time of the event that occurred.
i
4. Capacity X The RX3i's two log tables have only 64 log entries.
. When old logs are overwritten, a log indicating that capacity has
5. Fail. Resp. (0] .
been exceeded is generated.
6. Remote X RX3i does not provide remote log storage.
1. View 0] Logs can be viewed from the engineering S/W.
2. Delete X Anyone connected to the PLC can delete the log.
3. Content A Each log entry shows the type and time of the event that occurred.
XGT 4. Capacity (0] XGT can store up to 1000~2000 logs per log category.
. When the capacity is exceeded, old logs are overwritten without
5. Fail. Resp. A .
notice.
6. Remote X XGT does not provide remote log storage.
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Table 3. Attack Scenarios for PLC
ID Attack Scenario Description

1 | Login Trial

In order to acquire information and perform an attack, an attacker
will first attempt to connect to a target PLC. He/She may perform
brute force attacks.

2 | Tag Write

An attacker who successfully infiltrate into the PLC can change
operation of it by changing the PLC tag value such as setpoint

3 | Forcing I/O

If I / O Force function is used by an attacker, an equipment may
malfunction regardless of the control logic.

4 | Operation Mode Change

To change the behavior of the PLC, an attacker must change PLC
operation mode as engineering-enable state(ex: remote-stop mode)

Control Logic/Hardware

By changing control logic or hardware configuration settings, the

g Configuration Download | attack remains permanently on the PLC
6 Firmware Install the old version of the firmware where the vulnerability exists,
Upgrade/Downgrade or the firmware crafted by the attacker on the PLC.

7 | Log Clear/Overwrite

the attack.

The PLC logs may be cleared over the network to hide the traces of
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Table 4. PLC Log Analysis Result According to Attack Scenarios (O: Good, A: Partial, X: Bad)

Attack Analysis
PLC Scenario The Basis for the Analysis Result
Result
1D
1 0 Both of ‘Login Success and Login Fail are recorded.
9 X S7-1500 provides access control of PLC Tags.
Unfortunately, no record of attempts to change tags remains.
3 X Forcing activation does not leave any log records.
4 o Records of manually changing the operation mode in front of the panel
ST or changing the operation mode in the EWS remain.
-1500 Before logic download or H/W configuration, the PLC must stop and
5 A an inspector can check this record. Notably, PLC keeps a record of
changes to security configuration settings.
6 A Log records are generated only when the PLC is updated with
manipulated firmware.
0 Log records are not initialized until physical access and factory reset.
1 X ControlLogix does not provide record about access to the PLC.
9 X PLC blocks tag write without a right privilege. But it doesn’t record
this event.
3 O When Forcing I/O activated or deactivated, PLC generates logs.
Contr | 4 O All history about mode-changes physically or softwarely are stored.
olLog 5 o Whenever control logic or hardware configuration changed, all changes
ix were record.
6 o When new firmware installed, a folder is created with the firmware
version name in SD card. And new logs are stored in the folder.
New logs will not be added when the maximum capacity is reached.
7 o] However, 1GB is a very large capacity. In order to delete the log, it is
necessary to remove the SD card through physical access.
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Table 4. Continued

Attack Analysis
PLC | Scenario v The Basis for the Analysis Result
Result
1D
1 A RX3i records every 'Login fail’ trial
9 o PLC blocks tag write without a right privilege. And PLC record this
privilege violation.
3 X Enabling and disabling of I/O Forcing do not generate any logs.
RX3i 4 X Mode change history are not managed.
5 X When control logic is downloaded to RX3i, this action does not
generate log records.
6 X When new firmware installed, all logs are lost.
7 X Logs can be cleared by a person with the least privilege, and also 64
log entries are too small.
1 A Both of 'Login Success’ and ’Login Fail’ are not recorded. But
connection and disconnection are recorded
2 N/A XGT does not provide any access control for tags
3 X 1/0 Forcing histories are not recorded
XGT 4 o All history about mode-changes physically or softwarely are stored.
EWS provides an UI for mode change history only
5 @) H/W configuration changes and control logic changes are recorded.
6 N/A The company does not provide firmware update to normal clients.
Old logs are deleted according to the circular queue method. But
7 X
attackers can clear all or a part of logs.
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