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Abstract As the participation of blockchain increases, governance to maintain the ecosystem is being
activated. Governance must be managed/supervised to maintain and improve the blockchain. However,
as the usage of blockchain increases, there is a limit for people to manage it individually. In addition,
smart contracts applied from Ethereum need to be verified for trade that are determined according to
status values, as new trade types are possible. This research proposes a surveillance system, Blockchain
Watchdog, based on the state monitoring of the blockchain smart contract as a tool for maintaining and
developing the blockchain ecosystem of governance, and implemented and tested the surveillance
system. As a case study, we conducted experiments on Ropsten and Ganache, and were able to see
real-time information collection and visualization using dashboards, graphs, and charts. We expect to
contribute to the maintenance and development of the ecosystem of blockchain governance through
Blockchain Watchdog.
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pragma solidity >=0.4.22 <0.7.0;
- contract SimpleAuction {

1
2
3
4
5 address payable public beneficiary;
6 uint public auctionEndTime;

7

8

address public highestBidder;
9 uint public highestBid;

11 mapping(address => uint) pendingReturns;
12 bool ended:

14 event HighestBidIncreased(address bidder, uint amount);
15 event AuctionEnded(address winner, uint amount):

17 constructor(

18 uint _biddingTime,

19 address payable _beneficiary

20~ ) public {

21 beneficiary = _beneficiary;

22 auctionEndTime = now + _biddingTime;

25~ function bid() public payable {
26 require(

27 now <= auctionEndTime,
28 "Auction already ended."
29 ):

1% 1. Simple Auction — ADIE ZHEME Ofx|
Fig. 1. Simple Auction - Smart Contract Example
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