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Secure Authentication Protocol based on a Chameleon Hash
Function for Ambient Living Assisted-Systems
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Abstract Due to the rapidly ageing population and low birth rates, most countries have faced with the
problems of an ageing population. As a result, research into aging and the means to support an aging
population has therefore become a priority for many governments around the world. Ambient Assisted
Living(AAL) approach is the way to guarantee better life conditions for the aged and for monitoring their
health conditions by the development of innovative technologies and services. AAL technologies can
provide more safety for the elderly, offering emergency response mechanisms and fall detection
solutions. Since the information transmitted in AAL systems is very personal, however, the security and
privacy of such data are becoming important issues that must be dealt with. In this paper, we propose
a Chameleon hash-based secure authentication protocol for AAL systems. The proposed authentication
protocol not only supports several important security requirements needed by the AAL systems, but can
also withstand various types of attacks. In addition, the security analysis results show that the proposed
authentication protocol is more efficient and secure than the existing authentication protocols.
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Fig. 1. The Initial registration for AAL authentication procedure

2ol A A% A4E AN WAA Golgt HAAE

22 4 9l EgEo] Folch AW A ¢S A

3P7] SIohAE WA 2 4% g, p2 Sk, WU

1,8 AR (z, € Z). 293, 71RE|L shalel o
1] y& A ()3 o] Ak,

y=g" mod p (1)

E3 WG & AR mE
8s 04 7HaH- Al gk A, (rym,) & A Q)

H,(rp;my) =g" y" mod p (2)

o), M2 wWAIX m & BT T TS 71d
2 A Ft= 7 FE # rie A 33 2ol ARt
o},

r =ry+ax(my—m,;) 3)

AEA AT 1% m ol B AL A ke
ro m, el ek A gt SYstek. olo] et FHe
4 (9% 59 & 4 ek

P

_75_

H,(r;m,) =g¢" 4™ mod p 4
T0+z(m(,—m1) Ty
=g g 'mod p
Ty Ty

=g'g "mod p
- %(r()vmo)

Il MotE QIS DREE

2 Zolde Ak A% ZeEzd] gEs 4ud
o} Aokl Q1% TRESS o) chewt 2L 715E 4

ofiet.

y 7R AT g e IR Rl gt

cy, HIE 7] 2 5 EEsto] ZHEEE Al ghe A
gl At 071

© Tt AAL AAOIA AT e Ad

T, © AAL A=A 343t etlAdlx

K, @ AAL M®eF AIAE 913t A7

H, (rpmg) = WG ko, WAA my, W83 2,

2 olgsto] AT FEAL B4l g

AAL AIXSE AAL AH = HA%E AdZ
5 TRt vkl 7Py OE 194

£

5% WA et Uit

53f Al
o] ApAIRE

~



Secure Authentication Protocol based on a Chameleon Hash Function for Ambient Living Assisted-Systems

%

AAL 41
LgpxEdd

2. BM74E

.U.r; = gJAEmOd p

6. my, T JT;, ® Ks, y.r_;

..\:\__
s

AAL A

7 I—I.y,;(rl_-m.l)=gr' yzﬂ'; mod p

L= Ty XM XpMy

r = r
5-T; %AOH'SQTS OK;

0ok

8. H, (rymg)@td, (rim,) Hlxd
9.T 2T, Hlu!

10. T, A4

12.T, o T," bl

Jd3 2. Z7|1S5 = AAL USERL
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