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Implementation of Secure Keypads based on Tetris-Form Protection
for Touch Position in the Fintech
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Abstract User-authentication process is necessary in Fintech Service. Especially, authentication on
smartphones are carried out through PIN which is inputted through virtual keypads on touch screen.
Attacker can analogize password by watching touched letter and position over the shoulder or using
high definition cameras. To prevent password spill, various research of virtual keypad techniques are
ongoing. It is hard to design secure keypad which assures safety by fluctuative keypad and enhance
convenience at once. Also, to reconfirm user whether password is wrongly pressed, the inputted
information is shown on screen. This makes the password easily exposed through high definition
cameras or Google Class during recording. This research analyzed QWERTY based secure keypad's
merits and demerits. And through these features, creating Tetris shaped keypad and piece them
together on Android environment, and showing inputted words as Tetris shape to users through
smart-screen is suggested for the ways to prevent password spill by recording.
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2.1 QWERTY 71 7|H{iE

QWERTY 7|#jE+& PC 7|4t 7|HE Zpao] &3t
A8 BeAe %7] 913 A= 97 5L
3131, 7+ Zobeh @ glolut 5 7o) F3bo] Shuso] o
Zrolut ¥ 7k 9Jojo] §Ix|of HfxIsko] Apake A
3} Fig. 12 ¥ E2 748 7MY 7=, Fe
A7 1AL W] 9ol o 7 EE ko] BE o)
ofo] 0] wix|gt Bk 7|=0] ofAlolet AZol
155 07449] 10749] $415 A8k, 5 WA Sof
£ q2RE Astel px 9 10709 2okE ajxst
A A 0B, ) AR L2 e ek R W
Aot = WA 22 1079 7=S AHgstnz T
718 & Fo] WAL 0L 5 2o WA
o gZol} Qe XY SEL Lox|e 370
H)AE A9 ohE A gixjo] Jake wol w]x)7]
dhol thAE gxt 0 Exo] Fulo] WiXY 7HsA
o At WA 22 7709 2uidE WA 95
Q2% Ao/|E WAL, 3 7o TUE A8t
Fig. 1) @9] 71HE0]4 S glofx, gof Q=
S YA Fe AAE B Alsjsol

1| 2 4| 5| 6| 7] 8 0
ql w r t ul 1| o] p
al s d f| g hl 7| k| 1
T z| x| ¢ bl n| m|
#+= SPACE OK

(a) Simple Secure Keypads
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1] 2[ 3] 4] 5] 6] 7] 8 0
ql w r t| y| ul i| o| p
al s| d fl g/ h il k| 1
M z| x| ¢ v bl n| m| d
#+= SPACE OK

(b) Secure Keypads having no empty
Fig. 1. Example of QWERTY Secure Keypads

2.2 9IX| 34 0|88 MAQIE RF

AHIE EY] 7MY} 7|9 =7 QWERTY AHHY 3¢
Fig. 29} Zo] A WA &2 “1"2¥ “071A 10709 &
A2 EAHZ WRgc W AZolE “17ol2hs A
g9t W REES HANGW WTA O EE
‘0"olt}. gk R 2Xo|A F ¥R AL HAHGH ‘9

£ °0°Y Zlolth. APt A AEL FH(")o]
g A Holmg 7|HEo] eEX%L2 “~ 90", “~9 0,
‘~890",  “~90_"0® 471X 7AYo}
12345678 90”9 A= ymA7t 1Al 1714
7491t ZAgtt}. “~890"= ()Y YA|7t HAE
7] wj&o] 87kA]0] L, “1234567890_"2 A= 1A
Eo] 17FAjole}, “~9 0" Fdo|ng BT o|f7t
gtk 3WA U S Qe A= 3o [2)[3] #
oltt. QWERTY 7|HEofA] Wl A%3} 0 2%0| Y=
719M=(1, q, a, z 0, p, |, m) ¥o]E& EXA] 100%
FEE 537} 7FsottH5,16,17]

location 1| 2] 3] 4| 5| 6] 7] 8| 9| 10| 11
e M2 EEEE D E |
- (9] (0]

Fig. 2. Case that is possible to be touchable in the

first row

2.3 x| =& smof &St Hot F|mE

231 E7|& Aot Ol 227 |HE

Fig. 3% Lee[18]0] AQkst 7|Ho 7 7} Znjct 3w
< F7I5 QWERTY 7|H=8 A4S &, Z dupck 4
o] Q19l9] 7719] TS Frlele 7|HEE AT
oH18). ‘179 A Ao 22 Z& 7 gHE, &
A7F WiREA] = y"Do] Ut y"9] A9 Afdol
7P 2 Z& 7H 3E 82§ mgolot o] Eet 7]
W= QWERTY 7|H =9} H|S:51HA| Hix]E]o] A
= AYA HEAGL BB HARE YRS B9 5

72 QWERTY 7IM=4Y ehiio] Shusla) giert.

L g |81y |5 Mg 7138 1 9 10 |
9 fwlefr ]t LY gl dofk|p|
a s qlf L=l h i )
12 ol c e b e ™ d
= SPACE OK

Fig. 3. Ripple type Keypads

232 GIIE Aot wet Ho|mE

Fig. 4= Pak[19]0] A9Ist 71 o2 QWERTY 7]
HEQI Fig. 1014 2+ 49| 7|9 EE WHFstA AujA|
3= 7]9|=0|t}H19,20]. PC7|4t 7]HE zHHEo] =iy
SHA A=l EA4E 27|% ol HAYE dHo]
HA gt

q z|e|3|g 5 ul| 71|81k 0

a S r|t N 6 |1 9

1 2|d|f|v |h o 1

i W c | 4 b m| j d
#+= SPACE OK

Fig. 4. Keypads exchanged based on column

2.3.3 #7|E A 2O|HE

Fig. 5& Lee[18]0] A3t 7| o2 QWERTY 7|
2l Fig. 1914 Yl 719 &AM 99 g Y &=
Aeisto] AJeho]] FAfsto] F715k Het 7]sj=o|tH18].
QWERTY 7|HjEx} H6te] 7|HiEE 237] 41 55
g =0] Slo did &9 EAY A% A FZol A
Ao QPHStA|Rt slte] o] © A7|ER F|mjE9)
A|2Zo|7} ZotA A SHAJEE E|A|5}7] ofFrt.

‘ keypads
‘ 1 Ccopy

— | Q=8
o |2 |v)=

Lo | |w|oD

#r=_ |
Fig. 5. Clone Keypads

2.3.4 AEQIR| HY Ho7|HE

Fig. 6= Seo[13]0] A3t 7 o2 QWERTY 7]4f
g 7|¥ko g Ashgo] AQkgt Het 7]uj=olct. Fig.
6olA B0l ‘179 QA& F WA & Al HA F
BT 4 ok &, AFHERJ] 179 9XE WA

QWERTY 7Is=olet. Q19j9] 913e] “1"% i3},
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SRS Ugeke Bt Flmcolt, A}&X}h 2
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OF PC A HAE A7sfjoF Yot= LZFg A 2

< 4 Q7] fio] g Kot gt R Ysk= Ex}
£ 27] oJHtH13]. Fig. 6= 7F=4S 93] QWERTY
7IHES] 7|E & 7] ThE MO R AR Bgolt,.
X3t 271 vH 7] w2l x|l 2%t F o= <t
AskAgt QWERTY AH#e] & A1) vijdol <5t
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h| j 1| z| x| ¢ v b n
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#+ = SPACE OK

Fig. 6. Seo’s Keypads

2.35 0|5 BRI ==X} HOt 7|IHE

Brute force attack, 7127 &4, oj7/lvH 34 5
of HFd= sidsty] Hsh 7= witt 242} 2719] %
ZHn/M)E o|F0izl e %] 7|jolot. 7|HfEE 2
N} =AFE shte] 7|9 =) vix|ety], 9&2 2R H

718, 82 Z 37]-4 ZA7E BAE 7] EE 1
Z ol ST A% A9F =AF dYHL 12 A
29 3¢ Reﬁ A7 A9 ARkE: d9st
Hob 7igiER EARE 48T & Q21

[

3/5 | 1/4 | s/7
2/1 | 4/9 | 7/6
6/8 | 8/2 | o/3

9/0 | OK

Fig. 7. Double Touch Number Keypads

2.4 o1 Uty B2 S| 7|
2wt E0] Y A%do|o] 2717} Kot A8} B
A5t BoIA QerglElo] At BE YR
A FeI3] 91) 1ok FHEL A8 YHE v
o BAE HoRT, 1 ol oY BAS 42 A
ek, s oPhvE EAE A9 vhe g 2
A 2 5 9] B2 HAT 912 L BL o] o)
AYES & % 9k 53], A B2 Aet Al
2 7} AnkE Eoluh 33 FeAT o|gsto] Ha3
A9 93T Al MANES Fopd 5 9l

2.4.1 Four Color TheoremZ 0/2%t 3|I|7|H

AREAZE ZHAE CSTE AEE 1) s Y w, a, z,
d 7IHEE HAZE 7ol it QE Y ofiE &
Qlstr] ffsl 71w =ntet 47]9] Ao 2 FAISH] BA|A|
HAE 7|9 M-S E9sto] & HARE <
Sk 7Holrh. Y 7|Hi=o] 4719] S #AISHH
A4 7|HEE AT 5 Qlo] Mo E HAR EAE
Aoz thAl oI 4= QUh22]. YT A} FHo|
i 8719 717k A 5= At &, A9 7=
£ HAZ 7ksAdol Atk

242 TEE B2t Hmsle Uiy oyl

Seoldlo] A ThA|% B AR HelPHos A
A7 AAYUES Aok BAIAE Y LAt
BAS 2 AT, B AER fAYCE Y
2 URF T AAYSE FEBite] HoleHol L
A Hus} vwslel Hom HH YHHULL
ek WIS B PAOIcHe). HiEdolS
5 Yt POIA ] HAYES wBoh Pt

-

p2 bt Se Qe Bt B 49 of
ol SAEA Ble] oiela, 1S tha] el
She AR g0l ek Wlol A9E HAs doR
o e BT YAE Tefslor Ak Z, FAAF Hol
Slo| 22 AT A o] 7HE A
o

3. HEZA 2ol HOot 7|IHE

HEfA ngoz JHF =g A4S
QWERTY 7]8te] wjA]gk  Heb  7]sj=oltH20].
QWERTY A9 7|HEE 7|E 0= 712 A= o5&
Sto] Fig. 89 Zo] 13709] ElEgA Hoko] 7|dEs
AAsta, Z+ 7= 14 WidgE #®7|5kglc
(17.23].

1000 0100 0010 |0001 [1010 {1100 0101

||l

0011 |1110 (1101 0111 |1011 |1111

][] "0) | s} 10

Fig. 8. Tetris Pattern
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9t HERIA DYO| B9t F|HES| 78

Encr‘lv‘ed pas

(111)

“ca\\cﬂ
puthe™ Server

3=

Fig. 9. System Structure Diagram

Fig. 9= e 3 SHolA AES Fdf A4 PIN
< HHSHA Aol IS vErd Aol ARt 714
o] A|A" ZxTo|t} Fig. 10 137] HIEYA BF
9] 7|H=F o EHolE T} AAE viX|TE HelY)
HE9| ofjAoct,

Fig. 10. Example of Secure Keypads with Tetris—-Form

Fig 11(E 7|20 2t ez ddsl Hee)
2 59o] 7S YAste] 7HES FojolLe ui
A3fe] HEdA Boo] RAFIES FESHE £AE
olt}. Fig. 11(b) = F8F %S 7]H= APPOIA A1&
A7t MAYEES HA2 1) Do ofdEd] et <
Aol

T .
S, —— Start

‘L_

Set Keyboard line = input_text = input

* Line_number
Assign Pattern to Pattern l
jet_pattern(input_text
Create buttons according to AL ripet
Pattern array —¢
Tnsert Bum;n info layer Make Pattem image
'Add Blank | using Pattern
M | Line_number + 1 4
Count left & right margin |
¥ Add pattem image
- in password layer
O ~Teft & right margir— P v
—_< Limit margin ok
<l Add text to password
Line_number=4 = NG B

End ) [¢ End

(@) Genér;tion of Keypads  (b) User Tc-)L;:H Event
Fig. 11. Proposed Sequence Diagram

4. 78 9yt
4.1 73 2 Y ONTFC

HEZA RY HO|#=E Android Studio
4.0(SDK 29) 3404l Java8< ol8ste] 7Hdstglct.
HAE AWEES] LA A= Android 100] AAH
Samsung galaxy A90 5G4 &5 9 HAEE A4
stoict. Fig. 12+ HEZA 29 Het 7| =8 4
Sk YAIF =0t

1. Set the basic settings and place the layers and
buttons.
O. for( Line = 0
Line++){

; Line < Max_Keyboard_Line ;

for(sequence = 0 ; key_count[Line] ; sequence++){
(Dpattern_arr[Linel[sequence] = make_pattern();

}

@ button_arr = make_button(pattern_arr);

@ add_buttons_in_layer(button_arr[Line], Line);

-1 if(button_class[Line] == 0){
join_tetris_key (key);

@-2 else if(button_class[Line] == 1){
stack_tetris_key (key)
}
@ margin = get_margin_length(Line);
if( margin < Limit_margin ){
goto for
}
}
M. onClick_keyboard_Button(){
passwd = passwd + bt.getText();
pattern = get_pattern_of_keyboard(bt.getText());
® display_tetris_form(pattern);
}
IV. onClick_confirm{
password_hash = to_hash_String (passwd);
send_to_server(password_hash);
)
Fig. 12. Pseudo—code for Tetris—Form Keypads

DL pattern_arr()ol] AHS WS I3t o] T
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& dojolo] Zgste] FY o Y= k. @M=
ool A7l Wzte] 2717 7MEe] Jukg A%t
Q%0 ofio] o] 7|HE 3719 JHe} g B¢
MG &S oAl BHERT I Ve =S B

F AYse ZE2H T2 2471 9= 7IMES H
A B¢ Addnt. V2 HAYES] Yol A==
< W FA7IHE HAA dPHe FROE HAYE
9 Al grol A= A

4.2 HX|AX[SH0| Ciet oMy 24

o HE Aol 7H|E}t =9 Sofl © 2
7] 9131 QWERTY 7|HEE ool ez AAIH AL
ek SHARE A HAPES Z= AlTto] Sofdo
et 4 HeElgo] Bolinke ©o] gl HE:A
2| WA E ¢ olo=el7I7t 7hsdte] R
7h B3k o FEOtER BA| YA F49 4
Sta(Fig. 13), BAE vpAE 24 iAol HESA 2
T ohHol| HojFo] 5915 Fo viAY HA] £AE
lske £4e Tob HAYES F7HsdeS W=

% ok

<t
okt
i)

[o

it
%y

SN
Fig. 13. Shoulder Surfing Attack

43 Figt 710l chst Bt U 2o

gEds Bee] AHES ofo] o] I FuY
% 9lo] B4} 710] o ol Z % 57] W] 913
of e Bt S £ 4 YA VI FslEn
o Ho 1/42 Fob7] o] EAE sk of
#go] 9IrH24l, 2717} A BX] ATl mat
AL 271 Zue mefslor Sk HAYE e
A A8 Bl Eolv] Sish 1= 91E 4
A 3 4 glofof Tk MAYE Yelshs AHE @
Z3d okl U] 24 5 FARI|E Aot Ane
Mt BAR 347 BARY) S0 X AN

ok

2HY 4 s ol A=l AxE 1YEA
GobH WAYE §3E oA ook Gk

4.4 = Held 2 AR EH HWEA

Fig. 14 714 gol A85= W29 =(passwordl,
iloveyou, qwerty123, abc123, 1q2w3e4r)E 7}A 1L
1034 948 L o A= Ay ¥3-2 FEg
Holch. A¢t 7|ET} 7|& 239 HlY|HES AME
Sl9lE WE HIEHE W AY Agro] Rz Apo|nk
Art.

Tetris keypads QWERTY Keypads
A 4718 4.643
B 4.357 4.548
C 4251 3.636
D 4.034 3.358
E 4.664 3.426
AVG 4.40 3.92

Fig. 14. Comparison Analysis of Input Time

Tetris keypads | QWERTY Keypads
A 1 0
B 1 0
C 0 1
D 0 0
E 2 1
AVG 0.80 0.40

Fig. 15. Comparison Analysis of Touch Error

Fig. 15 HAYEE 103 4T of &% AT
345 H|wsk Aotk YAYE 1g2w3edrS 104 H
A5 o AQE 71 23], 712 71HS 13] &% HA
SkAt}. Fig. 15004 Hzo] 7|& 7|} vl usilau &
Aol7h glg= & & Slrh
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7FesiAn. WEHA @0 e S87HA dSche
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o|-gsto] Qbxlet PIN A& wrot AfHof v =
HAIstal Qe AE £ o] 85 o[ A

StaAl EA] 7|REe] Eagoll A tefet £40] 7t

ek Fofo] AL Qlot. WAYE AHA] A

A oPivHE FAEAY 7|27 SO HAYAE

ofo i
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Ole
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g5t} HUAR 937} 7Fsaie) AT =2 7]
g2 EshetAY 72 FHAE 0|8 49 3m oy
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ofeolrlE e FEFH Jofof HA|of
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