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Abstract The 4th industrial revolution and the rapid change in the data environment revealed
technical limitations in the existing relational database(RDB). As a new analysis method for
unstructured data in all fields such as IDC/finance/insurance, interest in graph database(GDB)
technology is increasing. The graph database is an efficient technique for expressing interlocked
data and analyzing associations in a wide range of networks. This study extended the existing
RDB to the GDB model and applied machine learning algorithms (pattern recognition, clustering,
path distance, core extraction) to detect new abnormal signs. As a result of the performance
analysis, it was confirmed that the performance of abnormal behavior(about 180 times or more)
was greatly improved, and that it was possible to extract an abnormal symptom pattern after 5
steps that could not be analyzed by RDB.
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Fig. 1. GDB model expressing user relationship(example)
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Depth RDBMS execution time(s) Neo4j execution time(s) Records returned

2 0.016 0.01 ~2500
3 30.267 0.168 ~110,000
4 1543.505 1.359 ~600,000

5 Unfinished 2.132 ~800,000

Fig. 2. RDB and GDB(Neo4j) Performance Comparison
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Fig. 3. Anomaly Detection Platform Structure
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Fig. 4. Anomaly analysis platform Structure
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Table 1. Anomaly Detection/Analysis Table(Example)

Table Name Name Type Description
sid Integer Sequence Number
rid Varchar STIX ID
observed ctime Timestamp Create Time
type Varchar IP, Domain
document JSONB Body Document
sid Integer Sequence Number
rid Varchar STIX ID
attacl;patte ctime Timestamp Create Time
indicator Varchar Indicator Information
pattern JSONB Pattern Document
sid Integer Sequence Number
rid Varchar STIX ID
. . ctime Timestamp Create Time
intrusion-set - -
tid Integer threat-actor sid
threat-actor | Varchar threat-actor name
tool List Malicious tool
sid Integer Sequence Number
rid Varchar STIX ID
. ctime Timestamp Create Time
campaign
indicator Varchar Indicator Information

lifecycle JSONB
description JSONB

Intrusion Lifecycle
Campagn Document

Ao, FA9E, o =, A HolE
XML/JSON 714} STIX(Structured Threat Information
eXpression) 2711IE A Qg Wi GDB FHE A
/gst7] 913t Al AE(ID)<t eI AHZ(Timestamp)
5 712 tolHE 2RIt AA| AHE Asshe
Aufe, YYF7] 52 JSONB Fej2 RDB #AS

0911 OH
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Fig. 5. Association analysis Modeling Process
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Table 2. GDB based Table(Example)

Table
Name

Name Type Description

uses tool Hack S/W, Malware

threat-ac |impersonates

tor y Bypass / Indirect

threat-actor

cooperates )| threat-actor Attacker partnership

abuses ) vulnerability Use of Vulnerabilities
targets ) identity Target attack
Tool variant-of ) tool Hack S/W, Malware
. . . Information used for
exploits ) identity attack (or possibility)
Vulnerabil exploits identit Information used for
ity P v attack (or possibility)
identity | related-to ) identity Relationship information

between identifiers

Specific malicious tool

mitigates ) tool
measures
course— " o Vulnerability Removal
. mitigates ) | vulnerability Y T val /
of-action mitigation

course—-of-act Complementary

helps )
ps ) ion measures
attributed-to . . Additional Attribute
identity .
) Information
. attributed-to Additional Attribute
attribute tool

) Information

attributed-to Additional Attribute
threat-actor .
) Information

indicates ) | threat-actor | Specific Attack Types

indicator | indicates ) tool Specific Attack Types

indicates ) identity Specific Attack Types
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Fig. 9. Path analysis and Extract Framework Algorithm
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Fig. 10. Anomaly Detection and Analysis(Example)
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Fig. 13. Clustering Algorithm(Proposed)
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Fig. 14. Path and Extract Framework Algorithm(Proposed)
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Table 3. RDB and GDB Performance Test

Execution time(s) Records Performanc
Dept [ RelationalDB Graph returned e
h DB difference
2 0.105 0.21 ~1900 5.00x
3 55.715 0.323 ~125,000 172.49x
4 3080.505 1.932 ~700,000 1594.46x
5 Unfinished 3.617 ~913,000 unlimited
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Table 4. RDB and GDB Comparison Analysis

RDB GDB
Model Single Multi
Data Type Document(Only) Unstructured data
Anomaly 1~4 level(limit) 5 level ~
Detection
optimizatio Simple query Complex query
n
Machine Classification Clustering
learning
Etc Universal Grape Visualization
Support
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