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[Abstract]

Despite the increasing interest in cyber security in recent years, the emergence of new technologies
has led to a shortage of professional personnel to efficiently perform the cyber security. Although
various methods such as cyber rage are being used to cultivate cyber security experts, there are
problems of limitation of virtual training system, scenario-based practice content development and
operation, unit content-oriented development, and lack of consideration of learner level. In this paper,
we develop a fuzzy rule-based user-customized training scenario automatic generation system for
improving user's ability to respond to infringement. The proposed system creates and provides scenarios
based on advanced persistent threats according to fuzzy rules. Thus, the proposed system can improve
the trainee's ability to respond to the bed through the generated scenario.
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I. Introduction
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II. Preliminaries
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Table 1. Pseudocode of proposed system

// Algorithm 1
// ExecuteProposedSystem(user_id)
1: for content.count do

21 SolveContent(user_id, content_id);
3: if exit_selection then

4: break:

5.  end if

6: end for

7:

8: content_info=GetContentInfo(user_id):

9: contents_lv=RandomForest(content_info);
10:

11: user_scenario=RunFuzzy(contents_Iv);
12:

13: ShowScenario(user_scenario);
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Fig. 4. Main homepage of the proposed system
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Table 2. Content of the proposed system i
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Table 3. if-then Rules

RULE 0: IF (SYS IS S_BG) AND (NET IS N_BG) AND (WEB
IS W_BG) AND (MAL IS M_BG) THEN (RST IS SCNO1)
RULE 1: IF (SYS IS S_BG) AND (NET IS N_BG) AND (WEB
IS W_BG) AND (MAL IS M_IM) THEN (RST IS SCNO02)
RULE 2: IF (SYS IS S_BG) AND (NET IS N_BG) AND (WEB
IS W_BG) AND (MAL IS M_EX) THEN (RST IS SCNO03)
RULE 3: IF (SYS IS S_BG) AND (NET IS N_BG) AND (WEB
IS W_IM) AND (MAL IS M_BG) THEN (RST IS SCNO04)

RULE 80: IF (SYS IS S_EX) AND (NET IS N_EX) AND (WEB
IS W_EX) AND (MAL IS M_EX) THEN (RST IS SCN81)

o2 So}, Table 30|4] B 73} 7o] A|AEl B35
270] £BAL UEYT B35 270 AHAL 4 H5 4
Zo] xHAL I E BMo] xEANL HQ Ay 1
H(SCNO1)o] A== THRULE 0).

2.4 Scenario Automatic Generation
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Fig. 8. Example of APT based user—customized scenario
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Fig. 9. Content of “Create a password—set account and
change its password” in user—customized scenario

IV. Conclusions
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