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ABSTRACT

SDN and NFV are next-generation network technologies, and cloud, such as data centers, campuses, and large
companies, has been established, or is actively applied by service-oriented communication companies. In particular, the
Defense Integrated Data Center will be a prime example for military applications. In order for the Defense Integrated
Data Center (DIDC) to become an intelligent center, it is accelerating the promotion of the "Smart Defense Integrated
Data Center”, which applied the latest information and communication technology (ICT). At the time of the
establishment of DIDC, it plans to start building infrastructure such as cloud services at around 30% level, and expand
D-Cloud to 75% through 'Cloud First’. In addition, the introduction of SDN/NFV will reduce the operation cost and
manpower of DIDC, strengthen the ability to efficiently use information resources and cyber information protection
systems, and increase flexibility and agility in using each system to improve efficiency in defense management in the
future. Therefore, we will discuss the justification and expected effects of SDN/NFV introduction, focusing on DIDC.

IIHE
Data Center, SDN, NFV, Cloud, Next generation Networking
tlo] gl 4lE, SDN, NFV, Cloud, 241t YE

« DEH SR A ALY (sunrainB659 @korea.kr) * Received : Jun. 25, 2020, Revised : Jul. 20, 2020, Accepted : Aug. 15, 2020
o MAIK K} : Zubtistn 2 Ee|Zstn w4 + Corresponding Author : Tae-Uk Kwon
M o4 22020, 06. 25 Dept. Computer Science, Korea National Defense University,
< aEelZel 2020, 07. 20 Email : sunrain8659@korea.kr, kwontwd042@kndu.ac.kr
<Al - 2020. 08. 15

0687



JKIECS, vol. 15, no. 04, 687-694, 2020

—

.M E

ok glo]e]AlEjol] SDN(:Software Defined Networking)
3} NFV(Network Function Virtualization S =¢)3th=
28 B AEA] S AR olZATE st Elo B AE
(Defense Integrated Data Center, DIDC)2] 7% SDN =

YPEAF 222 2 loEAlE| R} ofn] 9= erolr.
DIDC+= < ol Hd 7= % AH3} ALY
o& Falu, "o oA W K339 2407)
29 11009 o] SHAEALRE T Y3
el AHsAnHl] AT ditE B3-S S8 AH
€ DIDCe| 12 7F doz i
Een old HEH AAEA A 7t Fujef
o Bhell EElEo] o] FojRrt o]HA HAH AL
ks

U
>

2

2

3 e Qlzegh= Q1Y HE o]7]Fe]
TE R 1600700 FRALES A
AT7HA B2 ofdw3t AgAFEe] Sile Ao oY
gk
T3 Cloud My 5 3
8] 30% <bf FEol7] o =
BEA71=ICT)s 483 “~nte DIDC'=e]
el |5 wakE Thelof & Aol
VS

™oox

o
oAM= et A A&l AEAd
}l DIDCe| SDN/NFV 4§ wete] thste] thA]
W AE9 MRS zEa, DIDCO] Legacy #1719k
SDN/NFV AAE vl A3 ste], 1o e 7|tha
shop Gl thete] =sfarzh gk

ro N
2

2.1 D-Cloud& #%
S Z1EA G wel AR A" F

688

A&
o wel DIDCS] Al AlZ=¥l 5 EE =5
Alz~8 WA A Cloudz A3E oHolt). o]=
DIDC?] Cloud W &7+S D-Cloud 2 Hgksle] Ax
A &8-S wola, dat A7 gaE 7|gE 4 9l
A Hdck 22l Cloudel 1A% (AD, ¥ Elo]E]
S5 AEst ol oS A oy Al=®l FFo
7kl ATk

ol AEE AYs A, FARE 7 2] A
of WA L9dHY AREA Fu(MEYT Gnet A
W, 2EIA)ES B oz olFAA 93t B
Y Zp7] b AWegAAl 2 dAE Z2EFEY &
A HE T2 AN FAFOR EEHATL
olggt FAE Az A Cloud M HE
s Aol et

a2 DIDCE 444 Cloud =95 93 4
A Ve Fa, AR AEE Eolz

= o
F12 3¢AE vro] Cloud H3He HoFrll.

S
)
S|

E 1. Cloud X2t 3=HA
Table 1. Cloud transition 3 stages

transforma

stage |period(year) Description

1 | 2019~2020
2 | 2021~2022

tion Ratio
40%
60%

Cloud activation
Cloud maturization
Cloud

intellectualization

3 2023~ 5%

Jm
ol
=
o
)
FZ
)
=
k1
jincs
i)

« K
u
o
S,
a
2
o,
ol
1>

[

i

=
o
vk
=
vk
e
o
- Io
u
a
2
[N
ox
A = b e ol
i ok > 9 > of O fo

N

LU N o

e

AFE, YEAD, 283 288
(resource) s& 9o TAHEHEE, A A
Aol wetow wEd 4 glo] 54Y He
L Ao Babe] kol A SIEH4L

OXLE

—

¢



SDN/NFVe] i 4§ erd7d 4

E

o2 TEH A% w%, %, 5
I N O
T AZEGY] &

2o
o
H

W o

>irén}irll‘2~
&
Lo ¢

[o3

o

o &
fru
2 >

e Wl

ox i T [ o

2.2 DIDCS SDN =9

dlolef e 2] D-Cloude] el whal, DIDCE] W]
EQ3 Fz2E 7[EHo R scale-out FHoE 2AE
Aeolw, 1ol Btz FAg F27F FHE o & Ao
t}. 7]¥ DIDC W YIEHA HE= ] (vendor)d

A2 HE A4H EGAAR A o), Sy
o] ¥ES AEe #Ael B HaKel WEAD
Aulzs 7Eo] 27ha.

oeldt RPARFES Cloud 879 4o wa
FAHel aaw el Fobha gom, A, AEd
A% ohfeh ML BHOIA Cloud Avlz 870
A 94149 7140 MEAD ol7EA 7} L as)
A 9

o5l
o gel vEQAZA, AP
Fo e Edg A9
Pt AEEA Ao)/p

SDN& AXE]
API(S EZEHE

e 2ZEG ]

FF offt oft

L — e

12! 1. SDN AlST=[6]
Fig. 1 SDN hierarchy

eeeeeeee
Connectivity Rnck

Compute Workioad

SDN2 HESIZ gHlolA H/We S/W 755 &
2t Ao ?i“u“ﬂﬂl, WA, H/W 992 Data Plane
o2 dolHE AFshe 94E @Edt aga
S/W 99L& Control Plane¥ Application Plane .2
], Control Plane WES o gt HAS A
43l 98-S 99sta, Application Planes A2

HES g AR A HEE St

A=t Control Plane SDN Controller2 &% ¢],
wHAoR FY AR E Z2agiEoe], YE
A Alojy 55, & Ao Tl FA48& ATt
A ek

2% 13 7o) SDNe| dlelHAME ] =t
7 el ~EEX| e AdE 29X ol#g A~
A5 A4 T 29K, aga olg5E SAStE
SDN Controller7} ¢33 A o]t}

o]y g SDN& E&|4 ~9x o] &4
EYA #E 9 A58 dAR o]2A sho], YIEYA
3ol a&49l ol7|elx & DIDCol| & Q3 24
7} 2 Flojtt.

At S A s aE 00070d] 2a
A SWe dedh JEu Aleetild 7)Ee
oA Hojup AR FellA s Fol7

&, AFA %, BldolE, AtelHy
okt tiupo] 2~ 9 Joe KA HES
D 7% 7PE &8 7|9y YEYAT A3
Aol & #Ay Mu]A-ICT A Z&o] 7}
Ao, o]7|Fe Hlg F&F F
AT FA94E 2= SDN VEYA V&S
ulE DIDCE 758 4 g 3ot}

A 2N

S ﬁ,\? \1]

— 1 —

2 Ek!
T3 2 Hlo|EME] o shtel ®AI(Y
TA(od)
Fig. 2 SDN configuration for one systemltask) in
DIDClexample)

o] =
AT

b=

] x}

0

=

(g ol du o

oft I Sk o ot
o,

32
rlr
ro

ol
——

-

/f//
'if:.l

ol cigk SDN

a9 28k o] "ol AHe] SDN FAst Qe
A8 Al2® F SuE d2 EJS o, 47 APP
DB, WEB AH] 5o 2% Data Plane 2$%& A
9ol A& Control Planeo] &A1k, Legacy A|A <}

O

689



JKIECS, vol. 15, no. 04, 687-694, 2020

Zo] VESA FndAe] Z2EZT 29x Z
&u)7) oka, dolHAH AA A FIHETH BelE
51, SDN 7% Aelell Qlej#o]x b
+=3he AH 25 AT £ AS Aol

AAAQ Bl A AZES O] Holo] 7N Al
9 #ele DIDCY WEAY FdAdE =9%
om AAF HEYA £Ao] 7MEdte] FAM
S3teloleAE gt sy 2XE & 4 4

o7 dAgith

%0}(“
r

:

2.3 VIESZ Zule| A9 NFVY =4

NFVE IT 7133} 7S AHgste] AA Sase
HEHA &= 7%E 94 BF 7238t 54 A
A QA = e E2og MEse vEY
A o}71EA A ot

o]#{g NFV7} SDN& = A B3le] 1LdE = A

ofA|uk NFVE SDN AZEg oo Btzlate] T

s IR £ 9la, Fad v)F

o
°
Fele u, ol
S

o] 7Fs 3%l o}E‘]E}E djo] e A Ef ol =
o UEA vl 3ol asith
ojg]gk o] LﬂE‘qﬂ 71%5& NFVRE 7}dstsHA
HY, W& At AES OiFE AT B oot
SDN T-Zo| w& F7 ]—;‘(jl?__ dges e F As
Aolg} ot
DIDCY] Legacy MIEY A AA+=

g A2 T4 2 Ao BAS FEHL

745 Aol o
o= Fht},

2 ZFHY == J|s dHg
Table 2. Percentage of overlapped functions for

each device
14 | TAP| QoS | DPI | avg.
1
overlapped| ) | 1o 1 7 | 0 |2
functions

Ratio(%) | 67.3 | 100 | 50 60.6 | 69.5

690

1°Jo}L 14 *H 1
1 J3t= TAP, lo|E] *1 H]
£ QoS, HZel diE AF

e Fate] EdYS Bejshs DPIL & 4709] ]

£ o= NFVE Feetast gv dgd vl

S z]EHb—]_ wo 7]Lo

P ER R )

“e 1> Pr

24 AR BE3F A9 NFVY =9

dolEHAlE = T4 UEYA o] ol
7P TaAEE olsrk Stk DIDCE 543 574
oz AHY] Wi, A APomty uY
FEBAE 8, Bk BAlol A WRALE] FE10A
£ TEo] 2 vlg3 NS RS At 59
Aboln] o mHE AEE = A RS

7] e ded-vled gaA WoAAE T

< AlE
E1 Oﬂ*i 7\1315]1‘ Edgd] gFe vH

A
ohooleet o] & Be i dAATY =¥ yEYA

S Rizkait,
a2 2 DIDC7} SDN UHIEY A 7|dto 7 F3o]
HEHAE W, Legacy MEYA ARETAAE o
A F JE NFV 7[&S &8e UESA JHES
AA AAE ot Edfy He& sfdsta, ZA
2 7 AYAT FH Z2A L FEAY HAEE
o} E8HoR Kol g2 gAe
do] 753t EE sl
E3 ARHS RUEY A tEF
ul Aol AnHle] 7S A E g
A9 A AJ28l(Fire Wal)3t A
(Intrusion Prevention, IPS), 8|1 ®Hel B4 &



SDN/NFVe] i 4§ eldA ¥4

Al ARFZADistributed Denial of  Service,
DDoS)& ¥4 4 X}")rﬂ 4 9= Anti DDoS A A7}
1740 [ﬂ o] x]-a] EH"]'OE :LEXJ o7z A ?‘;EE]:
ZRA2E NFVﬂEi T@etol Ao, e

&9 FARFY fololgt olHE YA
A gt

HESA AREIAAES
QFAFSH(Security  Functional —requirements, SFR)
ClassE TEXHOZ HAHA, AAEE B2 u}
g 271A0] %S Bgstl TEA /|5e 1ol
AL AREAR HlolE B, A 9 Qg Bk,
TSF(TOE(Target of Evaluation) Security
Functionality) .37} ZA91dH, 5% $90] das}
A frElsittn da® 4170, &, DIDCSF AR
Zo] ESZ ARRIAAS ¢3¢ To5FH9] &
H & "ﬂ“oi ARzl HEHow 7HA1 gl B

a7 57kA Het 715

o
F7lss Vo R ©Ed] AgHom AtE Ry

7} ﬂiizxﬂ ALY A715S AYsta itk 71%
T} L2 M 27 FEo] Hi 56%7F HrhE AMLE %

33 2ol & 4= AATHIL

3 ZH HEES |9 HAY SFR &= H|E
Table 3. Percentage of SFR overlapped functions by
system of each information protection equipment

Firewall | IPS |Anti DDoS| avg.

1
over a-pped o1 o o 9
functions

Ratio(%) 51

585 585 56.1

3B E ARET FHY FEE 753 1f7)%
S NFVE %3] 7Mdstste] SDN 29219 F2skAl
b ok sl whedt UEY A of7|EX & 2A S
I %S Aol

SAIRE A FodoF & Al 5744 4 SFR

Class”} Firewall#} IPS, vl A4 E#fjg ©FX)/2eHA]
Aol B FUsHA AEHX|TE o] BE A7} thE
Al AAE Aolmng Fo] & 5 gk 93} At
Ao wef, A= o2 AL 93P, Port / #F §
g, EfgHF 502 AFHoRE AR OES 1Y

ato] A s} oF skt

256 48 2% 2 7/Id] £

AlEd o] 48 SWS ‘Riverbed Modeler' & A}
gate], vlolElMEe] Legacy WIEHA %, SDN
TZ, NFV 725 F743t] ol& Hlaston, ti4
dolEAlE W 7 Bel ARgste 57H4 F2 Al
Ao, EFd0A, FAAT S)E dtlem, A
oF ZA AA] 9l =it
I Az, WA Legacy MIEYA +%9 SDN 1%
Hlaste] Egjg el zbol7t gllont, A ®
gHl o R QIE UEYA Wl g I A
ol diABtAY, tighS e H Ak ik Aol
7} A Aoz oy

EE‘ES]— 0179 | AER

Mo

M

Ato w=wW Legacy

AASH SDN/NFV &8 del& A vrAYsE A
SafM dATgtete], o) rlee T de A" H

T #Eol e Ao #E duEF AT MNEs
A wE@sta 92 & 4 AATHI0L
HE o] iE] SDN&
E94skA °—‘HE}E D—c1oud7} 2eg F gFA Aol
e MEHZ AZFS tde= - AAS Al AAY
-t ks } \:}
T HAE, YEHA ] 3 JRESA AE SDN
2 NFVE 714318 U ES A o}719x 2 Legacy Al
At waskdch

ez golEAlE e

W NFY_ver] -Readme-DES-1
B sdn_legacy_wer2-Readme-DES-1

differentistor (in IP.Network Conver, gence Activity)

-0.25
Om Os Om 20s

Om 40s 1m Os

J2l 3 EzfE dlm

1m 20s 1m 40s 2m Os

Fig. 3 Traffic comparison

I A3k 3y 33 o] JEYA EQY BHstol
Legacy® Im 50s9l d Mg,
SDN/NFV AAE 1

o o E



JKIECS, vol. 15, no. 04, 687-694, 2020

# e, AwHd @ dsda At e

Zole} o g3t

Z SDN/NFVE &3 H]OIEVH 1 W
el g $57s HAxdkE T
FHastel AG/A FATE S

9 F44 29F B9 w4

[e

o
ne
o
o
X0,
ul to |d
' 0_>|: >\1 HU
Qb 7y
32
ol 2 = v

o N

ot
U

=

(2
K
Y

B
>
>
Y
;2 of
oZ;

O
"
ne
A
30,

o

pody

- o
ot T of\

2

o,

i,

2

o
Y
o |
o
XN

o
_\<,>L
H’1
@
2
o,
Lot
X
S
N
N
Ir
o
b
o

n. &

ol &
2| =T

rhu

o4l D-Cloud’} $1& DIDCE a7+ 5 A
olt}y. AAl ¥ AlIFTAS), E—‘E VR/AR
PAES S8 AT EBE ARS
upz} ool B AlE &= L 2
of 3lm, =g Aule] ojgh P ek wjP- F
239 ARteletar Azttt

T8 dlo|EAE 7} ofu g HE Ji g2le o}
1922 24 AAA AFsHA Aol & o]t

A, o]71F AW L UEA Fnlo] & e

= OB AIE] 2

=
=
[l =
T
1]

B ogo] B QlEle], Ayt FES G Al
ojggol FeA UNE 7;0];}

olA] DIDCE ‘Cloud HZE AHA FH3} gr&d
SDN/NFVe] =4& &3 g WNT=s

egacy A ]9} SDN

7Sl B3 53 Belsh, a0 wheh SDNNFV
g B gol WA ol dlF L Aol BE Yol
Yete] AFEES St

AFME FEe 7k Bl ¢

gl HFoldrk

A D-Cloud Al2=93} Cloud A53E $13F SDN/NFV

Yoz bkt F8E5 XA 98 T &2
Z F2-mlE DIDC, 2 X% Zlelrt

References

[1] J. Kim, “The Ministry of National Defense is

policy, Within three
years, more than 60% of the systems will be in
the cloud,” Electronic News, ], June. 2019

[2] Y. Park, “A study on competency evaluation

promoting 'Cloud First’

model for strengthening DIDC professional

manpower,” of Dodo IT, July 2018, pp.
01-35.
[B] S. Lee, “The Study on Development of

Technology for Electronic Government of S.

Korea with Cloud Computing analysed by

the Application of Scenario Planning,” J. of

the Korea Institute of Electronic Communication

Sciences, June 2016, vol 7, no. 06 pp.
1245-1258.

[4] K. Choi, "Strategies for applying private cloud
computing’, ] of National
Agency, June 2011, pp. 01-11.

[5] M. Lee, "Implementation of a Platform for the

J. of the Korea
Institute of Electronic Communication Sciences,
Aug 2018, vol 13, no. 04 pp. 881-886.

[6] "SDN Education material" In Proc. Naim Co

[7] W, Chae, "A Study on the Design of Network
Architecture for DIDC Using NFV',
Korea National Defense University, 2019, pp.
36-48.

[8] H, Woo, "Efficient
Efficiency with the Defense Integrated Data

IT Promotion

Big Scientific Data Transfers,"

In Proc.

Defense Management
Center ’‘Smart Defense Integrated Data
Center" ] of Kukbangilbo, July 2019

[9] Kang, “A study on the Design of Network
Security System for DIDC Using SDN/NFV,”
In Proc. Korea National Defense University, 2017,
pp. 47-51.

1] T
environment(SDN)  and

network
network
environment Development of support-oriented
network management system', In Proc.
Ministry of Science and ICT, 2017, pp. 08-59.

Kwon, "Next-generation

legacy



SDNNFVS| & 4§ B4 &

A
o

MR 274

Z X 8| (Ji-Hee Jang)
20094 AAdeistal AR E9
(CE)

20199 ~ A bt o)kl
A Ak

: U/ E4]=, SDN, NFV, dlo]e]AlE]

HE|=(Tae-Wook Kwon)
1986\ S-AbEkElaL A 5rE 5t
E9@Feh
1995 vl= sisrel k<l
(FAAh
20014 A
2007 ~ &) =l

FegstkE-ghitap
e e et ) e

# RO ¢ V=SS, Sensor Networking, CCN, S
DN, NFV

093








