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Trend and Cause of Information Security Workforce's
Job Turnover®
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m Abstract m

A significant proportion of information subjects experience information security breaches, and the number of reports
and counseling cases of personal information infringements is increasing. Increased awareness of the importance of
information security has raised interest in the personnel in charge of such tasks. However, hiring excellent new workers
and preventing turnovers in information security remain unresolved. In this paper, by modeling the job career path
of information security workforce as a Markov chain, we analyze the workforce turnover process and long-term turnover
trends by information security jobs, and further analyze the number and duration of turnovers required to engage
in specific jobs. The results of this study are expected to be a reference to balancing the supply and demand of
information security workers for the government and to ensuring efficient management of the workforce for businesses.
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