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ABSTRACT

According to brilliant development of smart devices, many related services are being devised. And, almost every

service is designed to provide user-centric services based on personal information. In this situation, to prevent

unintentional leakage of personal information is essential. Conventionally, ID and Password system is used for the

user authentication. This is a convenient method, but it has a vulnerability that can cause problems due to information

leakage. To overcome these problem, many methods related to face recognition is being researched. Through this

paper, we investigated the trend of user authentication through biometrics and a representative model for face

recognition techniques. One is DeepFace of FaceBook and another is FaceNet of Google. Each model is based on the

concept of Deep Learning and Distance Metric Learning, respectively. And also, they are based on Convolutional

Neural Network (CNN) model. In the future, further research is needed on the equipment configuration requirements

for practical applications and ways to provide actual personalized services.
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1. Introduction

According to brilliant development of smart devices,
many related services are being devised. And, almost
every service is designed to provide user-centric services
based on personal information. In this situation, to
prevent unintentional leakage of personal information is
essential. Conventionally, ID and Password system is
used for the user authentication. This is a convenient
method, but it has a vulnerability that can cause pro-
blems due to information leakage. Therefore, in recent
years, as a part of utilizing the characteristics of the face-
to-face authentication method, biometric based Multi-
Factor Authentication is gradually being used [1]. These
days, as machine learning technologies are being applied
to the biometrics field, FAR (False Acceptance Rate) and
FRR (False Rejection Rate) are reduced. Based on this

circumstances, many methods of authenticating users by
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using biometrics alone have been introduced. Biometric
recognition refers to personal identification using bio-
metric information such as fingerprint, iris, hand vein,
retina, handwriting, face, and voice. Recently, a finger-
print or face recognition is used as a biometric
technology for user identification in a smart phone.
Specially, face recognition technology can be utilized
in many ways, for its characteristics of easy identifi-
cation without contact [2]. However, there are difficulties
in authenticating the user through the face due to various
factors such as light and shadow. Fig. 1. shows the
examples of face images that can be obtained in a real
environment [3].
This paper
recognition model, specially based on machine learning

introduces several studies of face
techniques. In Section 2, we review the basic concept
machine learning. Section 3 shows representative face
recognition schemes. Finally, conclusions are presented

in Section 4.
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Fig. 1. Examples of face images that can be obtained in a
real environment.

2. Background

In this section, we describe basic concept of machine
learning techniques, and we also describe the object

recognition scheme based on vision information.

2.1 Machine Learning

Machine learning is a method of operating a machine

through reasoning ability based on the results of learning.

In other words, when a specific data set is provided to a
machine, the machine learns the related rules by itself
and outputs the result of applying the rule for additional
data.

Among these machine learning techniques, deep
learning, which mimics human neurons and configures
multiple layers of learning layers between inputs and
outputs to provide more advanced results, is in the
spotlight [4]. Fig. 2. presents the diagram of Deep
Learning Model [5].

Fig. 2. A Diagram of Deep Learning Model.

Among the machine learning models based on deep
learning, a convolutional neural network (CNN) is an
important technique used for object recognition. The
next section describes the basic concept of CNN and
object recognition through it [6].

2.2 Convolutional Neural Network

The convolutional neural network (CNN) adopts a
feed-forward network method that extracts a topological
feature from an input image. CNN removes features
from the input image and then classifies the features
extracted through a classifier [6,7]. Therefore, it has
strong characteristics in basic shape transformation such
as scaling, transformation, squeezing, rotation, and de-
formation. The CNN structure consists of a convolu-
tional layer, a pooling layer and a fully connected layer
[8]. The convolutional layer, consisting of the weights of
the local links and inter-functions, is a key part of CNN.
In this layer, the input function expression is interpreted,
and a number of functional maps are constructed. The
pooling layer located in the middle of the two con-
volutional layers.

It has a function extraction effect and plays a role of
reducing the size of the function map and increasing the
robustness of the function extraction. The size of the
functional map of the pooling layer is determined
according to the moving stage of the kernel. The con-
volutional neural network classifier has one or more fully
connected layers, and every single neuron in one layer is
connected to every single neuron in the next layer [9].
Fig. 3. shows a Typical Convolutional Neural Network
(CNN) model [10].
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Fig. 3. A Typical Convolutional Neural Network.

Classification
Layer

Sub- Sub-

Sampling

Convolution

Convolution

[ dog (0.01)
0 cat (0.04)
0 monkey (0.94)
Dvird 0.01)

3. Face Recognition Scheme

Among machine learning-based face recognition
techniques, Google's FaceNet and Facebook's DeepFace
are typical examples. FaceNet is based on distance
metric learning, however DeepFace is based on deep
learning model. We will introduce each one through the
following sections. And also, the face data sets which
can be used for learning phase of each face recognition

model.
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3.1 Deep Learning Approach

DeepFace uses CNN technology. Before providing
learning data or inference data to a CNN-based network,
it performs preliminary work to build accurate data. This
includes 3D facial geometry-based landmark extraction
and alignment through rotation (Affine). Then, learning
is performed through a convolution network composed
of 9 layers. DeepFace achieved a 97.35% accuracy on
the Labeled Faces in the Wild (LFW) data set, leading
the way in a highly successful era of face recognition
[11]. However, it is a disadvantage of learning about 120
million neural network parameters. Fig. 4. shows the 3D
landmark extraction and alignment steps [11].

03] (@ (h)
Fig. 4. 3D landmark extraction and alignment.

3.2 Distance Metric Learning Approach

FaceNet is a face recognition model based on Distance
Metric Learning, as mentioned earlier. This is based on
the redefinition of the loss function. The loss function
utilized by FaceNet is a triplet-loss technique. This is
based on the fact that the embedding value output
through CNN has a smaller Mahalanobis Distance than if
it is the same person [12]. The basic structure is com-
posed of 22 layers of Deep Network. Fig. 5. is a structure
of FaceNet Network Model and Fig. 6. is a conceptual
diagram of Triplet-Loss mechanism [13].
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Fig. 5. Machine Learning Concept based on Triplelet-Loss.
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layer size-in size-out kernel  |param|FLPS
convl |220x220x3 |110x110x64| T=x7x3,2 | 9K |115M
pooll [110x110x64| 55x55x64 | 3x3x64,2| 0
morml1| 55x55x64 | 535x55x64 0
conv2a| 55xh5x64 | B5xhhx64 | 1x1x64,1| 4K | 13M
conv2 | 55x55x64 | 5B5x55x192 | 3x3x64,1 | 111K |335M
rnorm2 | 55x55x 192 | 55x55x192 0
pool2 | 55x55x192 [ 2828192 |3x3x192,2| 0
comv3a| 2828192 | 28x28x192 |1x1x192,1| 37K | 29M
conv3 | 28x28x192 | 2828384 |3x3x192, 1| 664K (521M
pool3 | 28x28x384 [ 14x14x384 |3x3x384,2| 0
convda | 14x14x384 | 1414384 |1x1x384, 1| 148K | 29M
comv4d | 14x14x384 | 14x14x256 |3x3x384,1| 885K |173M
convia| 143 14x256 | 1414256 |1x1x256,1| 66K | 13M
convy | 14x14x256 | 1414256 |33 256, 1| 390K [116M
convoa | 1414256 | 1414256 |1x1x256,1| 66K | 13M
comve | 14x14x256 | 14x14x256 |3x3x256,1| 590K |116M
poold | 14:x14x256 | TxTx256 |3x3x256,2| 0
concat | TxTx256 T T 256 0
fcl TxTx256 | 1x32x128 |maxout p=2|103M |103M
fc2 1x32x128 | 1x32x128 |maxout p=2| 34M | 34M
fc7128 | 1x32x128 | 1x1x128 524K |0.5M
L2 1x1x128 1x1x128 0
total | | | | 140M [ 1.6B |

Fig. 6. Structure of FaceNet Network Model.

3.3 Large Size Public Face Data Set

In practice, a large data set is required for face learning.
Companies that are easy to collect face data, such as
Google and Facebook, use their own data. However,
these data are not available from an academic standpoint.
To solve this problem to some extent, public data sets
exist. The most widely used among them are LFW [14]
and YouTube Face [15].

The most widely used LFW was released in 2009. It
consists of 13,233 photos of 5,749 celebrities. Since it is
data obtained in a natural environment, it provides vari-
ous features such as lighting, shadows, facial expressions,
and poses that can be encountered in real situations.
Unfortunately, learning and verification data are not
distinguished, so they are mainly used for verification of
recognition performance. The verification accuracy using
LFW in face recognition through recent research reaches
99.73%. Table 1. shows the Data Sets for Face Reco-
gnition [3]

4. Conclusion

Through this paper, we investigated the trend of user
authentication through biometrics and a representative
model for face recognition techniques. Various studies
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Table 1. Data Sets for Face Recognition

Dataset Imaget# Facet# Source
MegaFace 1,027,060 690,572 Flickr
MegaFace2 4,753,320 672,057 Flickr
CASIA Celebrity
WebFac 494,414 10,575 Search
LFW 13,233 5,749 Yahoo News
FaceScrub | 106,863 530 Celebrity
Search
YouTube | 3 )5 video) | 1,595 YouTube
Faces
CelebFaces | 202,599 10,177 Celebrity
Search
DeepFace 4,400,000 4,000 Internal
FaceNet 500,000,000 10M Internal
5,712
1JB-A 2,085(Video) 500 Internal
67,000
1JB-B 7,000(Video) 1,845 Internal
138,000
1JB-C 11,000(Video) 3,531 Internal
Google &
VGGFace 2,600,000 2,622 YouTube
Google &
VGGFace2 3,310,000 9,131 YouTube

are in progress and as a result, it was found to be very
useful. In the future, further research is needed on the
equipment configuration requirements for practical appl-

ications and ways to provide actual personalized services.
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