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B mredlAs 54 AAA e AEste] aAAAE darE] el vl AleAor wEA EAlE Ass 2Al kAL

G FEE Mg WA E2A, A wAlES iAo E AYsele £ T Al e S avlsta, o
AAAE dare]Fe] AEA R At f& FiT wAES 5ol 718 dEAA ks F F glw A G
2150 5ol o3l obirh ofgE AzEAIe o] ol vzt FAAAE dare] o] el gk Aubd ]l At
£ Aelsla, AAEAlel 7|4k} post-quantum cryptographyZ} Zk5=ofol & 7] g 7dl] Fste] =gk}
I.M 2 Hod 5 glcke shEA el onlnc) X w2 A

A7) A ez 7delr] FAEd| vl ><4°L ks
9] Ante] 55 A A g} ol &
o2 293 9nE Ay oJ8] dl4=%(algebraic) w4
Eoll diste], aAAAL dueFHe) A|FH o wE
(exponentially fast) P& EE HolF= ofa] FAlA
Ab dae]EEe] o]v] EAjgrh= AR Fldd 4 3]
tH1-3].

FAANY dare|Fel| A 2] EEA Q] AaEES A
£ ofAEA (quantum  superposition) e S ©]-4-5}¢]
e dloeES W e (quantum parallelism)3l=
ol sick FAFAHAAHE Fshs o 2 FAA] 93
< 3= ofA} 2]l (quantum Fourier transform:
QFT)> 7]&9] o]al F&]d"gk(discrete Fourier
transformation)& A4l el 7|ukale] =)<
Ao g wEA pegiei4,5]. FA} Fe eI ¢l
9] fuelE](unitary) W3k 153
g 4 & 5 S & #1445 (quantum
phase estimation)s 7}sA| 3|51, o]= TAA L] 2
oRe BEHOR A ol o $8% 1A

<= w27 sfdst=d 1 FFA dEE dole,7].

°o':?<}74]4 G EE5 R FA ALt | 2o A
Pl 2ol A sl 22

4
2 590 zAlskA
b B I LL—I’I

Y(eigenvalue)S F

2ol Xﬂ%}ﬁ A

Stk Zle] o
7b NEYEE A d5EHA] 2 %Li, =
cryptography & 74371
shortest vector problem(SVP)%-2] 73Z}—rzﬂ(lattice
problem)®} o] o}#] F-&Z Q] ofA} daE|Fo] U
AA] o Al L kx| 7|ukS Folof & A
oJTH8,9].
£ =il 54
Zol w24
FAAA daeFEE gl WA oy A
=5 d5A o2 A SKformalization)sh= 7Nl %
T 2AE 2L, At dae]Fe]

post-quantum

AzpgAlsh Besel TAAL
Jo 2 w2 FAS dEds=

3k A 7K (polynomial-time) AMARF de]Eo] oA

o ek AnbA el A= Aelstar, AAREAlel 7]ukgk
post-quantum cryptography”} zZ+-3gojof & 7]E @A

off #ste] =gt

* As|elekL -4t AdaeEiel

Tl (2, freddiel @khu.ackr)
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I. 52 527 2A|(Hidden Subgroup Problem)
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3
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)
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r[r

PR Fare]Zo]
EH 4 T(group)el A9l =

T(subgroup)S &= tlA el FAl 2 A3}
& - Al (hidden subgroup

problem: HSP)2} &t} 23 t] FAA R olopr]a}
2 Al Gelld] Aold 2.2} oracle) T4 f7)
FoIA A& w, ¥ GO d99] YAl a9} bell sl
fla)=f(0)Q W% Ho= HpE B53hs A4S <35
fEE GOl T HE SR ek 2 BT

N

A i H 5 AR wAlelt olE B, &
A3l A= =83 (cyclic group) G= 7, <149
S T AR AYs & gleH, oitRT
A= TEY 2 FH(direct product),
G=7,_,x 7, A9 &2 i TAZ olad 5
SATHS].

A7 |Gl ) 2 G ellA] A" F2
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%}1315‘”]3}1 g “:} ‘ﬂra}/ﬂ ""V“—Er & A
oAbR LA o] o] Ehroﬂ 7ukgk RSA 3707] 4% Al
A} Diffie-Hellman 37} X|F7H4] 1 A& 4=
AAZ o184 & QW ol fi £RTI T
ARFAA 58 F2T AT TEA0 s
A2 9l 24 daelFel 209 vpk o) o
woleh vbH, oz AkE o] 83 71, ddele] 7T
(abelian group)ollA AHoH & i FAE 87
o2 A7 4 Y PP Laelzel Eaaehs,
11,12]. A9l <TAl(integer factorization)} ©]4t
2 I(discrete logarithm) +A|S v]ZEste] @ whAA]
(Pell’s equation)®] *J4>3ll(integer solution)E 2=
A, A (number field)ol 4] F
ideal)x-Al ¥ F(class group)iAl 5 478
< AxkeH o 2 et W A So] EAT 7%

W
odlAe] &2 FET LS e AeE 4Ys 5 9l

r—{n

o] g (principal

ST

G7} ¥]7}8k(non-abelian group)?! 72| %2
FET wAlE EEAoE AT 5 gl FAE &
2| Zo| Hsl] s B 7} AlaEee] $hul13-15].
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[16], A EEA(SVP) 5
(dihedral group), Dye°ll41€]
34 5 9leH17).
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AAHE-AZ(quantum  computational complexity)E &
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oAb Z 1 Z %7, |DH, DSA... o3k
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%—?4:7: R" Smart- _
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tx4el  AxEAel  SVPe}  closest
problem(CVP)& Ao|H Al T4 &8 LT £4
2 A3t 2 5 gloi17], AolHAT DoAY 2
FET A= AR E] el 94 subexponential
9] A7kel 20V ) o) A" 2= gl o] Kuperberg
of olall Wai A 3[17], o] %, olelgh efAtatare]Fol ot

57 Hpolynomial space)oll4] T&8E 4 9lgo] B

vector

3.1. gt AHETMO| SRAA d1alE

HolHAT Dy w3 27 %49 WA
(semi-direct product)w~ Zy X, 2%} HFH o2 53
(isomorphic)e] &eix Qlx, wpebr] AolH A

oA e] &2 i
- Aol 5 2t
2 rpekst A Tellx1 o] kAT FAMAAE

F=°| d7=3%tt Moore 5

number) pe} Aped 4= Nel| o5}
p=o(N)/poly(logN) Q1 7% Zy X, Z A9 &
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A A5k 2 m[15], Friedl 5~ 12]9] #Afd< n3 25
pe TAE AEA|F(fixed power) poll wEle]
Zy X, 540 52 i wAE v s
Sl oAb dae]ES A4Sk el 14]. Radhakrishnan
52 Heisenberg group®]2tr = &&=l Zp2 ><]7;,Zp°ﬂ/\1
o] & it wAZE AL el el o5l ek
o MALF s FHIELoH[20], o A=
Bacon 5ol 9], §Je]9] bl nel tste] 77,7,
E A= 21 Inui 5 &5 &F pot AdF k
of Wste] Z, X, Z, K9] 2 i Al sl st
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2 oY & po AdS Nell tisle], N 4]l
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T(class group) A5 NAsh= ohd} A7t oAk &
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8 AZREA = #HA FAR daElE

g Al A 2] 9T A,
Foldld A, 2|2 F wAle A FEskl
‘o424 A<3hring of algebraic integers)’(Z-> T
5] AFFHol| A L] old|dEol o8 FoA]=(induce)
o]t A=}(ideal lattice)ol4]2] SVP 2 CVP A&
= LR o]&d 4 glr}. wehA| Hallgren 3} Song
2] A daE|EE oldld ArlEle 5HE 729
Aol 4= SVP 1 CVPEAlE tFaA|7te] a4l
AAAY bare] o]z} & 4 glrk. ofge o]e|3t A2}
Aol 719k & Buchmann3} Williams®] 7] 23t &
EZ2 Hallgren 3 Song%9] oAb dag|Zol| 9sf oF

o

L oft e

o
O

s

Ak g5 ovlshr] = 3eH29,30].
V.2 E

& melde 54 AxReAleh fiste] oAl Al
are] gl wla| ApHor wEA wAlE Ash
HA fAAR daElEES A Eole WA EelA
2 A EAES ded e APt Al
Fe T A aleta, A daelEEel
EgHor dshe ¢ FRT BAEE 3] 7]
& FAAN YL F ol A daRFe ¥
F5 A uoleh g AxpeAl e} Halo] gl oA
2 FAARY darEl el el it AdnbA el At
= Akl

A A e o 3
2|&2 AAHA edoket 28 dnbdal 92 svPyt
CVP+ NP-hard -5 ]

o] gliz Al AAEA SN gEAAS] T
AL 1 FEAo] thEs] JE Aozt & 4 9l = =

FEAAE o] §she ATE AFAlE AlolollA o] A4t
FAE ZEHoR pElvhe BAS sPI7h o jr
olgldt o2 hE AlAEE Hr BEHoImA L <
At Ak flal pAlellA ofelek AR} 5, o=
Ao dispHel 25 7= =S o] gslglo
H, ok olejd =2 AAlelM SVPH CVPES

A A =2 2] FA A As] oze A

ook 7H S AEate] giek % Sol, Pipe] 73
FaAAe a8 B Asel S 5P A

Al(generator) & AlAFel= o] olgith= 7HAsEIIT

[31]. Folxl A9 7|AE 3FA3= Ring-LWE
(Learning with errors) ¥4l 2 x52] o]d|d 4
2} 42l sVP7E ofgiths A& 7HA sl 80w oF
A 4 gk [32,33]
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A7} ohd-& A]A}3ke}. B]Z post-quantum cryptography
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