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Abstract

This paper describes the hardware implementation of SPECK, a lightweight block cipher algorithm developed for
the security of applications with limited resources such as IoT and wireless sensor networks. The block cipher
SPECK crypto—core supports 8 block/key sizes, and the internal data-path was designed with 16-bit for small gate
counts. The final round key to be used for decryption is pre-generated through the key initialization process and
stored with the initial key, enabling the encryption/decryption for consecutive blocks. It was also designed to process
round operations and key scheduling independently to increase throughput. The hardware operation of the SPECK
crypto—core was validated through FPGA verification, and it was implemented with 1,503 slices on the Virtex-5
FPGA device, and the maximum operating frequency was estimated to be 98 MHz. When it was synthesized with a
180 nm process, the maximum operating frequency was estimated to be 163 MHz, and the estimated throughput was
in the range of 154 ~ 238 Mbps depending on the block/key sizes.
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Fig. 1. Round function of SPECK block cipher.
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Table 1.
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