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Strengthening security structure of open Blockchain platform to enhance
privacy protection of DApp users

g 4 A 1% A o g 1 4 & 5
Seonjin Hwang ~ DongHyun Ko Taeu Bahk Yoon-ho Choi

o OF
= =

EEAQY AR A ol& 7] 0 23k DApp(Distributed Application)®] 537 It} DAppoll tdk Bl o] AR ulel A%
TEIE A&A 2 AgStar Qla A el 7&"4 st MRS EoUal Atk B EAtEe] DApp N3G T35 ofglgos
o8| Infurae} 7o) EEA90 =5 & F/85F+= API(Application Programming Inteface) A H] 28 o] 8313 AT 271 APl MY 28

o] &% A5 API "‘]HV\ & 014" DApp AHEAIZREH gk EdAAY AR F49 DApp AREAEO] P FAke] 101 A S B
/\}B_;q,o] Zglo|HAIE A S Q= Alzkslk Y o] Rt wehA], B =R A= 7|E T B 22 B9 %8_,4. o]E o]
&3 45stE S *}&X}"] 43}0]‘5’]’\] Bod F oy e ESARN SRE X shiere Aeth Altete FX2E
23] DApp AHEAHE AP A2 G A7E ARal ANQIHEE A EEA] EatA WAFOZN ZEo|MAE BT F k. 7]EY
%‘7}163 EEAA ZRZEC] AFAHFA ZRE A4 = DApp AHS A S AlFAF BN ZetolHA] Haf TR Ql3f &
33} x b 9 DAppe] E4dsket AREALS Fte 71T 9l e E Vg dTh

= FA0 L Y EFAA FAE I, ESAA B olHER

ABSTRACT

Along with the growth of Blockchain, DApp (Distributed Application) is getting affentfion. As interest in DApp grows, market size
continues to grow and many developers participate in development. Many developers are using API(Application Programming
Interface) services to mediate Blockchain nodes, such as Infura, for DApp development. However, when using such a service, there
is a serious risk that the APl service operator can violate the user’s privacy by 1 fo 1 matching the account address of the Transaction
executed by the DApp user with the IP address of the DApp user. It can have an adverse effect on the reliability of public Blockchains
that need to provide users with a secure DApp service environment. The proposed Blockchain platform is expected to provide user
privacy protection from APl services and provide a reliable DApp use environment that existing Blockchain platforms did not provide.
It is also expected to help to activate DApp and increase the number of DApp users, which has not been activated due to the risk
of an existing privacy breach.
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(Figure 1) Example of an Auction DApp that creator and buyer connect to a public Blockchain network through
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(Figure 3) API service process for Public Blockchain platform with enhanced privacy protection
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