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Abstract Due to the recent development of the 4th industrial revolution, Smart Factories that organically
link various technologies such as Al, IoT, Cloud, and Big Data are increasing. Based on this, in the
industrial environment where the internal process is controlled automatically, high availability should be
secured against the loss caused when the internal process of the Smart Factory is stopped due to the
determinism and malicious attack necessary to control the device such as PLC. The research and analysis
of industrial network equipment and security equipment used in various industries can improve the
efficiency and usability of industrial control systems in national infrastructure and can provide important
feedback to build related infrastructure. Therefore, we compared industrial network equipment and
security equipment in this paper in a variety of ways and expect to be used as a roadmap for developing
technologies for industrial network equipment and industrial security equipment based on the results of
this paper.
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Table 1. IT Switch and Industrial Switch Environment Comparison
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Installation Rack-mount kits DIN-Rail mount kit DIN-rail mounting 35 mm DIN-rail
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Operating environment
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Storage environment
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