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ABSTRACT

With the development of smart grid technologies, a user can use the secure and reliable power services in smart gird
environments. However, the users are not secure against various potential attacks because the smart gird services are
provided through the public channel. Therefore, a secure and lightweight authentication and key agreement scheme has
become a very important security issue in smart grid in order to guarantee user’s privacy. In 2019, Zhang et al. proposed a
lightweight authentication scheme for smart gird communications. In this paper, we demonstrate that Zhang et al.’s scheme is
vulnerable to impersonation and session key disclosure attacks, and then we propose a secure authentication and key
agreement scheme for smart grid environments without tamper-resistant devices. Moreover, we perform the informal security
and the BAN logic analysis to prove that our scheme is secure various attacks and provides secure mutual authentication,
respectively. We also perform the performance analysis compared with related schemes. Therefore, the proposed scheme is
efficiently applicable to practical smart gird environments.
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Fig. 1. System model of smart grid
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Fig. 2. Smart meter registration phase of Zhang
et al.'s scheme
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Fig. 4. Mobile device and smart meter
registration phase of the proposed scheme
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Table 1. Notations

Parameters Descriptions
MD, Mobile device
SM; Smart meter
SP; Service provider
D, Identity of mobile device
PWyp Password of mobile device
11D Pseudo-identity
K Master key of service provider
r Random number
SK Session key
h() One-way hash function
I Concatenation operation
[S5) Bit-wise XOR operation
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Table 3. Performance comparison

Zhang et al. Proposed
scheme(7) scheme
Registration 2H+1E 4H
phase ~ (0.0092s ~ 0.002s
Authenticati
on and key 16H+2D+2E 13H
agreement =~ (0.0428s =~ (0.0065s
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H: hash operation(=~ 0.0005s)(11],
E/D:symmetric encryption/decrpyion
(=0.87s)(11)
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