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Applying Cybersecurity and Anti-Tamper Methods for

Secure Operating of Unmanned Weapon Systems

Min Woo Lee”

Defense Acquisition Program Administration

Abstract : Due to the population of the Republic of Korea is getting less, the shortage of available troops has
become a big issue. In response to this, the need for Unmanned weapon systems is rising. To operate an
Unmanned weapon system near borderlines or low altitude, it is necessary to protect not only the system
itself but also operational information communicated between the Unmanned system and control station, so
that they should be safe using Cybersecurity measures. Besides, it is critical to protect a few core
technologies applied to Unmanned weapon systems throughout the Anti—Tamper measures. As the precedent
studies only focus partially, Cybersecurity or Anti—Tamper, it is acknowledged that comprehensive studies
are needed to be conducted. This study is to incorporate both concepts into Korea's defense acquisition
process. Specifically, we will outline the concepts and needs of Cybersecurity and Anti—Tamper, and briefly

present ways to apply them simultaneously.
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Technology Components Information

What: A capability element that
contributes to the warfighters”
technical advantage (CPI)

What: Mission-critical functions ‘What: Information about the
and components program, system, designs,
processes, capabilities and end-
items

Key Protection Measure Types:

* Software Assurance

* Hardware Assurance/Trusted
Microelectronics

* Supply Chain Risk Management

* Anti-counterfeits

Key Protection Measure Types:
* Classification

* Export Controls

+ Information Security

Key Protection Measure Types:
+ Anti-Tamper
* Exportability Features

Goal: Ensure key system and
loss of CPI components from malicious program data is protected from
activity adversary collection

Protecting Warfighting Capability Throughout the Lifecycle

[Figure 1] Program Protection & Cybersecurity[3]
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[Figure 2] Acquisition process of the U.S.[4]
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[Figure 4] Concept of Weapons’ SW platform Anti—
Tampering technology R&D Project[18]

<Table 1> Methodologies for applying Cybersecurity
and Anti—Tamper (Summarized)
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