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Abstract

There are many attempts to apply Al technology to diagnose facilities or improve the work efficiency of the power industry. The emergence of
new machine learning technologies, such as deep learning, is accelerating the digital transformation of the power sector. The problem is that
traditional power systems face security risks when adopting state-of-the-art Al systems. This adoption has convergence characteristics and
reveals new cybersecurity threats and vulnerabilities to the power system. This paper deals with the security measures and implementations
of the power system using machine learning. Through building a commercial facility operations forecasting system using machine learning
technology utilizing power big data, this paper identifies and addresses security vulnerabilities that must compensated to protect customer
information and power system safety. Furthermore, it provides security guidelines by generalizing security measures to be considered when

applying AL
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