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Abstract The session initiation protocol (SIP) is a signaling protocol, which is used to controlling
communication session creation, manage and finish over Internet protocol. Based on it, we can
implement various services like voice based electronic commerce or instant messaging. Recently, Qiu
et al. proposed an enhanced password authentication scheme for SIP. However, this paper withdraws
that Qiu et al.’s scheme is weak against the off —line password guessing attack and has denial of service
problem. Addition to this, we propose an improved password authentication scheme as a remedy
scheme of Qiu et al.’s scheme. For this, the proposed scheme does not use server’s verifier and is based
on elliptic curve cryptography. Security validation is provided based on a formal wvalidation tool
ProVerif. Security analysis shows that the improved authentication scheme is strong against various
attacks over SIP.
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Table 1. Notations

Notation Descriptions
E An elliptic curve
P A generator over E
Wy, W x and y coordinates of W
S Server
U Patient/user
SC Smart card
D Identity of U
PW Password of U
[ Random numbers of U
k Secret private key of S
G Public key of S
b, cs Random numbers of U

bl An integer of 2* < ny <2°
[l The string concatenation operation
The bitwise XOR operation
h(+) Collision free one way hash function
- An insecure channel

= A secure channel

= Equivalency verification

sk Session key between U and S
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