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Abstract These days, digital forensic technologies are being used frequently at crime scenes. There
are various electronic devices at the scene of the crime, and digital forensic results of these devices
are used as important evidence. In particular, the user's action and the time when the action took
place are critical. But there are many limitations for use in real forensics analyses because of the
short cycle in which user actions are recorded. This paper proposed an efficient method for
recovering deleted user behavior records and applying them to forensics investigations, then the
proposed method is compared with previous methods. Although there are difference in recovery
result depending on the storage, the results have been identified that the amount of user history
data is increased from a minimum of 6% to a maximum of 539% when recovered user behavior
was utilized to forensics investigation.
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Data Area

Boot Record Master File Table

Fig. 1. NTFS Structure

Master file table

0 SMIFT
; fﬂ@‘” File record (1KiB)
gFile —
3 TVolme K aldlwdd{d information
4 - Filename
5 SAltrLe bata strean| Extents f—-
o M i
7 TBoot re. xtents
8 $BadClus
9 $Secure
10 $UpCase
11 $Extend
2.15 Reserved
16.. |User files/directortes

Fig. 2. MFT(Master File Table) Structure
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2.2 MFT Entry
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e Link Count [ Z8FL 0 Flags Used Size of MFT Entry SN Enty
File Reference to Base MFT Entry Next Attr ID
Fixup Array attribute type ID Length of Attribute
Name
Reg |inge | Offctie Flags | Attribute ID size of Content Offiet of - |INDx | Unus
Flag |- me Content  |Flag |ed
Creation Time Medified Time

MFT Modified Time Accessed Time

Flags Max No. of Ver Ver. No. Class ID

Owner ID Security ID Quata Charged

USN {Update Sequence Number) attr type ID Length of Attr
Name
Reg gt | Ofctie Flags Attr D Size of Content Ofetof | | ced
Flag | name Content
File Reference of Parent directory Creation Time
Modified Time MFT Medified Time
Accessed Time Allocated Size
Name]
lengt |9 File Name
size
h
Name
Reg Offset to
Attr type 1D | Length of Attr o \hgngt o Flags Attr ID

General Header

Offset to
content

Fig. 3. MFT Entry Structure with properties
$STANDARD_INFORMATION, $FILE_NAME,
$DATA(Resident)

size of content

2.3 $lLogFile

$LogFile2 NTFS wd A|AHO] EdidiA &1}
U= 2] Fold o] BEAE {5 AREHT e
ERFA ZAS FIE DR 7Sk EFE 7HA
o 7|1EEE ditole M2 wd/HEEY A4,
T/ 2 AA, oid/dEE e Y87, MFT <
Eg Y&H7E 59 Udol 7I5H

2] I o= A4 EHA ZYgo Yol 7=
o, 2 gIEE HFAE Ft(Headent HZE
tlol8(Data)2 F+JHTh

I gt HE9] HegdolH7F A=Y,
FE dojgdl= &Y A W8(Undo) 2 & W&
(Redo)7t 7155t

Fig. 42 LogFile &9 #ZE 9|9 29 Uet
WoHI). AL Fejofl= thefgt HEtdole] A1
7F &A%t

0 1 2 3 4 5 6 7 8 9 A B C D E F

Previcus LSN
Client Undo LSN

Transaction ID

Client ID

Alignment or Reserved

Redo OP Undc OP Redc Offser | Redo Undo Offset | Unco Terget LCNs to
Length Length Attribute follows

Record Atr Offset MFT Cluster | Alignment [ Target VCN Alignment or Reserved

Offset Index or Reserve

Target LCN Alignment or Reserved

Fig. 4. $LogFile Operation Record Header Format

2.4 $Usndml

$UsnJrnl> NTFSY HEtHolEE FAst= oY
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Table 1. Characteristic of File Carving Technique [10]

Characteristic of
Carving technique

Variety of File Carving
technique

Carving by Header of

Header / Foater File and Footer Value

Specific location file is
Calculate based on
Header of File

Header / File Size

Carving by Header of

Header / Ram Slack File and Ram Slack

File extraction through
Unique characteristic of
File and Technique
(ASCII, MIME ..)

Carving through file
structure
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00 00 00[02 00 00 00] c2 A0 0B 00 00 00 1B 00 COP:IVSUOF::I V\Q:i?‘;fssleo NTES | 3vear 2Month | 256 c8 114 CB
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Fig. 5. $UsnJml : $J Attribute (Record Information) Working | Windows 7 | NTFs
Computer.2 | Enterprise K TYear 6Month | 256 GB 181.23 GB
Public Windows 10 | NTFS
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Fig. 6. Test System Information
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File Windows Storage Non-allocated

System Usage Period Size Area Size

Personal Windows 10
Computer_1 EnterPrise NTFS

$UsnJrnl:$) File Size 14,903,801,264 (13.8 GB)
$UsnJrnl Record Count 386,373
$UsnJrnl Record Period 2019-10-06 05:30:18 ~ 2019-10-07 15:49:22

Fig. 7. Logging of $USnJml Files Acquired in
Conventional Way
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Hex value Conversion value
Size of Record 0x00000060 96
Major Version 0x0002 2
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Parent MFT Reference Number  |0x00000000A722 / 0x0001 |42786, Sequence Num 1
USN 0x0000000002400000 37,478,736
TimeStamp(FileTime) 0x01CAFACCS0D58665 2010-05-24 8.06

reason Flag 0 Add the data to $Data attribute
Source Informaion 00 00 00 00 0

Security ID 00 00 00 00 0

File Attributes 0x00002020 File

Size of Filename 0x0022 34

Offset to Filename 0x003C 60

53 00 43 00 6C 00 69 00
65 00 6E 00 74 00 41 00

File Name 70 00 70 00 73 00 2E 00 SBSClientApps.log
6C 00 6F 00 67
Offset 01234567

€0 00 00 00 02 00 00 00 S

7 00

0 0 egf 1E €
22 00 3C 00 53 00 42 00 "<58
4000/SClienca

65 B6 DS

00 00 00
53 00 43 00 €C 00 69 00 &5 00 6E 00
700070 00 7300 2E 00 6CO0 GFO0E7T 000000 pps.log

Fig. 8 Non-allocated $Usnml:$J Attribute (Record

Information)
File Windows Storage Non-allocated
System Usage Period Size Area Size
Personal | Windows 10 | 1 | 3vea aMonth | 256 GB 114 GB
Computer_1 EnterPrise
Recovery Record File 75

Last $UsnJrnl Record 2019-09-25 15:34:56

Current $UsnJrnl Record 2019-10-07 16:04:45

Fig. 9. Recovered $USnJml:$J FileRecord Information
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02 37 8C 36 1D 7A D5 01 00 O1 00 GO0 00 00 00 00 766 26

00 00 00 00 20 00 00 00 26 00[BE_00]73 00 63 00 s<sc
€8 00 65 00 64 00 75 00 6C 00 6500 2£ 00 64 00 hedule .d
62 00 2D 00 6A 00 6F 00

50 99 08 00 00 00 C
02 37 8C 36 1D 7A
0 00 00 00 20 00 00
€8 00 €5 00 &4 00
0 62 00 2D 00 &k 00 6F 00
6C 00 00 00 00 00 00 00 |u x
0 7% 8D 00 00 00
50 9% 08 00 00 00 OE 00 DO 10 AS €A 03 00
D7 33 8E 36 1D 7A D5 01
00 00 00 00 20 00 0O 00
0 €5 00 64 00 75
0 2D 00 €A 00 éF 00
€C 00 00 00 00 00 00 00

Fig. 10. $USnJml:$J File Record Checked in
Non-allocated Area
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Fig. 11. File Carving Results in Record Units
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ser Log ast $UsnJrnl or vy

Record
File

conventional Suggested conventional Suggested
method method method method

Personal 2019-10-06 2019-09-25
Computer_1 386,373 409,393 5:30 15:23 75

personal 2019-10-14 2019-10-01
Computer_1 328749 301,248 231 12:27 115
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Fig. 12. Conventional Method and Result
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(Window7) . °
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(Window10)
Workint 2019.09.03 2019.10.11
Computen2 1652 39 Days) 944
(Window10)
20190419 2019.1009
Eublic 17 :05(186 Days) 1002
Computer 1 i3
(Window10)

|l Conventional method
I Suggested method

Fig. 13. Comparing the Period During which Historical
User Actions Identified
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