
Ⅰ. Introduction 

The emergence and development of social media 
in the past decades has brought significant changes 

to our daily lives, especially how we communicate 
and interact. Soon, social media will rapidly attract 
numerous users because they provide an incredible 
range of services. social media platforms are designed 
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to encourage people to disclose information that can 
be public or intimate, thus satisfying the human na-
ture of seeking connection and commonality. 
Obviously, such instinctive desire of the human to 
communicate with others is often transformed into 
various types of disclosure (Millham and Atkin, 
2018), which eventually helps build and maintain 
personal relationships. As an irreplaceable means of 
daily communication and connection, social media 
offers easy and open platforms for interaction and 
provides instant and convenient services to satisfy 
different users. People can share connections with 
other users worldwide, such as families, friends, and 
even total strangers. Thus, social media allows users 
to enjoy myriad services unrestricted by time and 
space. Many open-to-all services such as Facebook, 
Instagram, and Twitter allow millions to freely create 
online profiles, share personal thoughts, and post 
much information online, which raises privacy con-
cerns (Acquisti and Gross, 2006; Yang et al., 2020). 
Apparently, a large amount of personal information 
stored and posted on social network profiles can 
be viewed and even used in bad ways by unknown 
numbers of strangers (Frik and Gaudeul, 2020). 
During the past few years, frequent data privacy scan-
dals of top-rated companies such as Facebook and 
Google have alerted global online users to the 
possibility of privacy threats and risks. One of the 
well-known incidents was the case of Facebook- 
Cambridge Analytica data scandal. Millions of 
Facebook users’ personal information was collected 
by Cambridge Analytica without users’ consent and 
was mainly to be used for political advertisement. 
This data leak scandal, which was known as the largest 
data leak in Facebook history, grew to a head in 
March 2018 and resulted in the rapid decrease of 
Facebook’s market capitalization and Facebook CEO 
Mark Zuckerberg’s testifying in the United States 

Congress. While according to the Wall Street Journal 
(8th October 2018), it outlined the first Google data 
breach and exposed the fact that Google had hidden 
such an issue from their consumers. It also informed 
the public that the data breach, which was likely 
to allow hundreds of third-party apps to access con-
sumers’ private information such as names and emails 
without authorization, had occurred between 2015 
and 2018. Social media users around the world have 
shown higher concerns about their privacy since then. 
Accordingly, social media platform providers have 
tried to support users to protect their personal in-
formation (Du et al., 2018). To limit access to users’ 
sensitive information, some providers allow users 
to control the privacy settings on their own accounts; 
users can decide what and how much information 
they want to be seen by whom (Madejski et al., 2011).

However, in terms of the use of privacy settings, 
there exists a trade-off between sharing and 
protecting. This probably explains that although polls 
and reports show increasing concerns about privacy, 
most users rarely try to protect their personal data 
(Melicher et al., 2016). Such a dichotomy between 
the privacy attitude and privacy behavior is called 
the “privacy paradox.” To date, several researchers 
have tried to explain the privacy paradox (attitude-be-
havior dichotomy) in the information privacy 
literature. The majority have focused on the relation-
ship between privacy attitude and intention instead 
of behavior because the intention is assumed to be 
the most immediate predictor of behavior based on 
popular theories such as the theory of planned behav-
ior (TPB). However, several studies have proved that 
there exists a gap between behavioral intention and 
behavior, which posits the failure to translate in-
tentions to actions. To date, there is limited research 
addressing the privacy paradox in the context of 
social media privacy setting use. Therefore, this study 
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examines the factors that determine the use of social 
media privacy settings and testifies if the privacy 
paradox exists in such a research context from the 
perspective of the attitude-intention-behavior 
relationship. It also investigates the mediating effects 
of implementation intention on the relationship be-
tween intention and behavior. This study focuses 
on the following three research questions: (1) What 
factors determine the use of social media privacy 
setting? (2) What role does implementation intention 
play in the relationship between intention and behav-
ior? (3) Does the privacy paradox exist with regard 
to the use of social media privacy settings? The study 
findings would help develop education strategies for 
social media users and provide support for effective 
privacy protection solutions (Debatin et al., 2009).

Ⅱ. Literature Review

2.1. Privacy Paradox in the Context of 
Social Media

To date, information privacy has attracted much 
academic attention. Generally, there are two main 
streams in privacy relevant literature: one is about 
information disclosure/revelation behaviors, the oth-
er is about privacy-protective behaviors. Studies on 
the former have mainly been addressed in two con-
texts: e-commerce and self-disclosure technology 
(Sun et al., 2015). Especially, the prevalent approaches 
have focused on the context of self-disclosure tech-
nologies such as blogs, microblogs, instant messaging, 
and social media sites (Lowry et al., 2011). With 
social media evolving as the main platforms for daily 
communication and interaction, a wide range of in-
formation disclosure issues on social media have been 
explored by privacy researchers. Large amounts of 

information are being generated, shared, and stored 
every day through social media, people start to worry 
about the possibility of any negative consequences 
caused by such unlimited disclosure. 

Information security problems such as privacy vio-
lations kindled public concerns, which attracted sev-
eral researchers to study information privacy-pro-
tective behaviors in the context of social media 
platforms. As mentioned previously, several social 
media platforms allow users to decide what in-
formation to disclose and whether to use privacy 
settings to protect their information (Strater and 
Lipford, 2008). The earliest work in this domain 
was by Gross and Acquisti (2005), which investigated 
the information revelation patterns of Facebook users 
and showed that only a minority of users had modified 
the default options provided by social media 
platforms. Acquisti and Gross (2006) investigated 
the relationship between privacy attitudes and users’ 
beliefs in what data they were sharing, compared 
with what data they were actually sharing, and their 
awareness of the privacy mechanisms on Facebook 
(Boyd and Hargittai, 2010). Some studies investigated 
the status of privacy settings use (e.g., Krishnamurthy 
and Wills, 2008), and others examined the factors 
affecting the use of privacy preference from the per-
spective of awareness and perception (Debatin et 
al., 2009; Madejski et al., 2011; Madejski et al., 2012; 
Netter et al., 2013; Wisniewski et al., 2017). In addi-
tion, other factors regarding individual and social 
characteristics (Spottwood and Hancock, 2017; Tifferet, 
2019; Xie and Kang, 2015) and factors that influence 
different privacy relevant behaviors of social media 
users (Brandtzæg et al., 2010; Li et al., 2020) were 
widely explored.

However, with regard to the use of privacy settings, 
there exists a trade-off between sharing and 
protecting. Although polls and reports show that 
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most individuals insist that privacy is a high priority, 
they behave differently. Most people would volun-
tarily give their private information in return for 
certain rewards, although they are well aware of the 
potential risks (Barth and De Jong, 2017; Ginosar 
and Ariel, 2017). It was also reported that even con-
cerns could not stop social media users from sharing 
their private information (Van Zoonen, 2016). Such 
a dichotomy between privacy attitude and privacy 
behavior was defined as the ‘(informational) privacy 
paradox’ (Kokolakis, 2017). In 2007, Norberg and 
colleagues established the term privacy paradox to 
explain why consumers provide their personal data 
anyway even after their claiming that the right to 
control personal information has been violated in 
the environment of e-commerce. Regarding the ex-
istence of such a paradoxical phenomenon, there 
was a debate between supporters and challengers. 
And it is worth noting that more behavioral economic 
approaches support the existence of the privacy para-
dox and are dedicated to providing academic evidence 
(e.g., Aivazpour and Rao, 2020; Barth et al., 2019).

The privacy paradox supporters have made at-
tempts to test and explain the dichotomy phenomen-
on from two main perspectives. One addresses the 
relationship between privacy attitude and privacy be-
havior, and the other focuses on the relationship 
between privacy intention and privacy behavior. 
Studies on the attitude-behavior relationship have 
challenged the common hypothesis that the higher 
the level of concerns regarding personal information, 
the less information to provide and share online, 
the more privacy-protective actions, thus claiming 
the dichotomy between privacy attitude and privacy 
behavior. However, studies on the intention-behavior 
relationship have confirmed the dichotomy between 
privacy intention and privacy behavior by comparing 
the self-reported intention with the behavior meas-

ured under experimental conditions. 
There is no doubt that the mainstream of privacy 

paradox studies is about varied paradoxical behaviors 
in the context of social media. For instance, Reynolds 
et al. (2011) found that despite the high concern 
regarding their privacy, users did not reduce the 
number of postings and disclosure of information 
on Facebook. Hughes-Roberts (2013) also suggested 
that the level of concern regarding privacy was in-
sufficient to stop or restrict users from sharing in-
formation on Facebook. Young and Quan-Haase 
(2013) examined the factors that motivated Facebook 
users to disclose information despite their high con-
cerns regarding privacy. They suggested in their study 
that social media users disclosed information anyway 
although they showed concerns regarding privacy 
because they assumed that they have tried protecting 
themselves from potential risks such as privacy viola-
tions by managing the Facebook friend network who 
can access their personal data. Taddicken (2014) in-
vestigated the effects that privacy concerns, attitudes, 
psychological traits of users, and user’s age have on 
the self-disclosure behaviors while using different 
kinds of internet applications such as social network-
ing sites. The findings also confirmed that privacy 
concerns hardly influence self-disclosure, but he did 
find that perceived social relevance and the number 
of applications used could moderate the relationship. 
Van Zoonen (2016) claimed that even though people 
don’t feel secure, they still share personal information 
on different social media sites. Hallam and Zanella 
(2017) also showed that people’s disclosure behaviors 
are not consistent with their concerns and demon-
strated that privacy concerns had an indirect negative 
small effect on the disclosure behavior, but it was 
not strong enough to balance the total direct positive 
effect of social rewards. Choon (2018) analyzed the 
privacy paradox on Facebook and Twitter, and he 
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found that the privacy paradox could be shaped by 
different kinds of factors, such as a lack of social 
trust, perceived control over the information dis-
closed, and limited knowledge and low visibility of 
institutional surveillance. Just like the examples 
above, accumulated privacy paradox studies in the 
research context of social media have focused on 
disclosure behaviors like self-disclosure on different 
social media platforms. 

However, in this study, we aim to investigate the 
privacy paradox in a noteworthy but underexplored 
context – the use of social media privacy settings. 
To date, there have been a few studies making similar 
attempts. For example, Oomen and Leenes (2008) 
examined the relationship between privacy risk per-
ception and the use of privacy-protective technologies. 
The results of their study indicated that high-level 
perception of privacy risk was not powerful enough 
to make people adopt privacy-protective strategies, 
although they were aware of the risk. Utz and Krämer 
(2009) assessed the use of privacy settings on social 
network sites and investigated the factors that pre-
dicted the choice of specific settings. They focused 
on the role of privacy concerns, impression manage-
ment, individual characteristics including trust and 
narcissism, and perceived social norms. Across all 
three studies in their paper, there were several incon-
sistent results, but they found that most users had 
changed the default privacy settings and privacy con-
cerns consistently predicted the choice of privacy 
settings. Young et al. (2013) examined the privacy 
paradox by distinguishing the difference between the 
concerns about social privacy and institutional 
privacy. They suggested that people had shown more 
social privacy concern, whereas there was less concern 
about institutional privacy. They also concluded that 
there were no strategies to protect from institutions 
utilizing personal information. Mosteller and Poddar 

(2017) used regulatory focus theory to explain the 
privacy paradox of social media engagement and 
privacy protection behaviors. The results indicated 
that privacy concerns and trust mediated two effective 
antecedents – privacy violation experience and per-
ceived secondary control over personal information. 
Gerber et al. (2018) summarized the most popular 
theoretical explanations for the privacy paradox and 
reviewed all the relevant factors that predict privacy 
attitude, behavioral intention, and actual behavior 
significantly. But they could not make any overall 
conclusions in the study because of the slight variation 
in the definitions of the constructs used in different 
studies. 

Despite all these attempts and achievements, there 
still exist contradicting results and incomplete under-
standing of the privacy paradox. Further approaches 
from multifaceted perspectives are required for an 
in-depth understanding of such a complex dichotomy 
phenomenon. In this study, therefore, we aim to 
examine the privacy paradox of social media privacy 
settings from an underexplored perspective of im-
plementation intention. 

2.2. Theory of Planned Behavior and 
Implementation Intention

Several theories have been applied to interpret 
the privacy paradox. One of the most popular theoret-
ical basis is the ‘privacy calculus’ theory. Privacy 
calculus theory claims that individuals tend to make 
decisions based on the calculus between the expected 
risk of privacy and the potential benefit of disclosure 
(Dinev and Hart, 2006; Xu et al., 2011). That is to 
say, individuals will disclose their personal in-
formation if they perceive more benefits than risks. 
Previous studies have provided evidence that privacy 
calculus theory is a well-fitting framework to examine 
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privacy paradox issues. Also, many studies have veri-
fied that social media users have the tendency to 
make decisions based on a risk/cost-benefit calculation. 
Users disclose and share personal information when 
anticipated benefits outweigh the expected losses, 
which is inconsistent with their high concerns about 
privacy (Debatin et al., 2009; Lee and Kwon, 2015). 

However, several studies about individual deci-
sion behaviors have proved that different kinds of 
‘cognitive biases’ and ‘heuristics’ have effects on the 
process of decision making (Acquisti and Grossklage, 
2007). Due to the limited cognitive ability, it is almost 
impossible for human beings to access and process 
all information in order to make rational decisions, 
thus benefits and costs are probably being over-
estimated or underestimated (Deuker, 2009; Flender 
and Müller, 2012). For example, ‘optimism bias’ is 
one of the most popular cognitive biases examples, 
which suggests that people have the tendency to be-
lieve that compared to themselves, negative incidents 
and consequences happen to others more (Cho et 
al., 2010; Dinev and Hu, 2007). 

Some studies use the ‘risk and trust model’ to 
explain the privacy paradox. Generally, trust directly 
affects privacy-relevant behaviors, and meanwhile 
perceived risks do have effects on the corresponding 
intention but not powerful enough to influence the 
actual privacy behavior (Flender and Müller, 2012; 
Norberg et al., 2007). In addition, another theory 
that has been used a lot to explain various privacy 
paradox phenomena is the ‘quantum theory’. Drawing 
on quantum theory, some studies proposed a new 
understanding and explanation for the privacy paradox. 
Accordingly, individuals’ answers about the potential 
outcomes of their decisions cannot really reveal the 
actual decision outcomes until the actual decisions 
are made (Flender and Müller, 2012; Kokolakis, 
2017). 

In this study, however, we drew on the theory 
of planned behavior (TPB) and complete it by in-
tegrating the implementation intention. As an ex-
tension of the theory of reasoned action (TRA), TPB 
has been widely used to predict human behaviors 
in various realms. The TRA posits that behavioral 
intention, which is the immediate antecedent to be-
havior, is determined by an attitude and subjective 
norm (Ajzen and Fishbein, 1980; Fishbein and Ajzen, 
1975). Later, the TPB extended the TRA by consider-
ing perceived control over behavioral achievement 
as a determinant of intention and actual behavior 
(Armitage and Conner, 2001). Attitude refers to an 
individual’s overall assessment of the behavior; sub-
jective norm refers to an individual’s perception of 
the social normative pressures or relevant others’ 
beliefs that he or she should perform the behavior 
or not. Perceived behavioral control refers to an in-
dividual’s perceived controllability of the behavior 
based on experience and the expected abilities to 
perform the behavior (Li, 2012). 

Based on a consistent attitude-intention-behavior 
progression, TPB <Figure 1> has been widely applied 
to studies explaining and predicting behavioral in-
tentions and behaviors. However, there exist two 
potential gaps (i.e., the attitude-intention gap and 
the intention-behavior gap) in such an attitude-in-
tention-behavior relationship (Grimmer and Miles, 
2017). Most studies on information privacy focus 
on the relationship between attitude and intention 
under the assumption that intention effectively pre-
dicts actual behavior (e.g., Hsieh and Lee, 2020; Wall 
and Warkentin, 2019; Yang et al., 2020). However, 
a principal criticism is that individuals’ engagements 
in certain actions are often inconsistent with their 
behavioral intentions and it is quite complicated to 
translate behavioral intentions into behaviors. Many 
published meta-analyses show that TPB models effec-
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tively explain the variance in behavioral intentions; 
however, intentions are poor predictors of actual 
behaviors (Papies, 2017). The TPB claims that the 
consistency of the attitude-intention-behavior rela-
tionship is questioned and the potential of the dichot-
omy relationship reconfirmed. 

In the socio-psychological literature, however, the 
so-called intention includes two components: goal 
intention and implementation intention (Bagozzi and 
Dholakia, 2003). The intention specified in those 
widely used human decision-making models such 
as TPB is actually called the goal intention, which 
refers to “I intend to achieve behavior X” but it 
does not guarantee the completion of the behavior. 
Whereas the implementation intention refers to “I 
intend to perform the behavior X when I encounter 
with the situation Y” (Gollwitzer, 1993). Based on 
the content and structure, it is easy to distinguish 
goal intentions and implementation intentions. The 
goal intention addresses what an individual intends 
to do, while the implementation intention emphasizes 
details such as when, where, and how an individual 
is going to perform the behavior (Van Gelderen et 
al., 2018).

As noted above, although TPB plays a crucial role 
in explaining and predicting several human behaviors, 

there are issues such as the so-called intention-behavior 
gap. Several meta-analyses on TPB studies proved 
that these models explain intentions better than be-
haviors (Acikgoz and Sumer, 2019; Gollwitzer and 
Sheeran, 2006; Van Gelderen et al., 2018). Such find-
ings motivated several researchers to analyze the in-
consistency between intentions and behaviors. Sheeran 
(2002) demonstrated that the intention-behavior gap 
was a result of intenders’ failure to act on their in-
tentions to perform specific behaviors. Then, a sig-
nificant variable was identified and defined as the 
implementation intention to bridge the gaps between 
intentions and behaviors. Gollwitzer and Schaal (1998) 
explored the impact of implementation intentions 
on the attainment of goal-directed behaviors. They 
found that 100% of the strong intenders performed 
the behavior after forming additional implementation 
intentions. While only half of the strong intenders 
completed the behavior without forming any im-
plementation intentions. Gollwitzer (2014) reviewed 
studies on how implementation intentions work and 
showed that implementation intentions help people 
attain their goals. Bieleke et al. (2018) claimed that 
they were the first to conduct a systematic inves-
tigation of the consequences of forming implementation 
intentions to attain goals. They also proved through 

<Figure 1> Theory of Planned Behavior (TPB)
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two experiments that facilitating implementation in-
tentions is a powerful strategy to enhance goal 
achievements. An increasing number of empirical 
evidence verified the powerful effects of forming im-
plementation intentions in the translating from goal 
intentions to real actions in various domains such 
as health behavior, environment-protective behavior, 
physical activity, diet, and purchase behavior. 
However, research on integrating implementation 
intention to help explain and predict privacy-related 
behaviors in information privacy literature is limited. 
To fill the gaps, this study examines the mediating 
role of implementation intention in the relationship 
between intention and behavior in the context of 
social media privacy settings.

Ⅲ. Research Model and Hypotheses

3.1. Research Model

After identifying the gaps in the literature, we 
designed a model <Figure 2> to examine the factors 

that determine the use of social media privacy settings 
and to identify if the privacy paradox exists in such 
a context. In this study, therefore, we integrated 
Privacy Control, Privacy Concerns, Trust, and 
Subjective Norm as factors influencing social media 
users’ intention to use privacy settings. We assumed 
that the implementation intention has positive medi-
ating effects on the relationship between intention 
and behavior. The primary goal of the current study 
was to extend the information privacy-related studies 
by investigating the privacy paradox from a per-
spective of the attitude-intention-behavior relation-
ship in the context of social media privacy settings. 
Furthermore, by integrating these factors, behaviors 
of using social media privacy settings could be accu-
rately explained and predicted. Similar to most other 
studies, the privacy attitude was assessed as privacy 
concerns in this study as well. First, we tested the 
existence of the privacy paradox regarding the use 
of social media privacy settings by specifying the 
relationship between privacy concerns and behavior. 
Then, we examined the factors that determine the 
use of social media privacy settings. Next, we verified 

 

<Figure 2> Research Model
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the mediating effects of implementation intention 
on the relationship between attitude and behavior.

3.2. Research Hypotheses

3.2.1. The Existence of Privacy Paradox 

The majority of the information privacy-related 
studies support the privacy paradox in different con-
texts, including e-commerce and the social media 
environment. These approaches challenge the exist-
ing privacy research built on the basis of TPB by 
proposing that there exists a dichotomy between pri-
vacy attitude and privacy behavior (Norberg et al., 
2007). The privacy paradox supporters have tried 
to test or explain the dichotomy phenomenon 
(Kokolakis, 2017). One stream has mainly focused 
on the relationship between privacy attitude and be-
havior (Zafeiropoulou et al., 2013). For instance, in-
dividuals with high levels of privacy concerns freely 
provide personal information or rarely act to protect 
their privacy. Another stream focused on the dichot-
omy between privacy intention and behavior (Keith 
et al., 2013). Specifically, individuals who are afraid 
of losing control over their own personal information 
claim that they will engage in privacy-protective be-
havior, but they rarely put that into action. In other 
words, great concerns about privacy are insufficient 
motivators for people to act. This study assumes 
that there still exists a dichotomy between privacy 
attitude and behavior regarding the use of social 
media privacy settings. That is, despite serious con-
cerns about their privacy, social media users rarely 
act to protect their personal information on social 
media such as making use of privacy settings. 
Therefore, we hypothesize that there is a dichotomy 
between privacy concerns and behavior:

H1: Privacy concerns are not positively related to the 
behavior of using social media privacy settings.

3.2.2. Determinants of Using Social Media 
Privacy Settings 

After identifying the existence of privacy paradox, 
we investigate the factors determining the use of 
social media privacy settings. Differing from the exist-
ing studies focusing on either the attitude-behavior 
relationship or the intention-behavior relationship, 
this study investigates the complete attitude-in-
tention-behavior relationship in the context of social 
media privacy settings. In other words, we test the 
attitude-intention relationship and the intention-behavior 
relationship. TPB has been used to explain human 
behaviors in various domains, including information 
privacy literature. These models focused on the moti-
vational factors that determine the performance of 
a particular behavior and provide a framework to 
link behavioral, normative, and control beliefs de-
fined as attitude, subjective norms, and perceived 
control, respectively, to behavioral intentions and 
behaviors. TPB has contributed toward explaining 
and predicting intentions and behaviors until being 
challenged and criticized for the assumption of atti-
tude-behavior consistency. However, several meta-anal-
yses have shown that the TPB model can explain 
the variance in intentions in up to 50%. Therefore, 
we integrated behavioral, normative, and control be-
liefs into our research model to help explain social 
media users’ intention to use privacy settings. To 
suit this study, we adopted and redefined the be-
havioral, normative, and control beliefs as privacy 
concerns, subjective norms, and privacy control, 
respectively. Several studies on the existence of pri-
vacy paradox have assessed privacy concerns and 
proved the dichotomy between privacy concerns and 
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information disclosure behavior or privacy-pro-
tective behaviors (Acquisiti, 2004; Norberg et al., 
2007). Adopted from TPB, subjective norms focus 
on the interaction with significant others, which guide 
or constrain individuals’ privacy behaviors without 
the force of laws. In this study, we assume that social 
media users will use privacy settings if important 
people around them suggest. In addition, the per-
ceived behavioral control in TPB corresponds to in-
dividuals’ self-appraisals of the ability to demonstrate 
a specific behavior. To emphasize the privacy-pro-
tective behavior in this study, we adjusted the per-
ceived behavioral control and defined it as privacy 
control. The greater individuals evaluate their privacy 
control ability, the more intentions to display a certain 
behavior. Besides, we introduced trust as another 
determinant of social media users’ intention to use 
social media privacy settings. Trust is a vital aspect 
of information privacy studies. Prior studies suggest 
that trust is the most important influence on in-
formation disclosure (Hoffman et al., 1999) because 
trust can mitigate concerns about privacy and thus 
motivate users to provide personal information on-
line (Schoenbachler and Gordon, 2002; Zimmer et 
al., 2010). Furthermore, Dwyer et al. (2007) con-
ceptualized and argued that Trust in Providers would 
positively determine users’ intentions to share in-
formation on social media platforms. Specifically, 
we believe that with the trust in social media platform 
provider, users would feel it unnecessary to use pri-
vacy settings or just retain the default options set 
by the service providers. Moreover, several studies 
have proved that trust is a notable antecedent not 
only to privacy intentions but also to privacy concerns 
(Bart et al., 2005; Belanger et al., 2002; Hoffman 
et al., 1999). Thus, we hypothesize that:

H2: Privacy concerns are positively associated with the 

intention to use social media privacy settings.

H3: Privacy control is positively associated with the 
intention to use social media privacy settings.

H4: Subjective norms are positively related to the intention 
to use social media privacy settings.

H5: Trust is negatively associated with the intention to 
use social media privacy settings.

H6: Trust is negatively related to privacy concerns in the 
context of social media privacy settings.

3.2.3. The Mediating Effect of Implementation 
Intention 

When explaining the privacy paradox phenomen-
on of using social media privacy settings, we focused 
on the role of implementation intention in mediating 
the relationship between intention and behavior. It 
is worth noting that the intention in the popular 
intention models such as TPB refers to the goal in-
tention only (Adam and Fayolle, 2016). As stated 
earlier, the intention in this study refers to the goal 
intention that corresponds to a state of willing in 
which individuals determine a goal of performing 
a particular behavior, whereas the implementation 
intention is similar to a state of planning in which 
individuals specify how to achieve the desired goal 
behavior by planning when, where, how (Gollwitzer, 
1993). There are several pieces of evidence proving 
the power of implementation intention in addressing 
the intention-behavior gap (e.g., Sniehotta et al., 
2005). Sheeran and Orbell (1999) even proposed 
that the TPB model should be supplemented by 
adding implementation intention to improve the 
correspondence between intentions and behaviors. 
Schwarzer et al. (2010) also stated that implementation 
intention should act as a mediator of the relationship 
between intentions and behaviors. Prestwich and 
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Kellar (2014) also proposed that implementation in-
tention is an effective mediator to help individuals 
translate their intentions into behaviors, thus re-
ducing the gap between intention and behavior.

In other words, a certain behavior involves two 
phases: the motivational phase (goal intention) and 
the volitional phase (implementation intention). In 
the motivational phase, people set a goal, while 
in the volitional phase, people plan how they are 
going to enact their goal intentions (Gollwitzer and 
Brandstatter, 1997), which implies that implementation 
intentions are not formed before the goal intention, 
but only conjointly or subsequently (Gollwitzer, 
1993). The purpose of the implementation intention 
is to make specific plans to help promote the initiation 
and efficient execution of goal-directed behavior 
(Gollwitzer, 1993). Through such processes, people 
facilitate the translation of goal intention into behav-
ior such that “If the situation X arises, then I’ll do 
behavior Y” (Gollwitzer, 1999). In addition, the im-
plementation intention can increase the probability 
of acting and its effectiveness does not mitigate over 
time (Sheeran and Silverman, 2003). By translating 
goal intention into implementation intention, people 
identify a specific situation much faster and then 
respond much efficiently, which can result in a more 
accurate prediction of behavior (Webb and Sheeran, 
2007). Unfortunately, compared with the goal in-
tention, the implementation intention received scant 
attention in the intention models developed for ex-
plaining and predicting human behaviors despite its 
much better prediction of behavior. To address the 
gaps, therefore, we hypothesize that:

H7: The intention to use social media privacy settings is 
positively related to the behavior.

H8: The implementation intention positively mediates the 
relationship between the intention and the behavior 

of using social media privacy settings.

H8-1: The intention to use social media privacy settings 
is positively associated with the implementation 
intention.

H8-2: The implementation intention is positively associated 
with the behavior of using social media privacy 
settings.

Ⅳ. Research Methodology

4.1. Operationalization of Variable and 
Measurement

To test the privacy paradox phenomenon and ex-
amine the factors that determine the use of social 
media privacy settings, we investigated several exist-
ing studies to identify valid factors. Given the con-
troversial issues and literature gaps, we developed 
a model by integrating seven variables, including 
Privacy Concerns (PCNS), Trust (TR), Privacy Control 
(PCOL), Subjective Norms (SN), Intention (IN), 
Implementation Intention (IIN), and Behavior (BE). 
To suit the current research context, we made a 
few adjustments and redefined the variables as follows 
<Table 1>.

We designed a survey to study how social media 
users respond to questions regarding the use of social 
media and privacy settings from different aspects. 
The items were adopted from prior relevant studies 
to ensure the validity of the measuring instruments 
used in this study and we slightly modified them 
to adjust to the specific research context. The variables 
were measured through a seven-point Likert scale, 
ranging from (1) Strongly Disagree to (7) Strongly 
Agree. Except for demographics, all questions in the 
survey are listed in <Table 2>.
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<Table 1> Operational Definitions of Variables

Variable Definition Source

Privacy Concerns Users’ concerns and perceptions of the loss of revealing personal information 
on social media. Dinev and Hart (2006)

Privacy Control Users’ beliefs in his or her ability to manage the release and dissemination of 
personal information on social media. Xu et al. (2011)

Subjective Norms Users’ perceived social pressure to perform the behavior or not. Ajzen (1991)

Trust It is a shortcut for users’ trust in social media platform provider. It refers to 
users’ faith that providers will continue to be responsive. Ramaswami et al. (1997)

Intention Users’ willingness to use privacy settings on social media. Zhao et al. (2012)
Implementation 

Intention
The development of plans that specify more details such as where, when, and 
how users will enact their intentions to use social media privacy settings. Ziegelmann et al. (2007)

Behavior The extent to which social media users make use of privacy settings to protect 
their privacy. Hoadley et al. (2010)

<Table 2> Measuring Items of Variables

Variable Item Source

Privacy Concerns

I am concerned that the information I submit on social media could be misused.

Dinev and Hart (2006)

I am concerned that others can find private information about me from social 
media.
I am concerned about providing personal information to social media, because 
of what others might do with it.
I am concerned about providing personal information to social media, because 
it could be used in a way I did not foresee.

Privacy Control

I believe I have control over who can get access to my personal information 
through social media.

Xu et al. (2011)I think I have control over what personal information is released on social media.
I believe I have control over how personal information is used through social 
media.

Subjective Norms

People, who are important to me, think that I should use privacy settings while 
using social media.

Ajzen (1991);
Hsu and Kuo (2003)People, who are important to me, think that modify social media privacy settings.

People around me think that I should check and change social media privacy 
settings if necessary.

Trust

Social media platform provider makes good-faith efforts to address most user 
concerns. Jarvenpaa and Tractinsky 

(1999);
McKnight et al. (2002)

Social media platform provider is honest in its dealings with users.
Social media platform provider keeps its commitments to its users.
Social media platform provider is trustworthy.
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4.2. Data Collection

We empirically analyzed the privacy paradox in 
the context of using social media privacy settings. 
Data for this study were collected through both online 
and offline questionnaires. Undergraduate and grad-
uate students from South Korea participated and 
all of them were current social media users. In the 
survey, we asked our respondents to complete ques-
tionnaires including measurement scales of privacy 
concerns, trust, privacy control, subjective norms, 
intention, implementation intention, and the behav-
ior of using social media privacy settings. Additional 
demographic questions were also asked. For accurate 
and objective responses, we asked all the respondents 
to log on to their social media accounts to review 
the privacy settings on their profiles and posts while 
answering the survey questions about behavior. To 
revise and improve the measuring scales before the 
final data collection, we conducted a pilot test and 
a set of interviews with 92 undergraduate students 

from May 7 to May 17, 2019. Accordingly, we ex-
cluded these items that lacked reliability and validity: 
the fourth measuring item of privacy control, the 
fourth measuring item of trust, and the third item 
of SN. Besides, we could integrate feedback through 
face-to-face interviews to simplify the survey ques-
tions for better understanding. Finally, a total of 300 
subjects participated in the final survey from May 
20 to May 31, 2019. After excluding incomplete (n 
= 4) and unreliable answers (n = 30), we retrieved 
266 usable responses for data analysis.

4.3. Data Analysis and Results

In this study, we used SPSS Statistics 25.0 and 
SmartPLS (Partial Least Square) 2.0 for the data 
analysis. First, the analysis of demographic questions 
<Table 3> showed that among the 266 respondents, 
approximately 48% were male and 52% were female, 
which mitigates the problem of gender imbalance. 
In the survey, we asked respondents to choose one 

<Table 2> Measuring Items of Variables (Cont.)

Variable Item Source

Intention

I am willing to use privacy settings when using social media in the future.

Zhao et al. (2012)
I will probably use privacy settings on social media if necessary.
I will likely change privacy settings if necessary. 
I intend to use social media privacy settings in the near future. 

Implementation 
Intention

I have already planned precisely when to modify social media privacy settings. 

Gollwitzer and 
Brandstätter (1997);

Ziegelmann et al. (2007)

I have already planned precisely what to choose for social media privacy settings. 
I have already planned precisely how to keep using privacy settings even though 
it feels limited sometimes. 
I have my own plans regarding how often to change social media privacy settings.

Behavior

I check the default privacy settings when I use social media.

De Wolf et al. (2014)
I confirm the privacy settings first before posting things on social media. 
I modify the privacy settings for my social media if necessary.
I take control over the privacy settings to protect my personal information on 
social media. 
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of the most used social media platforms. Instagram 
users were ranked first at nearly 63%, while Facebook 
users second place at approximately 21%. Then, re-
spondents answered questions on social media pri-
vacy settings. More than 50% of the respondents 
showed that they preferred the setting of “Only friend 

can see” on their social media and 24% like different 
privacy settings depending on situations. However, 
several users did not behave accordingly in real 
settings. In addition, almost more than half of the 
users reported that they have not faced trouble or 
were embarrassed due to unexpected privacy settings 

<Table 3> Demographic Characteristics of Respondents

Demographic variable Frequency Percent

Gender
Male 128 48.1

Female 138 51.9

The most used service

Band 3 1.1
Instagram 167 62.8
Facebook 55 20.7

Kakao Story 2 0.8
Cafes 11 4.1
Blog 5 1.9

Twitter 10 3.8
Others 13 4.9

Personally preferred privacy settings

Public 30 11.3
Friends 144 54.1

Friends except… 5 1.9
Specific friends 8 3.0

Only me 15 5.6
It depends 64 24.1

Actual privacy settings currently

Public 66 24.8
Friends 164 61.7

Friends except… 1 0.4
Specific friends 9 3.4

Only me 15 5.6
Custom 11 4.1

Have you ever got in trouble or embarrassed 
due to unexpected privacy settings?

Yes 92 34.6
No 174 65.4

Categories of social media users

Power users 27 10.2
Content contributors 58 21.8

Lurkers 172 64.7
Others 9 3.4

Total 266 100.0
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yet. According to the 90:9:1 rule for the phenomenon 
of participation inequality in the use of social media, 
in most online communities, 90% of the users are 
lurkers who are known as undetected users who never 
contribute. They just quietly read or observe instead 
of giving any feedback; 9% (Content contributor) 
of users contribute occasionally who do not create 
original contents they share, like, and comment; only 
1% (Power users) of the users account for all the 
contributions. As in our study, nearly 65% were lurk-

ers, 22% were content contributors, and 10% were 
power users. 

4.3.1. Verification of Measuring Instruments

Before analyzing the research model, we need to 
test the reliability and validity of the variables and 
their measuring instruments. The reliability was veri-
fied using three criteria: Cronbach’s α greater than 
0.7, composite reliability (CR) greater than 0.7, and 

<Table 4> Reliability and Convergent Validity Analysis

Variable Item Loading t-value α CR AVE

Privacy Concerns 
(PCNS)

PCNS1 0.903 63.562

0.920 0.943 0.806
PCNS2 0.884 47.785
PCNS3 0.909 59.102
PCNS4 0.896 49.464

Trust (TR)

TR1 0.827 13.704

0.905 0.933 0.778
TR2 0.904 26.761
TR3 0.919 33.215
TR4 0.876 29.879

Privacy Control (PCOL)
PCOL1 0.924 3.409

0.803 0.874 0.701PCOL2 0.868 3.123
PCOL3 0.703 2.634

Subjective Norms (SN)
SN1 0.733 8.247

0.781 0.843 0.644SN2 0.760 8.903
SN3 0.903 24.125

Intention (IN)

IN1 0.892 57.741

0.938 0.955 0.842
IN2 0.940 78.581
IN3 0.890 31.508
IN4 0.948 121.917

Implementation 
Intention (IIN)

IIN1 0.905 73.882

0.903 0.932 0.774
IIN2 0.906 74.032
IIN3 0.869 33.959
IIN4 0.837 30.522

Behavior (BE)

BE1 0.892 49.810

0.927 0.948 0.821
BE2 0.883 46.413
BE3 0.918 77.346
BE4 0.931 79.860
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average variance extracted (AVE) exceeding 0.5 
(Nunnally, 1978; Thompson et al., 1995). Two kinds 
of validity were analyzed. Convergent validity was 
assessed using the factor Loading value greater than 
0.7 (Hulland, 1999), while discriminant validity was 
verified when the square root value of α is greater 
than 0.7 and correlates more highly than with other 
factors (Awad and Krishnan, 2006). The analysis re-
sults of reliability and convergent validity are shown 
in <Table 4>. With all values of Cronbach’s α > 
0.7, CR > 0.7, AVE > 0.5, and factor loading > 0.7, 
the reliability and convergent validity were reliability 
in our study.

We assessed discriminant validity and presented 
the results in a correlation matrix <Table 5>. All 
square root values of AVE exceed 0.7 and this correla-
tion is higher than the highest cross-factor correla-
tion, and thus discriminant validity was verified. In 
addition, given that recent studies in IS have empha-
sized the evaluation of common method bias (CMB), 
we assessed such influence by applying Harman’s 
single-factor test, which is the most popular technique 
to detect CMB in business researches. According 
to the single-factor test, when conducting an ex-
ploratory factor analysis with all variables in the study, 
CMB is not a problem if the first factor accounts 

for less than 50% of the variance among all other 
variables (Podsakoff and Organ, 1986). As a result, 
using SPSS Statistics 25.0, we found that the first 
factor accounts for 28.197% (less than 50%) of the 
variance, which suggested that CMB is not problem-
atic in our study.

4.3.2. Evaluation of Model and Hypothesis 
Testing

4.3.2.1. Analysis of Structural Model

We examined redundancy value, R square value, 
and communality value to evaluate the explanatory 
power of the structural model. On the condition 
that redundancy value is greater than 0 and commu-
nality value is greater than 0.5, the explanatory power 
of the model can be calculated using the square root 
of multiplying the mean value of R square by the 
mean value of Communality. If the square root value 
is greater than the standard of 0.36, 0.25, or 0.1, 
the predictors in the model are estimated to have 
a large, medium, or small effect, respectively 
(Tenenhaus et al., 2005). We found that our model 
had a significant explanatory power of 0.321 (> 0.25) 
which is close to 0.36, indicating that the factors 

<Table 5> Discriminant Validity Analysis

Variable Behavior Implementation 
Intention Intention Privacy 

Concerns
Privacy 
Control

Subjective 
Norms Trust

Behavior 0.906
Implementation Intention 0.608 0.880

Intention 0.555 0.421 0.918
Privacy Concerns 0.307 0.273 0.417 0.898
Privacy Control 0.153 0.132 0.080 -0.192 0.837

Subjective Norms 0.324 0.325 0.341 0.290 0.030 0.802
Trust -0.026 0.032 -0.047 -0.193 0.416 0.045 0.882

Note: Value in bold is the square root of AVE
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in our model could explain the dependent variable 
effectively.

4.3.2.2. Hypothesis Testing

Then, we identified the causal relationship in the 
model using the path coefficient and t-value of each 
directional relationship. The path coefficient in a 
partial least squares (PLS) model is similar to the 
standardized beta coefficient in a regression model 
(Agarwal and Karahanna, 2000). While the t-values 
are calculated through repetitive processes of boot-

strapping, <Figure 3> describes the results of hypoth-
esis analysis with the corresponding path coefficient, 
t-value, and p-value of each correlative relationship. 
First, we tested the privacy paradox, which refers 
to the dichotomy between privacy concerns and be-
havior, by identifying the path coefficient value equals 
0.038, t-value equals 0.654, and p-value equals 0.257 
that is above the significance level of 0.05. As hypothe-
sized in H1, there was no significant relationship 
between privacy concerns and behavior. Then, we 
identified the factors that determined the intention 
and behavior to use social media privacy settings. 

<Table 6> The Explanatory Power of the Model

Variable R Square Redundancy Communality
Trust (TR) ― ― 0.778

Subjective Norms (SN) ― ― 0.644
Privacy Control (PCOL) ― ― 0.701

Privacy Concerns (PCNS) 0.037 0.030 0.806
Intention (IN) 0.250 0.144 0.842

Implementation Intention (IIN) 0.177 0.133 0.774
Behavior (BE) 0.479 0.283 0.821

Mean 0.135 0.084 0.767
The Explanatory Power of Model 0.321

<Figure 3> Hypothesis Testing Results
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As predicted in H2, H3, and H4, privacy concerns, 
privacy control, and subjective norms are positively 
associated with the intention to use social media 
privacy settings. Given that the path coefficient value 
= 0.372, t-value = 6.467, and p-value = 0.000 (< 0.05) 
between privacy concerns and intention, the path 
coefficient value = 0.168, t-value = 1.879, and p-value 
= 0.031 (< 0.05) between privacy control and in-
tention; and the path coefficient value = 0.231, t-value 
= 4.525, and p-value = 0.000 (< 0.05) between SN 
and intention, thus the three hypotheses H2, H3, 
and H4 were supported. However, what is assumed 
in H5 that trust is negatively related to the intention 
was not supported, due to the criteria p-value = 0.203 
(> 0.05). While H6, that is, trust is negatively asso-
ciated with privacy concerns, was also supported by 
specifying the path coefficient value = −0.193, t-value 
= 3.003, and p-value = 0.001 (< 0.05).

4.3.2.3. Analysis of the Mediating Effect of 

Implementation Intention

Next, we verified the total effect of intention on 
behavior in two steps: direct and indirect effects. 
The direct effect of intention on behavior was esti-
mated through the path coefficient value = 0.543 

and t-value = 11.633. As for the indirect effect of 
intention on behavior, we first identified the relation-
ship between intention and the mediator im-
plementation intention in which the path coefficient 
value = 0.435 and t-value = 9.367. We then confirmed 
the relationship between the mediator implementation 
and behavior in which the path coefficient value 
= 0.621 and t-value = 15.266. Next, we examined 
the direct and indirect effects simultaneously and 
illustrated the path coefficient value and t-value of 
each correlative relationship in <Figure 4>. Therefore, 
the indirect effect was calculated through 0.430 × 
0.476 = 0.205. Finally, we testified the significance 
of the indirect effect by the Sobel test in which the 
following formula was used.

The corresponding t-value and p-value of the in-
direct effect were estimated by the criteria of t-value 
= 6.463 and p-value = 0.000 (< 0.05), which confirmed 
that the indirect effect of intention on behavior was 
significant. Therefore, H7 and H8 were supported. 
The intention is positively associated with behavior 
and implementation intention partially mediates the 
relationship between intention and behavior.

<Figure 4> Direct and Indirect Effect Analysis
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Ⅴ. Conclusion

5.1. Findings and Results

The study confirmed the existence of the privacy 
paradox in an underexplored context and examined 
the factors that determine the use of social media 
privacy settings. We first analyzed the relationship 
between privacy concerns and behavior to confirm 
the existence of a privacy paradox related to the 
use of social media privacy settings. Then, we inves-
tigated the factors that influence the intention and 
behavior of using social media privacy settings. Next, 
we focused on the mediating impact of im-
plementation intentions on the relationship between 
intention and behavior.

The results of our study are summarized in three 
main aspects. First, we identified the privacy paradox 
in the use of social media privacy settings by inves-
tigating the relationship between privacy concerns 
and behavior. As predicted in H1, there was no sig-
nificant relationship between privacy concerns and 
behavior, thus proving the existence of a privacy 
paradox regarding the use of social media privacy 
settings. Such finding supported the earlier studies 
claiming that despite the increasing concerns about 
privacy, people rarely take action to protect their 
personal data.

Second, given that the existence of privacy paradox 
has been tested, we specified the factors that influence 
the use of social media privacy settings. As presented 
in H2, H3, and H4, privacy concerns, privacy control, 
and SN have positive effects on the intention to use 
privacy settings. As the concerns about privacy in-
crease, users are more likely to use privacy settings 
to protect their personal information. Besides, as users 
have more belief in their abilities to manage their 
own personal information on social media and the 

more significant others suggest them to take control 
over their own social media privacy settings, there 
are more possibilities that users are willing to use 
privacy settings.

However, it indicates that trust in a social media 
platform provider has no direct effect but an indirect 
effect on the intention mediated by privacy concerns. 
It is not difficult to imagine that after the frequent 
data privacy scandals of those top-rated services over 
the past few years, social media users do not com-
pletely trust the provider with their personal in-
formation on social media, which contracts H5. As 
claimed in H6, perhaps users have not lost all of 
their faith in social media platform providers and 
part of them still like to believe that the providers 
are somehow trustworthy that they do not need to 
worry about their privacy much.

Third, we tested the mediating impact of im-
plementation intention on the relationship between 
intention and behavior in the context of social media 
privacy settings. To identify the total effect of in-
tention on behavior, we analyzed both direct and 
indirect effects of intention on behavior. The analysis 
results indicated that the intention has significant 
direct and indirect effects on behavior. The mediator 
implementation intention helps explain and predict 
the behavior more effectively and more accurately. 
It is worth noting that privacy concerns are positively 
related to the intention of using social media privacy 
settings, but have no significant relationship with 
the behavior. We found that in the relationship of 
attitude, intention, and behavior, consistency be-
tween attitude and intention was easily achieved, 
while the problem resided in the translation from 
intention to behavior. As noted earlier, the intention 
has a limited ability to explain and predict behavior. 
Therefore, we argue that with the mediator im-
plementation intention, intention can be translated 
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into behavior effectively, which can reduce the gap 
between intention and behavior, thus resulting in 
bridging the dichotomy between attitude and 
behavior.

5.2. Discussion and Implication

The implications of our study can be assessed 
mainly from two perspectives. From a theoretical 
perspective, the study contributes to the existing in-
formation privacy literature by examining and ex-
plaining the privacy paradox in a significant but un-
der-studied context: the use of social media privacy 
settings from a complete perspective of attitude-in-
tention-behavior relationship. We tested the ex-
istence of a privacy paradox and investigated the 
factors to explain and even predict the use of social 
media privacy settings. In addition, we constructed 
implementation intention to mediate the relationship 
between intention and behavior, and thus addressed 
the privacy paradox related to the use of social media 
privacy settings. Despite its better ability to explain 
and predict behavior, the implementation intention 
has rarely been used in information privacy literature. 
We hope this study will attract more information 
privacy researchers to the concept of implementation 
intention while considering privacy-related behaviors 
in the future. 

From a practical perspective, the findings of our 
study offer practitioners insights regarding the pri-
vacy paradox in the use of social media privacy 
settings. Furthermore, our study provides the theoret-
ical foundation for not only social media privacy 
policymakers but also platform interface engineers 
and designers, especially those who are responsible 
for privacy settings. After several large-scale data 
breaches on social media, users are gradually losing 
their faith in service providers. It is a big fall but 

also an opportunity for service providers to win back 
their users’ trust. While investing in the privacy poli-
cy, other efforts such as privacy settings and user 
interface should not be ignored. The service providers 
and other third parties encourage users to provide 
and share more information, whereas users are con-
cerned about their privacy. Such a trade-off relation-
ship should be considered seriously and wisely until 
a balance between the parties is achieved. To gain 
a long-term win-win relationship, social media pro-
viders should offer a more flexible and user-friendly 
system to protect and take control over their own 
personal information more effectively and efficiently. 
As mentioned earlier, frequent data breaches via so-
cial media have definitely increased users’ concerns 
about their privacy. However, despite such serious 
concerns, users rarely take action to protect their 
personal information on social media. The study pro-
vides guidelines for social media users to manage 
and protect their privacy in the social media world. 
Therefore, users should be cautious when providing 
and sharing information on social media.

5.3. Limitations and Future Research

There might be several possible limitations in this 
study. First, we only identified the existence of a 
privacy paradox in the context of social media privacy 
setting use. We suggest that future studies should 
try to explain the privacy paradox in under-studied 
contexts such as the use of social media privacy set-
tings, and thus investigate the factors that influence 
the dichotomy between privacy attitude and behavior, 
that is, the privacy paradox. As a complex phenomen-
on, the privacy paradox needs further approaches 
from multiple perspectives.

Second, we examined the factors that determine 
the use of social media privacy settings in the present 
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study. However, we only specified the antecedents 
to the intention and emphasized the mediating role 
of implementation intention in bridging the relation-
ship between intention and behavior. Fortunately, 
we confirmed that the implementation intention pos-
itively mediated the intention-behavior relationship 
and had better explanatory power than intention. 
Therefore, we assume that future studies should focus 
more on the notion of implementation intention 
in the information privacy literature. For instance, 
further studies must investigate the antecedent factors 
of implementation intention to improve the ability 
to explain and predict actual behaviors.

Third, to some extent, data collected in this study 
were self-reported. To measure the use of social media 
and privacy settings, we designed a series of survey 
questions that relied on the respondents’ own reports. 
To gather relatively more accurate data, however, 
we gave respondents additional instructions so that 
they could check their social media accounts for 
reference while responding to the survey questions, 
especially those regarding the behavior of using social 
media privacy settings. Despite all this, the data used 
in this study may have the same disadvantages as 
self-reported data. Such subjective and biased data 
may cause measurement errors, thus influencing the 
analysis results. Therefore, instead of surveys, we 
encourage future research to apply other methods 
to collect more objective and unbiased data.

Fourth, as noted earlier, respondents in this study 
were undergraduate and graduate students in South 
Korea. The choice and size of the sample may be 
unable to represent all social media users perfectly. 
Thus, the study results may not be generalizable be-

yond the research context. Future research should 
choose samples with wider ranges and a larger num-
ber of subjects.

5.4. Conclusion

In the study, we first confirmed the existence of 
a privacy paradox by testing the relationship between 
privacy concerns and behaviors of using social media 
privacy settings. We then identified the factors that 
determine the use of social media privacy settings 
by verifying the dichotomy between privacy concerns 
and behavior. Considering the mediator im-
plementation intention to bridge the gaps between 
privacy attitudes, intentions, and behaviors, we ex-
plain and predict the use of social media privacy 
settings effectively and efficiently, thus alleviating 
the privacy paradox. Therefore, we encourage more 
information privacy researchers to consider the im-
plementation intention in future studies. We hope 
the study findings will offer practitioners insights 
about the privacy paradox regarding the use of social 
media privacy settings and provide a theoretical foun-
dation for privacy policymakers and platform inter-
face engineers and designers. To retrieve users’ trust 
and build a long-term win-win relationship, we sug-
gest social media providers offer more flexible and 
user-friendly systems to share as much information 
as they want and enjoy various benefits without wor-
rying about their privacy. Furthermore, we hope this 
study will alert users to the possibility of a privacy 
threat and risks of social media and provide guidelines 
to social media users to actively protect and manage 
their own privacy while using social media. 
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