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ABSTRACT

The Internet and all of its possibilities and applications have changed individuals’ lifestyles in relation to socializ-
ing, working, and how they spend their leisure time. Social networking sites (SNSs), such as Facebook or
Instagram, are ideal settings for interacting with others but, unfortunately, they are also ideal settings for moti-
vated offenders to commit cybercrimes. Thus SNS users may be more vulnerable to cybercrime. The purpose
of this study is to investigate the occurrence of cybercrime victimization, specifically cyber-harassment, cyber-im-
personation, and hacking. Self-report surveys collected from a sample of 147 respondents were examined using
the moderated multiple regression analysis and a logistic regression analysis to determine possible relationships
between SNS lifestyle exposure activities and cybercrime victimization. The results indicate moderate support
for the application of lifestyle-routine activity theory (LRAT) to cybercrime victimization. Possible educational
and managerial implications, as well as suggestions for future research, are discussed.

Keywords: Lifestyle-routine Activity Theory (LRAT), Cybercrime, Cyber Victimization, Social Networking Sites (SNS),
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1. Introduction sites (SNSs) have recently gained popularity, in com-

parison to other online communication platforms,

As the number of Internet users has grown to especially among young adults, as they provide a
more than half of the world’s population (Wearesocial, cheaper and more interactive means of communica-
2017), and technology has advanced, the way people tion (Kokkinos, 2017). Despite the beneficial out-
communicate has also evolved. Social networking comes they provide, various hazards have also been
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found to accompany this “wave of digital progressiv-
ism” (Choi and Lee, 2017; Leukfeldt et al., 2017).
SNS users release personal information and pictures
online without realizing that these actions may lead
to an increased vulnerability to cyber-harassment
and identity theft (Shin, 2010). For this reason, more
researchers in IS field have explored the cause or
the consequences of SNS usage and cybercrime vic-
timization such as the types of information sharing,
networking opportunities for criminals, information
security, and validating effective measures and miti-
gation controls in collaboration with the private sec-
tor (Choo, 2011; Jaishankar, 2018). Previous research
on this subject has shown a correlation between SNS
users’ activities and their chances of being victimized
online. An earlier study conducted by Spitzberg and
Hoobler (2002) found that 31% of undergraduate
student participants experienced some kind of per-
sonal online victimization and, in a similar study
conducted by Henson et al. (2011), 42% of social
network users reported the same. A more recent
study performed by Kokkinos and Saripanidis (2017),
focusing on Facebook user activities, shows that “the
victim’s behavior may enhance the chances of getting
victimized” (p. 235). There does, however, seem to
be a widely-mistaken assumption that only these risky
online activities result in an individual becoming
a potential cyber-victim. Further, the classification
of risky online behaviors has become unclear due
to the convergence of the diverse types of activities
available on SNSs. For example, one cannot simply
judge an individual’s act of exposing daily activities,
or expressing feelings and opinions, on a SNS to
be a risky behavior since it is the main feature pro-
vided by most of the SNS platforms.

Former studies that have assessed the influence
of SNS activities on cybercrime victimization have
focused on a variety of cybercrime types, so the cate-

gorizations and definitions of cybercrimes vary de-
pending on the researcher’s focus. Some researchers,
such as Yar (2005), make a distinction between
“computer-assisted crimes” and “computer-focused
crimes.” Computer-assisted crimes are characterized
as crimes that existed before the internet, but have
taken on a new life in cyberspace (e.g., theft, fraud),
whereas computer-focused crimes are crimes that
have emerged with the creation of the Internet (e.g,
hacking, website defacement). Other researchers,
such as Wall (2001), subdivided “cybercrime” into
four established legal categories: cyber-trespass, cy-
ber-deceptions and thefts, cyber-pornography, and
cyber-violence. The present study focuses on two
of Wall (2001)’s categories: cyber-trespass and cy-
ber-violence. Within these, we examined specific sub-
types of these cybercrimes: violent and sexual cy-
ber-harassment (an example of cyber-violence) and
cyber-impersonation and hacking (an example of cy-
ber-trespassing).

The current study explores SNS activities to find
answers to two main research questions: I. Are people
who use SNSs more often, and share their daily activities
through SNS, more likely to be victimized by cyber-
crimes? 2. While using a SNS, would stricter privacy
settings reduce the number of individuals being victi-
mized by cybercrimes? The theoretical approach is
mainly based on the Lifestyle-Routine Activity
Theory (LRAT), an integrated theory of Hindelang
et al. (1978)’s Lifestyle Exposure Theory, and Cohen
and Felson (1979)’s Routine Activity Theory, found
in most of the related literature. LRAT is a representa-
tive theory in the criminal psychology literature,
which states that victimization is a result of individual
routine activities and behaviors (lifestyle exposure
activities), which increase exposure to motivated of-
fenders, and decrease exposure to capable guardian-
ship (Cohen et al,, 1981). The purpose of the current
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study is to examine whether SNS lifestyle exposure
activities increase the likelihood of cybercrime
victimization. Data were collected through self-report
surveys, and analyzed with moderated multiple re-
gression and logistics regression. The reason for using
logistics regression is the dependent variables are

binary (victimized or not victimized).

II. Theoretical Background and
Hypotheses

Previous studies, mainly focusing on identifying
the factors which increase the risk of cybercrime
victimization, state that the victim’s behavior may
be as vital as the offenders’ characteristics (Elias,
1986). Further, a number of studies have applied
the Victim Precipitation Model (VPM) as a frame-
work in order to examine how a victim’s behavior
is associated with being victimized online (Cappadocia,
2013; Dredge, 2014; Hinduja, 2008; Kshetri, 2016;
Peluchette, 2015; Staksrud, 2013; Walrave, 2011).
Traditionally, according to this criminology frame-
work, there are certain spatial and temporal con-
ditions in which individuals initiate some type of
action that results in their subsequent victimization
(Miethe, 1994). Overall, these studies consistently
indicate that there is a connection between the vic-
tim’s behavior and the risk of being victimized online
(Peluchette, 2015).

Several theories mainly focusing on the victims’
characteristics and conditions such as lifestyle and
backgrounds have been introduced (Cohen and
Felson, 1979; Cohen et al., 1981; Hindelang et al.,
1978) in order to explain the factors that precipitate
victimization. Cohen et al. (1981)’s LRAT, a widely
used theoretical approach to study criminal victim-
ization, is a theory that integrates Hindelang et al.

(1978)’s lifestyle exposure theory and Cohen and
Felson (1979)’s routine activity theory. This in-
tegrated theory states that victimization is a result
of individual routine activities and behaviors, which
increase exposure to motivated offenders, and de-
crease exposure to capable guardianship (Cohen et
al., 1981).

2.1. Lifestyle and Routine Activity Theory

According to Ngo and Paternoster (2011), both
the lifestyle exposure theory (Hindelang et al., 1978)
and the routine activity theory (Cohen and Felson,
1979) explained “how routine activities of the victims
are related to the risk of victimization and how crimi-
nal opportunities develop out of the routine activities
of everyday life” (Kokkinos, 2017, p. 773).

The LRAT is based on the idea that individuals
may encounter criminal events depending mainly
on the kind of settings in which they spend their
free time, and what kind of activities they engage
in during their free time (Svensson, 2010). The
routine activity element incorporates the lifestyle
theory concepts of vocational and leisure activities.
According to LRAT, an individual’s lifestyle routine
activities and behaviors are what defines him or her
to be a suitable target of cybercrime social bullying
(Choi and Lee, 2017; Cohen, et al., 1981).

Cohen et al. (1981)’s LRAT theory includes the
following major components: exposure to potential
offenders, proximity to crime, guardianship, and tar-
get attractiveness. They were originally defined based
on the relationships of each component with the
physical/real world. First, the “exposure to potential
offenders” component refers to the physical visibility
and accessibility of persons or objects to potential
offenders at any given time or in any given place.
Second, “proximity to crime” is defined as the physical
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distance between areas where potential targets of
crime reside and areas where a relatively large pop-
ulation of potential offenders are found. Third,
“guardianship” is defined as the effectiveness of per-
sons (e.g., housewives, neighbors, security guards)
or objects (e.g., burglar alarms, locks, barred win-
dows) in preventing violations from occurring, either
by their presence alone, or through direct or indirect
action. Fourth, “target attractiveness” is the material
or symbolic desirability of human or property targets
to potential offenders. LRAT Theory mostly gives
theoretical concepts for explaining the risk of cyber
victimization. It is possible that the variables selected
on the basis components of LRAT may be reflective
of the characteristics of the environment in which
cybercrimes occur (Vakhitova et al,, 2019). The theo-
retical application of the LRAT to cybercrime victim-
ization, specifically on SNS platforms, will be dis-
cussed in the following section with the details of

each component.

2.2. Applying LRAT to Cybercrime Victimization

Previous studies have used the routine activity
theory or the LRAT to explain cybercrime victim-
ization related to online activities (Choi, 2008; Ngo,
2011; Yar, 2005; Yucedal, 2010) and some have ap-
plied the assumptions from the theories in a number
of empirical studies (Alshalan, 2006; Choi, 2008; Holt,
2009). These studies have set their research settings
as the cyberspace as a whole; however, more recent
studies have incorporated SNSs as a separate environ-
ment (Back, 2016; Choi and Lee, 2017; Phillips, 2015),
and some have focused on the relationship between
cybercrime victimization and specific SNS platforms
such as Facebook (Dredge, 2014; Kokkinos, 2017;
Peluchette, 2015).

Since Facebook is different from traditional online

platforms, disclosure of one’s profile information to
the public is possible (Gross and Acquity, 2005).
In one’s profile, including real name, date of birth,
one’s affiliation to the specific group membership
such as school, workplace and even relationship status
can be exposed. Thus, many previous literatures have
explored Facebook by highlighting its specific effects
of the openness (Kim et al., 2018). The other stream
of research is to focus on the personal motives to
disclosure one’s information on Facebook. However,
as Staksrud et al. (2013) suggested, rather than the
specific aspect of SNS platform, the vulnerability of
users may depend more on how individuals interacts
in the Facebook. Especially, one’s degree of self-dis-
closures can be a critical factor to be a target of
a cybercrime considering the non-anonymity in the
Facebook (Buglass et al., 2017).

In order to explain the theoretical application of
the LRAT to cybercrime victimization, each of the
four major components described in Cohen et al.
(1981)’s study need to be dealt with independently.
First, the current study assumes that proximity to
crime is a given, as with most of the previous studies
(Choi and Lee, 2017; Phillips, 2015), since the infinite
and anonymous nature of the Internet means that
all users are potentially proximal to crime. As the
component “exposure to potential offenders” is close-
ly related to the proximity to crime, this is also
assumed. Choi and Lee (2017) argue that “given the
rise of digital technology, the physical convergence
of potential offenders and victims in time and space
are no longer quintessential elements to engender
victimization” (Pratt, 2010, p. 395). Thus, the current
study will focus on the other two components, namely
“target attractiveness” and “capable guardianship.”

For “target attractiveness,” Cohen et al. (1981)
state that individual routine daily behaviors and activ-
ities, (i.e., lifestyle characteristics including vocational
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and leisure activities), determine whether or not an
individual is a suitable target. Previous studies have
introduced risky online behavior as a concept of
vocational and leisure activities. For example, Phillips
(2015) conceptualized social networking itself as a
risky online behavior, and Kokkinos and Saripanidis
(2017) posited that a risky lifestyle on Facebook could
include the time victims spend online, the number
of Facebook friends, the Facebook content posted,
etcetera. Choi and Lee (2017) assessed three variables
of risky online behaviors, namely cyber risky SNS
activities, cyber risky leisure activities, and cyber risky
vocational activities. However, considering the pecu-
liarities of SNS platforms, it is difficult to find a
clear distinction between users’ vocational, leisure,
and risky activities within SNS. Therefore, the current
study does not distinguish between the three but,
instead, differentiates the types of routine activities
using SNS, which will be explained in detail in the
hypothesis section.

For “capable guardianship,” previous studies on
cybercrime attacks, such as malware or hacking, have
mainly focused on physical or technological guard-
ianship (i.e., anti-virus and firewall software; Yar,
2005; Yucedal, 2010). SNS guardianship is con-
ceptualized as online privacy settings on personal
networking sites (Choi and Lee, 2017; Phillips, 2015),
which will be the focus of the current study.

2.3. Types of Cybercrime

Cybercrime can be defined as “offences that are
committed against individuals or groups of in-
dividuals with a criminal motive to intentionally harm
the reputation of the victim or cause physical or
mental harm, or loss, to the victim directly or in-
directly, using modern telecommunication networks
such as Internet (networks including but not limited

to chat rooms, emails, notice boards and groups)
and mobile phones (Bluetooth/SMS/MMS, Halder,
2011, p. 15). According to Yar (2005), the term
“cybercrime” may refer to a range of illicit activities
whose common distinction is the central role played
by networks of information and communication
technology (Phillips, 2015).

Further, cybercrime can be further divided into
“computer-assisted crimes” (those crimes that pre-date
the Internet but take on a new life in cyberspace,
e.g. fraud, theft, money laundering, sexual harass-
ment, hate speech, pornography) and “computer-fo-
cused crimes” (those crimes that have emerged in
tandem with the establishment of the Internet and
could not exist apart from it, eg hacking, viral attacks,
website defacement) (Wall, 2001; Yar, 2005). The
above definitions may be socio-technically helpful,
but they have a limited criminological utility. In crim-
inological function, cybercrime is generally classified
by the subject of itself. In detail, it is categorized
by three categories; against individuals, against organ-
ization, against society at large (Dashora, 2011). In
case of against individuals, the subject can be person
and property of an individuals, and against organ-
ization, it can be government, firm, group of
individuals. The types of crime in against individuals
and individual property are harassment via e-mails,
defamation, cheating and fraud, transmitting virus,
and unauthorized control/access over computer sys-
tem etc. The types of crime in against organization
are cyber terrorism against the government organ-
ization and distribution of pirated software etc. The
types of crime in against society at large are online
gambling, sales illegal article and forgery etc.
(Dashora, 2011). Also, Wall (2001) categorized the
cybercrime into four categories; cyber-trespass, cy-
ber-deceptions and thefts, cyber-pornography, cy-
ber-violence and it seems to better describe

Vol. 30 No. 1

Asia Pacific Journal of Information Systems 57



A Lifestyle-Routine Activity Theory (LRAT) Approach to Cybercrime Victimization: An Empirical Assessment of SNS Lifestyle Exposure Activities

cybercrime. Recently, cyber-trespass have received
more attention, because social network media be-
comes a part of daily life and increases the users,
which permits the users to share information, and
can connect well with recognized friends (Wall, 2001;
Yar, 2005). Therefore, the current study will focus
on “cyber-trespass”, which signifies crossing bounda-
ries into other people’s property and/or causing dam-
age (e.g., hacking, defacement, viruses), and “cyb-
er-violence”, which refers to doing psychological
harm to or inciting physical harm against others,
thereby breaching laws pertaining to the protection
of the person (e.g., hate speech, stalking). Specific
cybercrime variables and measures will be described
in the methodology section.

IlI. Research Hypotheses and
Research Model

3.1. Hypotheses

Social networking sites create an environment for
both positive and negative interaction with peers.
While SNSs, such as Facebook, have been found
to enhance interpersonal relationships and build so-
cial capital, they have also provided a place for cyber-
crime offending (Kowalski, 2014). As the LRAT ar-
gues, the possibility of cybercrime offending is closely
related to victims™ behaviors on SNSs. Peluchette et
al. (2015) have suggested that “how individuals use
social networking and the type of profile content
they choose to post is likely to be influenced by
the level of concern that they have for what others
think of them but may also unknowingly be placing
them at greater risk for cyberbullying.” Although
their research focused on cyberbullying, there always
is a possibility for other types of cybercrime.

Furthermore, self-disclosing through SNSs could
enhance the chances of victimization (Wilson, 2012),
since those who disclose more personal information
such as his or her age and academic ability through
SNSs are more likely to become victims (Peluchette,
2015). Kokkinos and Saripanidis (2017) have defined
“self-disclosure” on SNSs as the willingness to discuss
personal information with other users on Facebook.
Choi and Lee (2017) have included “expressing opin-
ions and feelings through SNS” as a measure of their
“cyber risky SNS activities” variable. As with the
above research findings, the current study assesses
the influence of SNS use on cybercrime victimization,
cyber harassment, cyber impersonation and cyber
hacking, (Hypothesis 1 ~ Hypothesis 3) via different
types of SNS activities.

Choi and Lee (2017) have stated, digital capable
guardianship is conceptualized as online privacy set-
tings on personal networking sites. Back (2016)’s
study included security applications on SNSs as addi-
tional means of guardianship. However, the current
study only assesses the privacy settings on SNS as
capable guardianship. The privacy setting on SNS
is a technical tool designed to permit users to control
the amount of information they expose on their SNS
profile. For example, it can be used to modify the
visibility of user’s profile or of certain information.
Based on the above theoretical application to cyber-
crime, the following hypotheses have been developed
for this study.

HI: Individuals who use SNSs frequently are more likely
to be victims of cybercrime.
Hla: Individuals who use SNSs frequently are more likely
to be victims of cyber harassment.
HIb: Individuals who use SNSs frequently are more likely
to be victims of cyber impersonation.
Hlc: Individuals who use SNSs frequently are more likely
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to be victims of cyber hacking.
H2: Individuals who disclose preferences through SNSs are

more likely to be victims of cybercrime.
H2a: Individuals who disclose preferences through SNSs
are more likely to be victims of cyber harassment.
H2b: Individuals who disclose preferences through SNSs
are more likely to be victims of cyber impersonation.
H2c: Individuals who disclose preferences through SNSs

are more likely to be victims of cyber hacking.

H3: Individuals who express their opinions or feelings are
more likely to be victims of cybercrime.

H3a: Individuals who express their opinions or feelings
are more likely to be victims of cyber harassment.

H3b: Individuals who express their opinions or feelings
are more likely to be victims of cyber impersonation.

H3c: Individuals who express their opinions or feelings
are more likely to be victims of cyber hacking.

H4: Individuals who have stricter SNS privacy settings are
less likely to be victims of cybercrime.
Hda: Individuals who have stricter SNS privacy settings

are less likely to be victims of cyber harassment.

LIFESTYLE EXPOSURE
VL4 SNS ACTIVITIES

— T

SNs
USAGE ~—
FREQUENCY ‘% .

DISCLOSING L —

PREFERENCE [ = ™
Hlc
Hia
EXPRESSING | =
FEELINGS OR —
OPINIONS

H4b: Individuals who have stricter SNS privacy settings
are less likely to be victims of cyber impersonation.

Hic: Individuals who have stricter SNS privacy settings
are less likely to be victims of cyber hacking

3.2. Research Model

Along with the above hypotheses, <Figure 1> de-
picts the research model in more detail.

IV. Research Methodology
4.1. Data and Sample

Data were collected from self-report surveys given
to a random sample of respondents. 173 survey re-
sponses were initially collected from the Prolific
Academic (https://prolificac). When the participants
completed the survey, they received $1 dollar of finan-
cial reward and the period of data collection was
from 2019 July 25th to 27th, for three days. Responses

CYBERCRIME
VICTIMIZATION

—_—

CYBER
HARASSMENT

CYBER
IMPERSONATION

DISCLOSING SNS PROFILE
(SNS PRIVACY SETTINGS)

HACKING

<Figure 1> Research Model
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<Table 1> Demographic Characteristics of Sample

Study Sampl
Demographic Characteristics Categories (Ny: ?Z;I; ¢
10 ~ 19 4% (n = 6)
20 ~ 29 53% (n = 78)
Age 30 ~ 39 26% (n = 38)
40 ~ 49 11% (n = 16)
50 ~ 59 6% (n =9)
Female 59% (n = 87)

Gend
neet Male 41% (n = 60)
Engineering / technician / IT-related 31% (n = 46)
Student 25% (n = 37)
Occupation Business management / finance 35% (n = 35)
3 Art / entertainment / sports 5% (n = 5)
Education / research / law / medical 21% (n = 21)
Other 3% (n = 3)

with error, such as missing or inconsistent responses,
were removed, and a final total of 147 respondents
participated in the study. The demographic character-
istics are presented in <Table 1>.

4.2. Independent Variables

Four independent variables related to the relation-
ships among SNS, SNS usage frequency, disclosing
preference, expressing feelings or opines and disclos-
ing SNS profile were assessed (Back, 2016; Choi and
Lee, 2017; Phillips, 2015). For SNS usage frequency,
three survey items were operationalized: (1) accounts
on any SNS platform (Facebook, Instagram, KakaoStory,
Naver Band, or Twitter; multiple responses available);
(2) amount of time spent on SNS daily and (3) number
of posts, including images and video clips, uploaded
daily. For statements (1), the respondents were asked
to indicate their answers by selecting the box that
best fit toward the given statement, and these scores
were added separately for each individual. The num-
bers of accounts the participants indicated for state-
ments (1) was summed and calculated as the number

of total accounts, which was from 1 to 5. For statement
(2), the respondents were asked to state the number
of minutes spent on SNS per day, which was re-oper-
ationalized from 1 to 5. For statements (3), the re-
spondents were instructed to estimate their number
of posts and comments, which was re-operationalized
from 1 to 5. The responses were integrated as one
variable measuring SNS usage frequency (SNS_V1)
by re-operationalizing these three sub-groups of
statements. The scale had a minimum score of 1
(indicating a low level of SNS usage frequency) and
a maximum score of 5 (indicating a high level of
SNS usage frequency).

Three survey items covered user preferences re-
garding SNS activities: (1) Do you “follow” persons
and pages in which you are interested? (2) Do you
“like” the posts that you like or in which you are
interested? (3) Do you “share” the posts in which
you are interested? The respondents were asked to
respond on a scale from 1 (Strongly disagree) to
5 (Strongly agree). The responses were integrated
as one variable measuring whether the respondent
discloses their preferences via SNS activities (SNS_V2).
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To do this, all responses were summed and then
re-operationalized on a scale from 1 to 5. The scale
has a minimum possible score of 1 (indicating a
low level of preference disclosure through SNS), and
a maximum score of 5 (indicating a high level of
preference disclosure through SNS).

For whether the respondent expresses feel-
ings/opinions through SNS (SNS_V3), the survey
items “whether user expresses opinions with honesty
through SNS”, “whether user expresses feelings on
SNS” and “whether express myself on sensitive issues
through SNS” were used. The respondents were asked
to respond on a scale from 1 (Strongly disagree)
to 5 (Strongly agree). The scale has a minimum possi-
ble score of 1 (indicating the absence of exposing
feelings/opinions via SNS activities), and a maximum
score of 5 (indicating the presence of exposing feel-
ings/opinions via SNS activities)

For disclosing SNS profile, the following question
was used: “To what extent do you set your privacy
settings?” Respondents were asked to select the box
that best fit their situation, ranging from “strongly
close” to “strongly open” The scale was 1 to 5 and
the responses were analyzed as one variable constitut-
ing SNS privacy settings (SNS_PS). The scale has
a minimum possible score of 1 (indicating a high
level of SNS privacy settings), and a maximum score

of 5 (indicating a low level of SNS privacy settings)

4.3. Dependent Variables

Three dependent variables were assessed regarding
cybercrime victimization (CV): (violent) cyber-har-
assment (CV1), cyber-impersonation (CV2), and
hacking (CV3). As mentioned previously, this study
focuses on the two legal categories classified by Wall
(2001), namely “cyber-trespass” and “cyber-violence”.
The cyber-harassment measured here is related to

cyber-violence, and cyber-impersonation and hack-
ing are related to cyber-trespass. The three dependent
variables are all examples of the crime victimization
variable (CV). Respondents were asked to answer
either “yes” or “no” to if they have ever been victi-
mized by any of the cybercrimes mentioned (CV1
to CV3). Using a binary scale for each dependent
variable (“yes” or “no”), the items were summed
to create one CV variable. If the respondent was
victimized by any of the four cybercrimes, the re-
sponse is “yes” (1) and, if the respondent was not
victimized by any, the response is recorded as “no”
(0).

First, for CV, the scale represents a possible mini-
mum score of 0 indicating no victimization, and
a maximum score of 1 indicating that the respondent
has been victimized. For CV1, the scale has a possible
minimum score of 0 (indicating no violent cyber-har-
assment victimization), and a maximum score of
1(indicating that the respondent has been victimized
by violent cyber-harassment). For CV2, the scale has
a possible minimum score of 0 (indicating no violent
cyber-impersonation victimization), and a maximum
score of 1 (indicating that the respondent has been
victimized by violent cyber-impersonation). For CV3,
the scale has a possible minimum score of 0
(indicating no hacking victimization), and a max-
imum score of 1 (indicating that the respondent has
been victimized by hacking).

For each construct and their measures, this study
go through an extensive literature review and find
evidence for our survey items from previous empirical
studies in the field cybercrime. These are presented
in <Table 2>.

The descriptive statistics for the study measures
incduding the demographic variables, the independent
variables, and the dependent variables are described
in <Table 2>.
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<Table 2> Measures for the Analysis of Cyber Crime

Constructs

Items

Scale

Reference

SNS Usage Frequency

SNS_V1

SNS_V1_1

Accounts on any SNS platform
(Facebook, Instagram, Kakao Story, Naver
Band, or Twitter; multiple responses
vailable)

Range: 1-5
The number of total accounts

(Shin, 2010; Wilson, 2012)

SNS_V1_2
Amount of average time spent on SNS
daily

Range: 1-5

1: Less than 30 minutes
2: 30-60minutes

3: 60-90 minutes

4: 90-120 minutes

5: More than 120 minutes

(Shin, 2010; Wilson, 2012)

Express myself on sensitive issues through
SNS

5: Strongly agree

Range: 1-5
NS V1.3 "1 ok
Numb.er of a\.Ierage post including images 3 2 Post (Shin, 2010; Wilson, 2012)
and video clips, uploaded weekly 4 3 Post
5: More than 4 Post
SNS_ V2 1 Range: 1-5 (Yar, 2005; Pereira et al., 2016;
Clicked on “follow” persons and pages | 1: Strongly disagree Kokkinos and Saripanidis, 2017)
Disclosing Preference ['one™y) 2: Disagree (Yar, 2005; Pereira et al, 2016;
SNS V2 Clicked on any “like” button 3: Neutral Kokkinos and Saripanidis, 2017)
SNS V2 3 4: Agree (Yar, 2005; Pereira et al., 2016;
Clicked on “sharing” button 5: Strongly agree Kokkinos and Saripanidis, 2017)
SNS_V3_ 1 (Choi and Lee, 2017;
Express my opinions with honesty on SNS Range: 1-5 ) Phillips, 2015)
Expressing .Feelings or SNS_V3 2 1 IS)tirongly disagree (Choi and Lee, 2017;
opinions Express my feelings on SNS i Nest?tiraele Phillips, 2015)
SNS_V3 SNS_V3.3 4 Agree (Choi and Lee, 2017;

Phillips, 2015)

Disclosing SNS Profile
(SNS privacy settings)

What extent do you set your privacy
setting?

Range: 1-5
1: Strongly disagree (Friends)
2: Close

hoi, 2
(Such as in Facebook, Everyone, Friends | 3: Neutral (Choi, 2008)
SNS_PS of Friends, and Friends) 4: Open
5: Strongly open (Everyone)
Cyber Harassment | Hate speech, meaning language that (Wall, 2001)
denigrates, insults, threatens or targets an ’
Cv1 individual (Wall, 2001)
Cyber Impersonation . L. ) . Range: 0-1
Commit something illegal while posing as 0: No (Wall, 2000)
Ccv2 you 1: Yes
Cyber Hacking Modifying or altering computer software
(Wall, 2001)
cv3 and hardware
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<Table 3> Descriptive Statistics for Study Measures

Variables Mean Std. Deviation Min Max
Independent Variables
SNS Usage Frequency (SNS_V1) 3.01 0.73 1.00 4.67
Disclosing Preference (SNS_V2) 3.28 0.53 2.00 5.00
Expressing Feelings or Opinions (SNS_V3) 3.14 0.85 1.00 5.00
SNS Privacy Setting 2.68 1.05 1.00 5.00
Dependent Variables (CV)
Cyber harassment (Violent) (CV1) 0.29 0.45 0.00 1.00
Cyber impersonation (CV2) 0.26 0.44 0.00 1.00
Cyber Hacking (CV4) 0.31 047 0.00 1.00

Upon the descriptive statistics on the independent
variables, SNS usage frequency, disclosing preference,
expressing feelings or opinions, SNS privacy setting
showed relatively higher mean scores with 3.01, 3.28,
3.14, and 2.68 points out of 5 points, respectively.
In case of dependent variables, cyber harassment
(violent), cyber impersonation, and cyber hacking
showed mean scores with 0.29, 0.26, and 0.31, re-
spectively, which tells the maintenance less than 50%
in view of statistical concept.

V. Analysis and Results

5.1. Analysis

A logistic regression analysis was considered to
be the most appropriate technique in the research,
because all the dependent variables were binary re-
sponses and don’t have to be normally distributed
as well as the output of a logistic regression is more
informative than other classification algorithms.

The following models describe how the logistic
regression analyses were carried out depending on
the hypotheses.

For Hypothesis la:

In(CV1) = Bo + B1x1(SNS_V1_ 1) + B2x2
(SNS_V1.2) + B3x3(SNS_V3) + ¢

First, in order to find out whether the chosen
independent variable, namely SNS usage frequency
(SNS_V1), is related to cyber harassment (CV1), the
dependent variable CV1 was analyzed. Furthermore,
in order to find out which specific cybercrime(CV),
cyber harassment (CV1), cyber impersonation(CV2)
and cyber hacking(CV3), was related to the in-
dependent variables, SNS usage frequency(SNS_V1),
disclosing preference(SNS_V2), expressing feeling or
opinions(SNS_V3), the logistic regression model was
analyzed with each separate independent variable
(SNS_V1 to SNS_V3) and dependent variable(CV1
to CV3)

For Hypothesis 4a:
In(CV1) = Bo + B1x1(SNS_PS) + &

Next, in order to find out whether the SNS privacy
settings was related to cyber harassment (CV1), the
above regression model was used. The logistic re-
gression model was analyzed with each dependent
variable(CV1 to CV3).
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5.2. Results

Moderated multiple regression analysis was per-
formed to investigate the relationships of SNS usage
frequency, disclosing preference, expressing feelings
or opinions, and SNS privacy setting to cybercrime
victimization.

Relationship with cybercrime victimization was
reviewed under the considerations of gender and
age in the first model; and then relationships of SNS
usage frequency, disclosing preference, expressing
feelings or opinions, SNS privacy setting to cyber-

crime victimization were reviewed under the control-
ling state of gender and age in the second model.

Controlled regression analysis demonstrated 18%
of explanatory power and collinearity statistics value
upon multicollinearity hypothesis was close to 1 and
lower than 10 which met the basic hypothesis. With
respect to Durbin-Watson value to review in-
dependency of residuals, it was 2.01 which was close
to 2 to meet the hypothesis.

Upon the analysis results, only SNS privacy setting
(p < 0.01) showed to influence to cybercrime victim-
ization except fort SNS usage frequency, disclosing

<Table 4> The Relationships of SNS Usage Frequency, Disclosing Preference, Expressing Feelings or Opinions,
and SNS Privacy Setting to Cybercrime Victimization

Model I Model I
Model Standarfﬁzed Collil.lee?rity Sta.ndarfh'zed Ooﬂir'lee}rity
Coefficients t Sig. Statistics Coefficients t Sig. Statistics
Beta Tolerance | VIF Beta Tolerance | VIF
(Constant) 3.36 0.001 0.93 0.352
Female (Male) 0.04 0.49 0.624 0.94 1.06 0.02 0.26 0.799 0.94 1.06
20s (Teenage) -0.23 -1.10 0.273 0.15 6.57 -0.19 -0.92 0.357 0.15 6.70
30s (Teenage) -0.30 -1.55 0.124 0.18 5.49 -0.18 -0.96 0.338 0.18 5.70
40s (Teenage) -0.19 -1.28 0.203 0.31 3.27 -0.10 -0.67 | 0.501 0.29 345
50s (Teenage) -0.08 -0.65 0.515 043 2.35 -0.04 -0.36 0.720 041 247
SNS Usage Frequency -0.07 -0.81 | 0421 0.88 1.14
Disclosing Preference 0.01 0.12 | 0901 0.93 1.08
E"presséprfnfszlsmgs or 006 | 080 | 0425 | 092 | 108
SNS Privacy Setting 0.39 4.82 |0.000%** 0.93 1.08
F 0.65 329
Sig. 0.662 0.001
R Square 0.02 0.18
Adjusted R Square -0.01 0.12
Rcﬁﬂzf 0.02 0.16
Sf: t?;igfs F Change 0.65 6.46
cstllgan gFe 0.662 0.000%*
Durbin-Watson 2,01

Note: Dependent Variable: Cybercrime Victimization, * p < 0.1, ** p < 0.05, *** p < 0.01
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preference, and expressing feelings or opinions.
Therefore, cybercrime victimization can be explained
to be increased as SNS privacy setting is strongly
open to everyone.

Logistic regression was performed to review the
relationship of SNS usage frequency, disclosing pref-
erence, expressing feelings or opinions and SNS pri-
vacy setting to cyber harassment (violent). Upon the
analysis results, prediction accuracy was shown to
be 74.15% to meet the appropriateness of the model.
Only capable guardianship (p < 0.01) showed to influ-
ence to cyber harassment (violent) except fort SNS
usage frequency, disclosing preference, and express-
ing feelings or opinions. Therefore, cyber harassment
(violent) can be explained to be increased as capable
SNS privacy setting is strongly open to everyone.

Logistic regression was performed to review the
relationship of SNS usage frequency, disclosing pref-
erence, expressing feelings or opinions and SNS pri-

vacy setting to cyber impersonation. Upon the analy-

sis results, prediction accuracy was shown to be
76.87% to meet the appropriateness of the model.
Only capable guardianship (p < 0.01) showed to influ-
ence to cyber impersonation except fort SNS usage
frequency, disclosing preference, and expressing feel-
ings or opinions. Therefore, cyber impersonation can
be explained to be increased as SNS privacy setting
is strongly open to everyone.

Logistic regression was performed to review the
relationship of SNS usage frequency, disclosing pref-
erence, expressing feelings or opinions and SNS pri-
vacy setting to cyber hacking. Upon the analysis re-
sults, prediction accuracy was shown to be 72.79%
to meet the appropriateness of the model. Only ex-
pressing feelings or opinions (p < 0.01) showed to
influence to cyber hacking except fort SNS usage
frequency, disclosing preference, and capable
guardianship. Therefore, cyber hacking can be ex-
plained to be increased as expressing feelings or opin-

ions is stronger.

<Table 5> The Relationships of SNS Usage Frequency, Disclosing Preference, Expressing Feelings or Opinions,
and SNS Privacy Setting to Cyber Harassment (Violent)

Items B SE. Wald Sig. Exp(B)
20s (Teenage) -1.38 1.40 0.98 0.323 0.25
30s (Teenage) -1.39 1.45 0.93 0.336 0.25
40s (Teenage) -2.65 1.73 235 0.126 0.07
50s (Teenage) -1.65 1.71 0.93 0.334 0.19
Female (Male) 0.30 0.50 0.35 0.552 1.35
SNS Usage Frequency -0.13 0.35 0.14 0.713 0.88
Disclosing Preference -0.73 0.51 2.07 0.150 048
Expressing Feelings or Opinions 0.20 029 045 0.500 1.22
SNS Privacy Setting 2.00 0.35 31.95 0.000** 7.37
Constant -345 241 2.05 0.152 0.03
- Omnibus Tests of Model Coefficients : Chi-square = 66.66, Sig. = 0.000
- Model Summary : -2 Log likelihood = 109.23, Cox & Snell R Square = 0.36, Nagelkerke R Square = 0.52
- Percentage Correct = 74.15

Note: Dependent Variable: Cyber harassment (Violent), * p < 0.1, ** p < 0.05, ** p < 0.01
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<Table 6> The Relationships of SNS Usage Frequency, Disclosing Preference, Expressing Feelings or Opinions,
and SNS Privacy Setting to Cyber Impersonation

Items B SE. Wald Sig. Exp(B)
20s (Teenage) -1.20 1.01 141 0.236 0.30
30s (Teenage) -0.75 1.06 0.50 0.479 047
40s (Teenage) -0.81 1.16 048 0.487 0.45
50s (Teenage) -1.38 1.32 1.09 0.296 0.25
Female (Male) -0.13 0.43 0.09 0.764 0.88
SNS Usage Frequency -0.22 0.29 0.55 0.458 0.80
Disclosing Preference 0.46 041 1.24 0.265 1.58
Expressing Feelings or Opinions 0.09 0.25 0.12 0.729 1.09
SNS Privacy Setting 0.84 0.22 14.29 0.000** 231
Constant -3.55 2.02 3.07 0.080 0.03
- Omnibus Tests of Model Coefficients : Chi-square = 20.15, Sig. = 0.017
- Model Summary : -2 Log likelihood = 147.87, Cox & Snell R Square = 0.13, Nagelkerke R Square = 0.19
- Percentage Correct = 76.87

Note: Dependent Variable: Cyber impersonation, * p < 0.1, ** p < 0.05, ** p < 0.01

<Table 7> The Relationships of SNS Usage Frequency, Disclosing Preference, Expressing Feelings or Opinions,
and SNS Privacy Setting to Cyber Hacking

Items B SE. Wald Sig. Exp(B)
20s (Teenage) 0.09 0.92 0.01 0.925 1.09
30s (Teenage) -0.51 0.98 0.27 0.606 0.60
40s (Teenage) 0.29 1.05 0.08 0.782 1.34
50s (Teenage) 1.07 1.14 0.89 0.347 292
Female (Male) 023 0.39 0.34 0.558 1.25
SNS Usage Frequency -0.20 0.27 0.53 0.466 0.82
Disclosing Preference 0.08 0.36 0.05 0.822 1.08
Expressing Feelings or Opinions -0.43 0.22 3.72 0.054* 0.65
SNS Privacy Setting -0.25 0.18 191 0.167 0.77
Constant 1.41 1.80 0.62 0.433 4.10
- Omnibus Tests of Model Coefficients : Chi-square = 9.93, Sig. = 0.356
- Model Summary : -2 Log likelihood = 172.77, Cox & Snell R Square = 0.07, Nagelkerke R Square = 0.09
- Percentage Correct = 72.79

Note: Dependent Variable: Cyber Hacking, * p < 0.1, ** p < 0.05, ** p < 0.01

lifestyle exposure activities, and the absence of SNS
privacy setting, affect the likelihood of cybercrime
victimization specially cyber harassment, cyber im-

VI. Conclusion

The current study sought to explore how SNS
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personation, and cyber hacking. We hypothesized
that SNS activities that expose users’ lifestyles, and
less strict privacy settings, would increase the like-
lihood of cybercrime victimization. The logistic re-
gression analysis yielded three significant results and,
in this section, the results will be discussed relative
to the original hypotheses, as well as possible im-
plications that lead on from them.

According to the findings from this study, the
LRAT elements that had significant effects on the
likelihood of cyber harassment and cyber im-
personation was SNS privacy setting. Also, expressing
feeling and opinions had significant effects on the
likelihood of cyber hacking.

Some results are consistent with the original hy-
potheses, whereas others do not support them.
Among the results, those that are consistent with
the presented hypotheses are the following:
Individuals who have stricter SNS privacy settings
are less likely to be victims of cyber harassment and
cyber impersonation than those who strongly open
to everyone. And individuals who express their opin-
ions or feelings are more likely to be victims of cyber
hacking than those who rarely express their opinion.

According to above results, leaving the privacy
setting open so that it can be viewed by everyone
makes the individual, without any reason, more likely
to become a target for hate speech, meaning language
that denigrates, insults, threatens or targets an in-
dividual, and highly likely to be involved in something
illegal by impersonating him/her on SNS. In addition,
it means that expressing the individual's opinion or
feeling with honesty on SNS makes the hardware
and software of his/her computer vulnerable for
hacking. Based on above results, disclosing SNS pro-
file on SNS makes the individual more vulnerable
for the cybercrime. In other words, it means that

if an individual does not want to be a victim of

cybercrime, he/she should open your SNS only for
his/her friends.

The unexpected results are as follows: That in-
dividuals who use SNSs frequently and who disclose
preferences through SNSs is more likely to become
a victim of cybercrime is not significant. That is,
it shows that although an individual has many SNS
accounts, lots hours of using SNS and lots of postings,
he/she is not likely to become a victim of cybercrime,
and no matter how much he/she follows SNS of
others, presses the like and sharing button, he/she
does not likely become a victim of cybercrime. As
a result, although the individual has many accounts
and spends lots of time, engaging in simple SNS
activity, that is, not writing the opinion or feeling
of an individual with honesty is not likely to make
him/her a victim of cybercrime. Intuitively, people
think that an individual having many accounts and
spending lots of time with them makes the individual
to become a target of cybercrime easily, the actual
results showed against it.

As a result, these findings are meaningful because
they can be interpreted to indicate that people may
not be vulnerable to cybercrime even if they actively
show in what they are interested on SNS. Moreover,
these findings imply that it might be easier for cyber-
criminals to target those actively express feeling or
opinions on SNS and those strongly open their SNS
to anyone.

VII. Discussion

With growing concerns about big social media
firms already possessing a large amount of personal
data, the current study adds more importance to
exploring the possible outcomes of using social media
carelessly. Not only should individuals be more cau-
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tious about what personal information to share but,
also, the SNS companies need to find discrete sol-
utions to protect their users.

Using techniques supported by existing literature,
this study applied the LRAT to cybercrime victim-
ization, specifically violent assaulting harassments,
impersonation and hacking, by means of a self-report
survey. We found moderate support for the applica-
tion of the LRAT to cybercrime victimization. While
the study yielded significant results, both consistent
and inconsistent with the original hypotheses.

One limitation of this study is the limited type
of cybercrime that were included. We only inves-
tigated those who were the victims of three types
of cybercrime (violent assaulting cyber-harassments,
cyber-impersonation, and hacking). However, there
may be individuals who were victimized by other
cybercrimes such as cyber-stalking, sexting, or other
kinds of sexual assault online. The scope of cyber-
crime should be defined more broadly in future
research.

There are also opportunities for future research
regarding possible privacy policy changes within so-
cial media companies. As most of the SNS companies
make revenue by providing ad products, it is crucial
for them to acquire more online users, as well as
maintaining the uses on their services. Therefore,
it would be meaningful to find out the effect of

cybercrime victimization users and, thus, whether
or not being victims of cybercrimes would make
them leave the platform. There would be useful mana-
gerial implications if future research focused on possi-
ble policy changes on SNS users’ privacy settings.

This study is important in building current and
emerging literature because researchers and policy-
makers, or even companies, can use this results as
a base on which to understand which lifestyle factors
may contribute to cybercrime victimization. By ana-
lyzing these factors, education and prevention policy
efforts can be made to reduce the risk of victimization,
and therefore make the internet a safer place for
individuals to engage in with their daily routine activ-
ities, such as social networking and communicating
with others. Also, this study included different types
of SNS platforms rather than focusing on only one.

Hopetully, the current study will help develop the
understanding of, and literature on, cybercrime vic-
timization, as well as encouraging further discussion
on how to prevent such crimes from harming
individuals.
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