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Design of Blockchain Application based on Fingerprint Recognition Module
for FIDO User Authentification in Shoppingmall
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ABSTRACT

In this paper, a USB module with fingerprint recognition was designed as a distributed node of blockchain on distributed ID (DID,
distributed ID) for user identification. This biometric-linked fingerprint recognition device was verified for the real-time authenfication
process of authentication fransaction with FIDO(Fast IDentity Online) server. Blockchain DID-based services were proposed like as a
method of individual TV rafing survey, and recommending service for customized shopping channels, and crypto-currency, foo.

This DID based remote service can be improved by recognizing of channel-changing information through personal identification. The
proposed information of production purchase can be shared by blockchain. And customized service can be provided for the utilization
of purchase history in shoppingmall using distributed ID. As a result, this blockchain node-device and Samsung S10 Key-srore with FIDO

service can be cerfified for additional fransactions through various biometric authentication like fingerprint, and face recognition.

= keyword : blockchain, biometric distributed ID(DID), fingerprint recognition FIDO2.0, S10 Key-store, crypto-currency fransaction
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(Fig. 1) Identification analysis of distributed ID(DID)
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