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Abstract

The purpose of this study is to investigate the behavioral factors affecting the security attitude and
intention to use biometrics password based on the protection motivation theory. This study also investigates
security awareness training to understand trust, privacy, and security vulnerability regarding biometric
authentication password. This empirical analysis reveals security awareness training boosts the protection
motivational factors that affect on the behavior and intention of using biometric authentication passwords.
This study also indicates that biometric authentication passwords can be used when the overall belief in
a biometric system is present. After all, security awareness training enhances the belief of biometric passwords
and increase the motivation to protect security threats. The study will provide insights into protecting security
vulnerability with security awareness training.
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1. Introduction

With the rapid growth of computers and tel-
ecommunications technologies, users are us-
ing a variety of information technology every
day. For example, a variety of IoT devices such
as home Internet sharing devices, door locks,
smart home appliances, Al speakers and
smart bands are commonly used in everyday
life. However, while IoT device use provides
a convenient living environment, it is easy
to be exposed to information leaks and se-
curity threats. One of the most commonly used
authentication methods to protect personal
information and protect information is text
passwords. However, even those who are rela-
tively interested in cybersecurity have the
hassle of setting up complicated passwords
for each device, and they often do not change
their passwords frequently, making the real
security problem even more serious. More and
more users complain about complex text pass-
word configurations and the number of differ-
ent passwords on each site. Also, the illegal
use of personal and corporate information us-
ing a weak authentication system has fre-
quently occurred in recent years. In fact, many
consumers say websites or systems that use
only user names and passwords are too weak
and unreliable, but many still use such sites.
This can be seen as overlooking the vulner-
ability of security because it is simple and easy
to use. Therefore, biometric authentication
technology, which is convenient and superior
secure, is attracting attention as a next-gen-
eration security technology that can supple-
ment or completely replace unstable pass-
words. Biometric technology is often defined
as "a technology that authenticates indi-
viduals based on their unique physical and
behavioral characteristics” (Coventry, De Angeli,

and Johnson, 2003). Biometrics authentica-
tion includes a user’s physical characteristics
including fingerprint, palm, retina, iris, face,
signature, and voice. Fingerprint identifica-
tion has become a common technology in ev-
eryday life as fingerprint sensors are installed
not only on smartphones but also on notebooks
and other devices. Especially, biometrics has
been actively used in smartphone devices
which become a daily used tool for many people
and perform various multi-tasks. The smart-
phone often requires the sensitive personal
information to operate the functions such as
financial transfer. Thus, the protection of pri-
vacy and security in using the smartphone
became a critical issue. Smartphone manu-
facturers have provided a way to unlock them
through fingerprinting rather than passwords
or pattern locks to provide convenient us-
ability while safeguarding users personal
information. Also, the financial sector is ac-
tively introducing biometric technology to
complement the imperfect security level of fi-
nancial services and to enhance user con-
venience.

However, there are voices that worry about
leakage of biometric information. While major
banks and institutions are introducing finger-
print authentication services for security and
privacy, users who are afraid of leakage are
still reluctant to use biometric authentication
services. Financial institutions such as banks,
securities, and cards are more cautious about
adopting biometrics for security because they
have a lot of sensitive information. According
to a report of the Bio information gathering
and utilization survey shows that many bio-
metric authentication systems are not used
as many customers on average per day [Yu,
2017). There is concern about the possibility
of information abuse (55%) or theft or forgery
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(51%) for the opposition to using biometric
technology. Moreover, about 33% were con-
cerned about the leakage of collected bio-
metric information. 69% of respondents were
worried about the leakage of health in-
formation collected through the biometric sys-
tem in mobile devices. Another reason to avoid
biometrics is unfamiliarity and inconvenience
(An, 2016). These results turn out showing
that many people are aware that biometric
technologies will be needed in terms of se-
curity and privacy, but still, tend to be re-
luctant to use them because of unfamiliar and
the lack of trust in biometric technologies.
Therefore, it is necessary to examine what fac-
tors increase the intention to use biometric
authentication passwords and how to increase
trust in biometric systems.

Early research on biometric authentication
focuses on biometric characteristics based on
the technology acceptance model (TAM) and
user acceptance and on the biometric technol-
ogy itself, including perceived usefulness and
ease of use [(Moody, 2004; Rosa et al., 2007].
However, Korea Consumer Agency (2016]) has
reported that “simplification” and “safety of au-
thentication methods” as ranked first (40.7%)
and second (22.7%), respectively, are the fore-
most important factors in the use of authenti-
cation methods. Therefore, it is necessary to
consider both “simplification” and “safety” in
studying on authentication methods. Most re-
searches on authentication methods often
have used the factors of perceived usefulness
and perceived ease-of-use based on the tech-
nology acceptance model (TAM) to show the
impact of the biometrics password use inten-
tion. However, few empirical studies have ex-
amined the user’s intentions for biometric
passwords in terms of protection motivation
that includes awareness of security problem,

security weaknesses of existing passwords,
and security awareness training. In partic-
ular, there is little empirical analysis that fo-
cuses on security awareness training which
enable to enhance security recognition in a
digital environment and raise awareness on
information protection. With a few recent em-
pirical studies available, this study needs to
explore key factors other than perceived use-
fulness and perceived ease-of-use in order to
increase the use of biometrics passwords with
simplicity and safety.

This study, therefore, shed a light on se-
curity awareness training and education that
enhance protective motivation in using bio-
metric authentication passwords based on the
protection motivation theory. The protection
motivation theory is about an individual's se-
curity cognitive process that recognizes se-
curity issues and useful to explain intention
and behavior to perform a security action to
protect personal computers and user systems
(Ifinedo, 2012). This theory is able to explain
an individual's security cognitive process to
protect security issues and identify an in-
dividual's intention to perform a security ac-
tion such as choosing secured passwords
(Anderson and Agarwal, 2010). Therefore, the
purpose of this study is to investigate the effect
of security awareness training on protective
motivational factors relate to the security atti-
tude and intention to use biometrics authenti-
cation password. The result of this study will
provide insights into protecting security vul-
nerability with security awareness training.

2. Theoretical Framework and Hypotheses
2.1 Protection Motivation Theory

Protection Motivation Theory is an ex-
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tension of the belief model related to health
in the social psychology and health domains.
This is about an individual's security cognitive
process that recognizes security issues. This
theory is evaluated as a key theory that ex-
plains the cognitive process of the individual's
protected activity and explains the motivation
of protection through factors such as occur-
rence probability and severity for security
problem (Rogers, 1983). In addition, the theo-
ry of protection motivation can be very useful
in identifying an individual's intention to per-
form a security action and is useful for ex-
plaining and predicting the intentions and
behaviors related to the security of personal
computers and user system (Anderson and
Agarwal, 2010). Liang and Xue (2009]) pro-
posed the security threat avoidance theory
and studied the security behavior of personal
computers. They suggested that the like-
lihood of occurrence and severity affect the
avoidance motivation through perceived threa-
endts.

According to the theory, the motivation to
protect is triggered by Threat Appraisal and
Coping Appraisal (Rogers, 1983: Ifinedo, 2012].
The detailed components of the threat assess-
ment consist of likelihood and severity of a
security threat (Johnston and Warkentin,
2010 Vance et al., 2012]). The likelihood of
a security vulnerability is the degree to which
a user is aware of the likelihood of harming
a malicious attack, possibly having spyware,
or potentially causing harm to a security issue
(Rogers, 1983). In previous research, these
factors are presented as the main variables
in the research of the organization's infor-
mation system security and protection of per-
sonal information, explaining the security
guideline compliance and protection inten-
tion. Therefore, although physical aspects of

security are also important, it is necessary
to evaluate users security perception and
awareness to provide policies and guidelines
for security. This is because the security
awareness of the user may affect the attitude
and intention to implement security behavior.

2.2 Research Model and Hypotheses

Information security awareness training
refers to a series of activities to raise the
awareness of information security while at the
same time enhancing the user’s understan-
ding of information security (Jemal, 2014]). By
enhancing information security awareness,
user scan recognize the importance of in-
formation security and can suppress the possi-
bility of information infringement while obey-
ing information security norms. In this sense,
the education and training in enhancing in-
formation security awareness are the most di-
rect and cost-effective means by which users
can acquire the latest technical information
regarding the security issue (Albrechtse and
Hovden, 2010]). So many organizations are fos-
tering training programs for information se-
curity awareness.

Security awareness training increases the
level of understanding in security problems
that the existing passwords could embed po-
tentially and enhance the protect motivation
to avoid problems. Awareness of potential se-
curity problem is defined as the degree to
which a user is aware of the likelihood of harm-
ing a malicious attack, possibly having spy-
ware, or potentially causing harm to a security
issue [(Rogers, 1983). The protection motiva-
tion consists of factors such as a security vul-
nerability, likelihood and severity of a se-
curity threat (Johnston and Warkentin, 2010].
In previous research, these factors are pre-
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sented as the main variables in the study
of the organization’s information system se-
curity and protection of personal informa-
tion, explaining the security guideline com-
pliance and protection intention [Vance et
al., 2012].

According to the study of Liang and Xue
(2009), the perception of security vulner-
ability and severity could increase protection
motivation to avoid the security threat. That
is because the security awareness of the user
may affect the attitude and intention to imple-
ment security behavior. Kim and Kang (2008)
showed that the degree of prior knowledge-
related to privacy protection influences the
choice of secure passwords to protect infor-
mation. Security awareness program and
campaigns also have a positive effect on the
perception of a security vulnerability which
resultsin reducing the weak password usage
and security threat (Yim, 2014; Eminagaoglu
et al., 2010). James et al. [2006) also argued
that an individual’'s understanding of im-
portance or need for security has a positive
effect on using biometric devices. The field
experiment by Kim et al. (2018) has shown
that in groups that have completed security
education, security awareness training has a
positive effect on employee’s security behav-
iors through the awareness of potential risks.
These findings suggest that organizations
need to consider providing regular training
programs. The study of Lee and Kim (2015]
analyzes the effect of most underlying security
education in security activities on security ca-
pabilities of enterprise and it indicates that
security education has a positive (+) correla-
tion with security capabilities. Also, Heo and
Ahn [2020) argued that security education has
a moderating effect between awareness of se-
curity policies and security behavior and Yun

(2016) argued that technical support is also
important, but by improving the cyberse-
curity awareness and security expert know-
ledge through the cybersecurity education to
workers is important to raise the security
level. In addition, the research of Kang and
Chang (2014) found that information security
education to increase awareness of infor-
mation security had a positive impact on in-
formation security behavior, mediating an un-
derstanding of information security policy.
Above all, if there is a lack of sufficient under-
standing of security policies and lack of know-
ledge of security risks, then the training of
industrial security does not affect the se-
curity-related behavior (Lee and Chae, 2014].
In the research of Chang and Kang (2012],
the information security education has a
significant impact on information security
awareness, such as the importance of pass-
word security, and information security edu-
cation has also been proven to have a sig-
nificant impact on perceived information se-
curity risks. Therefore, the following hy-
potheses were set up based on previous
studies.

H1: Security awareness training has a pos-
itive effect on the awareness of potential
security problems.

H2: Security awareness training has a pos-
itive effect on the security vulnerability
of existing passwords.

H3: Security awareness training has a pos-
itive effect on the perceived privacy of bio-
metric passwords.

H4: Security awareness training has a pos-
itive effect on the trust in a biometric
password.

According to motivation theory, threat as-
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sessment is an essential factor that induces
motivation and positively affects protection
behavior [Rogers, 1983). Users of smart-
phones and personal computers recognize that
security threats are more likely to occur, and
if they determine that the security problem
is severe, users are aware that the current
security system is not stable and cannot be
relieved. That positively affects the user’s se-
curity attitude toward biometrics password
(Kim and Kim, 2014]). In other words, as the
awareness of security risks expand, the more
secure in threats and information leakage
(Shaw et al., 2009]. Security vulnerability of
the existing password is defined as the ex-
posure risk of passwords that can harm users
of information systems, and measures vulner—
abilities due to passwords recognized by users
against existing character passwords [Peyravian
and Zunic, 2000]. Generally speaking, the vul-
nerability is a perception of "how serious
threats to personal information leakage
threat me.” If the user believes that the risks
presented are irrelevant or insignificant, they
do not affect information security awareness.
However, if they think that vulnerability can
be perceived and seriously harmed, the moti-
vation to increase information security awa-
reness is enhanced. Thus, these security vul-
nerabilities have a positive impact on in-
formation security behavior. Besides, Rogers
(1983]) assumed that the likelihood of occur-
rence and severity for the security problem
would generate protective motivation and
lead to protective behavior changes. Lee and
Larsen [2009) also found that as smartphone
users perceived vulnerabilities to threats
more strongly, they increased their security
attitudes by inducing strong protection
motives. In the study of Heo and Ahn (2020],
the awareness of security policies affects the

information security behavior, and the per-
ceived risk of information security has proven
that there is a moderating effect between
awareness of security policies and security
behavior. In addition, Lee et al. [2015] verified
that the individual's knowledge level affected
his attitude toward information security. And
the perceived security severity and the threat
appraisal of the organization's employees
have been verified to have a positive impact
on the intention to follow security policy and
thus have an impact on the security-related
behavior (Kim and Song, 2011). Therefore, we
set the following hypotheses.

H5: The awareness of potential security prob-
lem has a positive effect on the security
attitude toward the use of a biometric
password.

H6: The security vulnerability of the existing
password has a positive effect on the se-
curity attitude toward the use of a bio-
metric password.

Perceived privacy often refers to “the level
of individual control over information about
oneself” and “the possibility of not using the
information improperly” (Smith et al., 1996;
Jarvenpaa and Todd, 1996). Perceived pri-
vacy is defined as a perception that usersin-
formation will not be used elsewhere without
his or her consent, and privacy is a situational
concept that is changed by time, place, social
and psychological factors [(Jarvenpaa and
Todd, 1996). A study found that the positive
relationship between privacy and behavioral
intentions [(Dinev and Hart, 2004]). James et
al. (2006) studied the acceptability of bio-
metric information devices in terms of per-
ceived privacy. A study on privacy in online
shopping found that consumers’ perception of
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their personal information in online shopping
affects their trust that influences purchase
intention (Vijayasarathy, 2004; Flavian and
Guinaliu, 2006). Also, a study showing that
perceived privacy affects the intention to use
biometrics continuously through a trust (Lee
and Kim, 2011). Moreover, customers who
are aware of these risks become more open
to innovative methods of identification or
verification, and personal privacy concerns
significantly influence a customer’s in-
tention to use fingerprint technology (Kim
and Bernhard, 2014]). Therefore, the follow-
ing hypotheses were established based on
previous studies.

H7: The perceived privacy of biometric pass-
words has a positive effect on the security
attitude on a biometric password.

H8: The perceived privacy of the biometrics
password has a positive effect on the trust
in a biometric password.

The concept of trust is defined differently
depending on the researcher’s perspective or
discipline. Rousseau et al. [1998] defined
trust as “a psychological state that includes
the willingness to accept risk possibilities
based on positive expectations of other peo-
ple’s intentions or actions.” Thus, trust in bio-
metrics involves a belief that risk will be re-
duced, and the willingness to take risks for
biometrics (Das and Teng, 1998). Trust has
been used in a variety of studies in the IS field,
such as cohesiveness, attitudes, and in-
tentions of knowledge sharing, and organiza-
tional value creation (Tamjidyamcholo et al.,
2013]. There are also many studies on the pos-
itive relationship between trust in a biometric
system and the behavioral intention to use
biometric passwords [Ring and Van De Ven,

1994: Ngugi et al., 2011). The security atti-
tude refers to the degree to which the user
positively evaluates the use of the security
system (Bulgurcu et al., 2010). Trust on bio-
metrics authentication reflects credibility on
security and privacy and affects the security
attitude and intention to continuous use of
biometrics due to the perceived usefulness
(Lee and Kim, 2011; Soh et al., 2010].
Therefore, we set the following hypotheses
based on previous studies.

H9: The trust of a biometric password has a
positive effect on the security attitude on

a biometric password.

The biometrics use intention is referred
to the users behavioral intention to use bio-
metric passwords and measured it as op-
posed to using any alternate passwords
(Bhattacherjee, 2001]). Bulgurcu et al. (2010)
asserted that security attitudes and behav-
ioral intentions are important cognitive proc-
esses before action. The positive attitude to-
ward the security of smartphone and personal
computer users positively influences the in-
tention of security behavior, and the security
attitude affects the positive influence of se-
curity behavior intention (Kim and Kim, 2014;
Kim et al., 2016]. Besides, security attitudes
positively influence the security behavior of
internet users and the intention of security
activities of using social networks (Park et
al., 2012]). Anderson and Agarwal [2010] also
argued that attitudes have a positive effect
on the security behaviors of personal com-
puters and the intentions of security activities
on the Internet. Therefore, we set the follow-
ing hypotheses based on these previous
studies.
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Awareness of potentioal
security problems

Security vulnerability of
existing password

Security awareness
training

Perceived privacy of
biometric passwords

Trust in biometric
passwords

Security attitude on
biometric passwords

Biometrics use intention

(Figure 1) Research Model

H10: The security attitude toward biometric
password has a positive effect on the in-
tention to use a biometric password.

Based on the theoretical review, we propose
a research model on the use of biometrics in
the view of individuals'motivational pro-
tection factors such as security awareness,
comprehension of the security vulnerability,
perceived privacy and trust. (Figure 1) repre-
sents a proposed research model showing the
relationship with relevant factors affect on the
biometrics use intention.

3. Research Methodology
3.1 Measurement

A questionnaire survey was conducted for
those who have used biometrics authentica-
tion passwords. Fingerprint passwords occu-
pied about 70% that respondents have used
followed by iris recognition and face recog-
nition. They were asked about the extent of
security awareness training, the level of

awareness of potential security issues, vul-
nerabilities in existing passwords and the in-
tention to use biometric authentication. A to-
tal of 1478 questionnaires was used in the final
analysis excluding the incorrect or missing
questionnaires. Since the surveys were col-
lected mostly from university students, the
ages of 20 to 25 were mostly occupied for 70%
of the age distribution. By age, 1040 people
in their 20s, 121 people in their 40s, 120 people
in their 10s, 108 people in their 30s, and 67
people in their 50s. Women accounted for
about 70 percent of the population of 1,035,
far higher than men. This was because mainly
a women's university where the survey was
conducted. The limitations of the study were
to explain if there were differences in gen-
der-specific outcomes. This will be argued in
the research limitation at the end.

The questionnaires were developed based
on the previous researches on biometrics, and
all the measurement items were measured
with 7 points Likert scale. (Table 1) repre-
sents the items and sources of the ques-
tionnaires used in the research model.
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(Table 1) The Measurement Items of Variables
Variables Survey Items Source

Awareness of

- Passwords can create security threats.

Rogers (1983),

potential - Passwords can expose you to security threats. Anderson and
security - There is a possibility that a password could cause harm to a malicious Agarwal (2010],
problems attack. Ifinedo (2012)
- The security of existing character passwords is highly vulnerable due
to an unchanged.
Security - Existing character passwords are vulnerable because of the possibility .
s . . . . . Peyravian and
vulnerability of | of using duplicate use in multiple sites. )
o N o . Zunic (2000,
existing - The existing character password is highly vulnerable, depending on the | ...
Kim and Kang (2008)
password length of the password.
- Existing character passwords are vulnerable because of the possibility
to create sensitive information.
- My biometric information will not be used for other purposes without
Perceived my approval.
. - My biometric information will not be used by others without my approval. .
privacy of . L. . . Lo . Smith et al. (1996),
. . - My personal information in the biometric authentication system will not
biometric - ) X Roca et al. (2006)
asswords be used for other purposes without my consent.
P - My personal information in the biometric authentication system will not
be used by anyone without my consent.
- The biometric authentication password is reliable.
- The biometric authentication password can be trusted as a user
identification method.
Trust in - Personal information of the biometric authentication password can be | Vatanasombut et al.
biometric managed by a user-centered. (2008),
passwords - The reliability of the biometric authentication password is undoubtedly | Roca et al. (2006)
trustworthy.
- Personal information of the biometric authentication password is managed
by a reliable management system.
Security . . s i .
attitude on A b}ometr}c password Is pecesﬂsaly for~ securl‘ty. Davis (1989).
. . - A biometric password is important for security.
biometric . . . . Bulgurcu et al. (2010)
) - It is wise to use a biometric password for security.
passwords
Security - Schools/institutions often provide training for password security.
awareness - Schools/institutions often advertise on password security awareness. | Limayem et al. (2004)
training - The school/institution provides a strong policy on password security.

Biometrics use
intention

-1 will use a biometric authentication password.

- I want to use a biometric authentication password.

- For user identification, I would prefer the biometric authentification
password.

- If possible, I would like to use the biometric authentification password.

Bhattacherjee [2001),
Lin et al. (2005]

3.2 Data Analysis

In this study, reliability, feasibility analy-
sis, and path analysis were carried out using
a statistical program SPSS 18 package and
Amos 18 package, which is a structural equa-

tion program. First, Cronbach’'s Alpha co-

efficients were measured in reliability tests

to determine whether internal consistency ex-
isted among the constructed questionnaire
items. In general, if the value is 0.6 or more,
it can be considered the construct is reliable
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(Table 2> The Internal Consistency and Convergent Validity

Construct #item Communality Cronbach's Alpha AVE
. 1 0.841
Awarengss of potential 9 0.883 0.918 0.792
security problems
3 0.852
1 0.664
i ili 2 0.723
Secul.ltyl vulnerability of 0.845 0.577
existing password 3 0.707
4 0.677
1 0.795
i o 2 0.81
P.ercelve.zd privacy of 0.921 0.746
biometric passwords 3 0.825
4 0.816
1 0.724
2 0.743
Trust in biometric passwords 3 0.663 0.902 0.648
4 0.776
5 0.747
. . 1 0.829
Security attitude on 2 0.848 0.876 0.676
biometric passwords
3 0.747
) o 1 0.908
Security awareness training 0.899 0.824
2 0.906
1 0.761
. . . . 2 0.803
Biometrics use intention 0.919 0.733
3 0.837
4 0.826

(Chae, 2001). As shown in (Table 2), all the
construct used in this study is shown 0.8 or
above for Cronbach’s alpha values, which in-
dicates that internal consistency is highly
reliable. Also, the communality analysis
shows that all the reference values are above
0.6 satisfying threshold criteria in indicating
that each item reflects the constructs well
(Chang and Jung, 2015). Convergent validity
issatisfied by the average variance extraction
value (AVE) of greater than 0.5 [Fornell and
Larcker, 1981].

In this study, confirmatory factor analysis
was carried out using Amos 18. The factor

analysis using principal component analysis
and varimax rotation indicates that the in-
dividual items used in this study are all reli-
able by showing the loading value greater than
0.7 and the cross-loading values for other
items are less than the loading values of a
correlated construct. The result is shown in
(Appendix 1).

3.3 Hypothesis Testing

In order to verify the hypothesis, path anal-
ysis was performed with Amos structural
equation. The fit of the model is recommended
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over 0.8 for GFI, NFI, RFI, IFI, TLI, CFI, and
RMSEA is less than 0.1 (Jin et al., 2012]. The
fitness of this model is NFI = 0.920, RFI =
0.901, IFT = 0.929, TLI = 0.912, CFI = 0.929
and RMSEA = 0.070 representing the fitness
of the research model is appropriate. The re-
sults of the hypothesis test are summarized
in (Table 3>, and the results are as follows.
The hypothesis is accepted when C.R. (critical
ratio) is greater than 1.96 with p ¢ 0.05.The
path analysis of this study shows that all hy-
pothesis has been accepted except hypothesis
4 and 7, which are not satisfied with the
threshold criterion. Hypothesis 3 and 5 are
accepted with p<0.05, while hypotheses 1, 2,
6. 8, 9 and 10 are accepted with p<0.001.
First, security awareness training has a
positive effect on the perceived possibility of
a security problem, perception of security vul-

nerability of the existing password, and per-
ceived privacy of biometrics. Thus, hypoth-
eses 1, 2 and Hypothesis 3 were adopted.
However, the result shows that security
awareness training does not directly relate
to the trust of the biometric password. Thus,
the positive relationship between security
awareness training and trust in a biometric
password (Hypothesis 4) was rejected. Second,
the awareness of the possibility of security
problems and the recognition of the security
vulnerability of existing passwords have a
positive effect on the security attitude toward
biometric passwords. Therefore, Hypothesis
5 and Hypothesis 6 are accepted. It can be
seen that the more a user recognizes that a
password is likely to cause harm due to a mali-
cious attack or a risk of being exposed to a
security threat, the more the user positively

(Table 3> The Result of Hypothesis Test

Hypothesis Model Path Estimate S.E. C.R. Result
Security awareness training
HI — Awareness of potential security problems 166 030 5.466 | Supported
Security awareness training
Hz — Security vulnerability of existing password 07 022 3.374 | Supported
Security awareness training .
H3 — Perceived privacy of biometric passwords 061 025 2.446 Supported
Security awareness training Not
H4 — Trust in biometric passwords 009 017 515 Supported
Awareness of potential security problems T
Hb — Security attitude on biometric passwords 043 017 2.531 Supported
Security vulnerability of existing password
Hb — Security attitude on biometric passwords 232 026 9.004 | Supported
Perceived privacy of biometric passwords Not
H7 — Security attitude on biometric passwords 023 030 766 Supported
H8 Percelng privacy _of biometric passwords 627 023 96.920 | Supported”
— rust in biometric passwords
Trust in biometric passwords L
H9 — Security attitude on biometric passwords 575 037 15.459 | Supported
H10 Secgrlty a‘gtltude on blometr'lc passwords 796 030 94170 | Supported”
— Biometrics use intention

p < 0.05 **p < 0.01, **p < 0.001.



12 JOURNAL OF INFORMATION TECHNOLOGY APPLICATIONS & MANAGEMENT

evaluates the use of the biometric password.
Also, the more users perceived the weakness
of the existing character password security
method, the higher the degree of user’'s pos-
itive evaluation of the use of a biometric
password. This can be interpreted that the
user of the protected motivation to prevent
it through the perception of security vulner-
abilities and that the existing password se-
curity incident is likely to cause the formation
of a positive attitude to a biometric password.

Third, the perceived privacy of biometrics
is not positively influenced bythe security at-
titude toward biometrics, rejecting Hypothesis
7. The perceived privacy of biometrics is pos-
itively related to the trust of biometrics and
the trust in biometrics has a positive effect
on security attitudes toward biometrics.
Thus, Hypothesis 8 and 9 are accepted. That
is, as the user perceives that his or her person-
al information will not be used elsewhere with-
out the consent of the user in the biometrics
system, the reliability of the biometrics au-
thentication system increases. And as the re-
liability of the biometrics system becomes
higher, the attitude toward the use of a bio-
metrics password is getting positive. Lastly,
hypothesis 10 was accepted representing that
the security attitude toward biometrics will
have a positive effect on the intention to use
biometrics. As the user represents a positive
attitude for the biometrics password, the use
of the biometrics increases. Therefore, the re-
sult shows that the rational behavior theory
which explains the influence of security atti-
tude on security activity intention can also
be applied in the case of the biometrics field.

4. Discussion and Implication

As the digital environment becomes more

commonplace, concerns about information se-
curity and privacy have increased and the in-
troduction of biometric authentication tech-
nology has become commonplace. However,
despite the recognition of convenient bio-
metrics to replace the poor security of the com-
monly used ID password, many people still
tend to be reluctant to use biometric pass-
words. Therefore, it is necessary to examine
what factors increase the intention to use bio-
metric authentication passwords and how to
increase trust in biometric systems.

This study provides underlying factors and
paths to increase the use of biometric au-
thentications and suggest its use of intention
in the view of protection motivational behavior.
This study shows that security awareness
training is essential to increase the intention
of using biometric passwords with enhancing
the level of comprehension for the security
problem and the vulnerability of the existing
passwords. First, the recognition of the se-
curity problem isa major factor affecting the
security attitude and use intention of a bio-
metric password. When a user recognizes that
a security problem can occur due to a pass-—
word, the user is motivated to protect it. As
a result, a positive security attitude toward
biometrics authentication is formed, which
increases the intention to use the biometric
authentication. Therefore, it is necessary to
understand the importance of security pro-
tection and the possibility of security threats
through security awareness training. Second,
it is confirmed that the security vulnerability
of existing passwords is the main factor affect-
ing the intention to use biometrics. That is,
the more the user recognizes that the existing
password security is weak, the more positive
the user will be using the biometric password.
After all, it is necessary to recognize that the
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text password of the existing user authentica-
tion has a high risk of damaging the users’
information such as information leakage.

Third, trust in biometrics is an important
factor affecting the security attitude toward
biometrics and intention to use biometric
identification. We found from this study that
trust in biometrics can be developed through
the recognition of the privacy in biometrics
that also can be established by security aware-
ness training. That is, security awareness can
increase the understanding of privacy issues
on biometrics and thus enhance trust in
biometrics. On the other hand, even if the user
perceives that the personal information will
not be used without the approval of the user
in the biometric system, the intention to use
the biometric password will not be enhanced
unless it leads to overall trust in the biometric
system. Because biometrics possess potential
problems such as the fact that the biological
information cannot be easily changed once it
is leaked, it is important to increase the over-
all reliability and trust of the biometrics
system. However, the results of this study
show that security awareness training does
not increase directly the overall trust in the
biometric password use. Security awareness
training only increases the understanding of
privacy strength of biometric password that
leads to the trust of the biometrics. That is,
security awareness could provide the under-
standing that the biometrics can protect pri-
vate information, and thus thereby enhancing
the reliability of the biometrics and increasing
the intention of use. In short, because security
awareness is the first step in information se-
curity management [Chen et al., 2018], it is
important that training and education for se-
curity awareness continue to be performed at
all levels of users.

The results of this study also suggest both
academic and practical implications to the ed-
ucators and companies introducing and
adopting biometrics passwords. Academi-
cally, this study extends existing research in-
to security-related issues based on perceived
usefulness, ease of use, or theories such as
TAM. This study has found important varia-
bles and new pathways that affect the in-
tention to use biometrics in addition to the
perceived usefulness and perceived ease of
use. The underlying factors such as security
problems and understanding of biometric
passwords could protect the security vulner-
ability in using digital devices. However, most
students and users tend to have insufficient
knowledge of the password procedure and
principle. In this, security awareness is able
to increase the awareness of security problems
and understanding of biometric passwords as
shown in this study. The educational pro-
grams or training for security awareness help
users recognize that passwords can cause
harm to a malicious attack or that they are
vulnerable to security threats. It also enhan-
ces the information security awareness of the
organization and the user's information man-
agement capability. Moreover, the password
security awareness education helps the user
to recognize the weakness of the existing char-
acter password security method and allows
the user to recognize that the user’s personal
information in the biometric system will not
be used elsewhere without the user's consent.
However, according to the results of this
study, it can be seen that the overall reliability
of the user's biometrics system is not increased
by security awareness training alone. The in-
tention of the biometric authentification can
be increased by the motivational factors such
as the understanding of security problems,
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security vulnerabilities of existing pass-
words, and the privacy of biometric systems.
Therefore, it is suggested that educators need
to organize and develop educational programs
for all levels of users regularly to aware se-
curity vulnerabilities that may result in seri-
ous problems. In sum, improving security
awareness and understanding of the weak-
ness of security can help users avoid in-
formation leaking and protect privacy. However,
the programs for security awareness are still
insufficient and lacking in many organ-
izations and educational institutions (Furnell
and Vasileiou, 2017]). Therefore, this study
suggests that programs and training for se-
curity awareness should be undertaking regu-
larly in not only educational institutions but
organizations that deal with data and infor-
mation. Also, it is necessary to motivate in-
formation security through education on pass-
word selection and understanding of its im-
portance and usage.

As to the practical implications, security
awareness is encouraged due to the following
concerns. First, The use of digital devices is
becoming commonplace and security inci-
dents are becoming frequent, and security is
the critical issue to be considered especially
for organizations where all the data and in-
formation are keen for their success. Compan-
ies are responsible for the damage done to their
customers might causeany loss and leaking
of data, which in the future could result in
impact on their trust in their services. Thus,
security awareness training should put in
place with a great consideration that could-
prevent tremendous organizational loss and
financial damage caused by any security
threat. With that, this study suggests enhanc-
ing the human side of information security
such as understanding the vulnerability of se-

curity and password techniques. As the evi-
dence form previous research showing that the
effective security awareness program can be
the strongest protective methods for security
threats (Abawajy, 2014], organizations should
put security awareness programs in place to
enhance user awareness vulnerabilities. Second,
companies have the advantage of being able
to conduct objective and real-time manage-
ment of users. When using character ciphers,
users are likely to share a single ID and pass-
word as needed. For example, acquaintances
can share a paid service with a single ID. This
has a direct adverse effect on the profit of the
company, and the company cannot manage the
information of the user properly. Recently, all
information of users is stored and utilized as
big data. If the company cannot manage the
information of the user properly, the records
of the users stored and utilized by the company
can be mismatched and misidentified, which
causes substantial loss and financial damage.
Moreover, the solution to the problem of how
to store biometric information securely will
be a major challenge to increase the use of
biometrics, the next generation of crypto-
graphy. Therefore, this study promotes the
use of biometrics in corporations and organ-
izations, and it should be accompanied by an
understanding of proper security awareness
and biometrics passwords. Continuous se-
curity education suggests that it is an im-
portant prerequisite to increase the use of bio-
metric passwords and to solve the security
problems that may arise in the organization.

5. Conclusion and Limitation

As information technology becomes more
utilized and various important information is
being used through networks and digital de-
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vices, concerns and strengthening of personal
protection and security have become impor-
tant. Even though biometrics technology can-
not easily change the physical and behavioral
characteristics of the body once it is leaked,
and it can be a problem of privacy invasion
in using the information on the user's body
part, the use of biometrics authentication is
increasingly widespread as it ensures superi-
or security. However, people are still likely
to avoid using biometrics authentication in
reality. In order to put a light on why people
are afraid of using biometrics, this study has
empirically verified the major factors influ-
encing the intention to use biometrics in the
context of biometric authentication technology.
And this study reveals the new paths of varia-
bles affecting security attitude and intention
to use biometrics by suggesting the impor-
tance of security awareness training and em-
phasizing the importance of security en-
hancement using biometrics. The security
awareness training will be able to play an im-
portant role in increasing the use of biometric
passwords and thus the educators and policy-
makers should take it for consideration in de-
veloping the curricular for security issues. In
conclusion, in order to protect information
and data of companies and organizations as
well as their own personal information in re-
cent digital environment, rather than consid-
ering the application of technical security de-
vices first, security education should be given
top priority to raise awareness of security
problems and vulnerabilities and to improve
understanding of authentication and bio-
metrics.

Although this study suggests important im-
plications for the attitude and intention of us-
ing biometrics technology, it has the following
limitations. In this study, the most common

group in the demographic distribution is fin-
gerprint cipher in the type of biometric cipher,
female in sex, and 20 in the age group. How-
ever, we could not compare the main variables
and path differences for each group. There-
fore, in future research, it is necessary to in-
vestigate further comparisons of key variables
and paths that affect the intention to use bio-
metrics by gender, age, and type of biometrics.
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(Appendix 1) The Result of Factor Analysis

Factor
Construct
1 2 3 4 5 6 7

) ) 1 .016 037 002 224 .886 051 .038

Awareness of potential security ™= ™™ 00s ™ 00T gs [ 981 | 898 | 074 | 067
problems

3 .008 .023 .000 274 877 .053 071

1 .090 082 181 133 .269 .083 .002

Security vulnerability of 2 071 .086 .018 194 207 193 -.012

existing password 3 104 112 -.009 .805 178 .052 045

4 119 106 112 i .166 .076 .043

1 322 150 .802 123 -.006 101 .008

Perceived privacy of biometric 2 .309 150 814 .060 .008 159 -.021

passwords 3 275 132 8417 .056 015 .093 .044

4 228 145 .850 070 -.023 103 .068

1 .690 .320 .296 112 032 212 -.001

2 11 .309 .264 103 071 235 -.034

Trust in biometric passwords 3 717 161 272 110 .051 187 012

4 .802 218 .263 087 -.010 .076 .056

5 186 A1 2170 107 -.031 102 072

_ ) ) ) 1 183 288 131 146 .070 818 -.015

Security attitude on biometric [ ™™ g5 280 141 180 095 817 | -.055
passwords

3 318 .326 214 129 057 688 .006

) o 1 029 -.002 025 .053 .080 -.023 947

Security awareness training

2 044 -.011 .049 013 .066 -.023 947

1 274 181 122 129 018 .208 -.015

) ) ) ) 2 187 .829 149 111 .050 .208 012

Biometrics use intention
3 .230 .850 146 117 .006 162 .005
4 235 821 161 076 .043 231 -.017
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